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EC

[ ]

BioAPI
BioAPI

IC
BioAPI ISO/IEC JTC1  SC37 ISO/IEC 19784
BioAPI
PKI
API

CBEFF Biometric Data Interchange Format

CBEFF Biometric Data Interchange Format
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CBEFF

Biometric Data Interchange Format
CBEFF

Biometric Data Interchange Format

2 - 12 CBEFF Biometric Data Interchange Format

IC

® CBEFF

ISO/IEC JTC1 SC37 ISO/IEC 19785
® Biometric Data Interchange Format

ISO/IEC JTC1 SC37 ISO/IEC 19794

PKI
CBEFF Biometric Data Interchange
Format
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X9.84 BioAPlI CBEFF

2002 11 ISO/IEC JTC1 SC37
SC 27

PKI

PKI

uiD

PKI

ITU-T ISO/IEC  IETF

ETSI : European Telecommunications Standards Institute

IETF RFC3039 Internet X509 Public Key Infrastructure
Qualified Certificates Profile 2004 3 RFC3739 Internet X.509 Public Key
Infrastructure Qualified Certificates Profile
RFC3 39 X.509
X.509
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(Key Usage)

QC QC
RFC3039 RFC3 39
® RFC3 39 RFC3280 (subject field)
domainComponent title postalAddress
® RFC3039
RFC3739 RFC3280
° title
o biometoriclnfo EXTENSHION
® gc-Statement

1 SCIS The Symposium on
Cryptography and information Security Sendai,Jan.27-30,2004 The Institute of Electronics,Information
and Communication Engineers
PKI  X.509
PKI
PKI PKI

PKI

PKI

o~ 0w bd e
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OCsP

OCsP

OCsP

MOC:Match on Card / On-Card Matching

SC17 IC

/ On-Card Matching)
® |SO/IEC 7816 -11
> IC
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>
> 2004 17
® Java Card Biometric API

» Java Card API AP

> Java Card

® Government Smart Card Interoperability Specification GSC-IS

» IC IC
» GSCIS
AHGBISGF BioAPI GSC-IS
GSCIs
GSCIs
MOC(Match on Card / On-Card Matching) GSC-IS

® Smart Card Alliance
»  Smart Cards and Biometrics in Privacy-Sensitive Secure Personal 1D Systems White Paper
IC MOC(Match
on Card / On-Card Matching)

MOC(Match on Card / On-Card Matching)
IC IC
MOC(Match on Card / On-Card Matching)
IC
IC

MOC(Match on Card / On-Card Matching)

IC
MOC(Match on Card / On-Card Matching) IC
MOC(Match on Card /
On-Card Matching) API
IC MOC(Match

on Card / On-Card Matching)
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ISO/IEC JTC 1/SC 37 WG4 Meeting

Australian Technology Park http://www.atp.com.au/

Development of Biometric Authentication via Open Networks - Device Identification Infrastructure —

Device Identification

Infrastructure

ISO
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2- 13SC37

ISO/ECJTCL ¢ ISO TC68
SC27

ISO/IEC 19702 SC2

ISO/IEC 19792

Framework for Security

Biometric Technology

Evaluation and Testing of

Biometric Information
Management and Security for
Financial Applications (X9.84)

Biometric Application

Interfaces ISO/IEC 19784
Java Card

BAPI

I/O Software

BioAPI 2.0 Biometric API

BioAPI
1.0

ISO/IEC 19785 I ISO 7816-11 XCBF
Formats CBEFF
Framework I § OASIS !
L]
1sonec 19704 | Biometric Data Interchange Format
Data
Interchange |Finger Minutiae II Finger Image I| Iris Image I
Format ISO/IEC JTC1 | Finger Pattern II Face Image I| Signature/Sign I
SC37
2- 13SC37

ISO/IEC 19794

ISO/IEC 19785

ISO/IEC 19794
ISO/IEC 7816-11 CBEFF
ISO/IEC 19784 ISO 19092 CBEFF
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OASIS XCBF CBEFF (NISTIR

6529) XML
API BioAPl BAPI Java Card Biometric API BioAPI
API ISO/IEC BioAPI
CBEFF I/0 Software BAPI
API Java Card Biometric API Java
API Java Card Biometric API ISO/IEC 7816-11
Java Card Biometric API BioAPI
ISO/IEC 19792
X9.84
ISO/IEC 19702 X9.84 CBEFF
BioAPI 1.0 XML

ISO/IEC JTC1 SC37
ISO/IEC JTC1 SC37

ISO/IEC JTC 1 SC 37 (Biometric Technology)

SC 37
6 WG Working Group

WG 1 Harmonized Biometric Vocabulary

WG 2  Biometric Technical Interfaces

WG 3  Biometric Data Interchange Formats

WG 4 Biometric Functional Architecture and Related Profiles
WG 5 Biometric Testing and Reporting

WG 6  Cross-Jurisdictional and Societal Aspect

2002 6 ISO (International Organization for Standardization) IEC (International

Electrotechnical Commission)  Joint Committee JTC1

WG
® WG 1 (Harmonized Biometric Vocabulary)
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WG 1 ISO

WG 2 (Biometric Technical Interfaces)
WG 2

BioAPI Biometrics Application Programming Interface CBEFF Common Biometric
Exchange File Format BioAPlI  ISO/IEC 19784

CBEFF ISO/IEC 19785
WG 3 (Biometric Data Interchange Formats)
WG 3

ISO/IEC 19794

WG 4 (Biometric Functional Architecture and Related Profiles)
WG4

2 Biometric Profile -
Interoperability and Data Interchange  ISO/IEC 24713 2

WD  Biometrics-Based Verification and Identification of Employees

WG 5 (Biometric Testing and Reporting)
WG 5

WG 6 (Cross-Jurisdictional and Societal Aspect)
WG 6

2 - 148C 37 SC 37
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ISO IEC

International Organization International Electrotechnical
for Standardization Commission
TC68 JTC1
Banking, Securities, Joint Technical Committee
Financial Services < 00000000 One

e

: [ ]

L ] ]

[ ] [ ]

L ] [ ]
. . sc17 |< .o
° ° Cards and Personal Identification e
e L] [ ]
° ° A °
[ J L4 ') [ ]
] L] 'Y °
: . v .
. . | sc27 .
: :.. coeselsp IT Security Techniques :
e A [ ]
. . :
L] [ ]
: v :
Llalson ...'....'....'....'....'.2 SC37 k [ ]
g q LN

4 .e ’ Biometric Technology
2- 14 SC37
ISO/IEC JTC1 SC17 (Cards and Personal Identification)
JTC1 SC17
ISO/IEC
7816-11

ISO/IEC JTC1 SC27 (IT Security Techniques)
SC 27
SC 27 SC 27

ISO/IEC 19792

ISO TC68 (Financial Services)
ISO TC 68 TC 68
ISO/IEC 19702
X9.84
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API

API BioAPI ISO
BioAPI BioAPI BioAPI 1998 4
API Compaq Computer IBM
Identicator Technology Microsoft Miros Novell
BioAPI API DoD HA- API
Human Authentication APl /0 Software BAPI Biometric API
1997 1998 1999 2000 2001 2002 2003 | 2004
: : : Microsoft 1/0 Software | | :
' ' ' Windows BAPI ' ' X
BAPI 1.X — ! ' ! ' —
) BioAPI ; : : . ) BioAPI : | : _
| draft 2] specitieation | Specification R T
: 't | Version 1.0 ) |_Version 1.1 vl A
E E E BioAPI E BioAPI i : E E
! - ! Reference ' Reference ' : ' : X
' ' E ' Inplem_entation ' Insl:gi(;r;titllon ' v ' é '
: : : version10 |, ' | ANSUINCITS 3
HA-API |}, | HA-API ] : : | 358-2002 : \
1.0 '!" 2.0 [Tttt ! ! ! ! A
! ! ! ! ! I ISO/IEC
| : : ) ! | 19784 FCD
2- 15 API
HA-API
National Registry
1997 8 27 Rev.1.0 1998 4 22
Rev. 2.0
BAPI API 1/0 Software
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1998 12 BAPI /0 Software BioAPI

BioAPI 1999 2 NIST
BioAPI Consortium HA- API
1999 3 HA- API BioAPI
2000 5 2 BioAPI Microsoft
Windows BioAPI I/0 Software BAPI Biometric API
! Microsoft I/0 Software BAPI

BAPI

BioAPI (ISO/IEC FCD 19784)

API (Application Programming Interface) SPI (Service Provider Interface)

2001 3 BioAPI BioAPI Version 1.1 2002 8
ANSI/ZINCITS 358-2002 ISO/IEC JTC1 SC37 WG2 ISO/IEC 19784
FCD BioAPI BioAMI Biometric
Archive Module Interface NP BioAPI
NP
ISO/IEC FCD 19784 BioAPI BioAPI
2 - 16BioAPI

1 http:/lwww. microsoftcom/presspass/press/2000/May00/BiometicsPR.asp
62



SPI BioAPI
9ISO/IEC FCD 19784

Biometric Application

Biometric Application

BioAPI Framework

BSP BSP BSP
Device Device De‘fce De\,ﬂce
BSP : Biometric Service Provider
SPI: Service Provider Interface
2 - 16 BioAPI
API BioAPI
BSP
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ISO/IEC FCD 19784



2 - 9ISO/IEC FCD 19784

BioAPI BioSPI
BioAPI_Capture BioSPI_Capture
BioAPI_CreateTemplate BioSPI_CreateTemplate
BioAPI_Process BioSPI_Process
MOC(Match on Card / On-Card
BioAPI ProcessPrematchData BioSPI ProcessPrematchData Matching
BioAPI VerifyMatch BioSPI_VerifyMatch 2 BIR
BioAPI_IdentifyMatch BioSPI_ldentifyMatch BIR
BIR
BioAPI_Enroll BioSPI _Enroll
BioAPI_Verify BioSPI_Verify
BioAPI_ldentify BioSPI_Identify
BIR
BioAPI_Import BioSPI_Import
BioAPI API BioAPI
BSP Biometric Service Provider
BSP
BioAPI BSP
2 -
10ISO/IEC FCD 19784
2- 10 ISO/IEC FCD 19784
BioAPI BioSPI
BioAPl_ EnumBSPs BSP
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BioAPI BSPLoad BioSPI_BSPLoad BSP
BioAPI BSPUnload BioSPI_ BSPUnload BSP
BioAPI BSPAttach BioSPI BSPAttach BSP
BioAPI BSPDetach BioSPI BSPDetach BSP
BioAPI BSP SPI
BSP  BioAPI
BSP BSP
BSP BioAPI
2 - 17BioAPI BSP
. — Component
BioAPI aware application Registry
—
BioAPI CDS I—
Interface Interface Framework
Me—
BioAPI Framework BSPs
BioSPI )
Interface
Devices
Me—
BioAPI BSP Function
Modules
Me—
Matcher Processor Device Archive
Interface Interface Interface  Interface
/ / —
Matching| Process | Capture | Archive
Module | Module | (Sensor) | Module
Module ... Function Modules
O
Biometric ; ;
Arch D
Smart Token Devices rchive evices
2 - 17 BioAPI
BSP matching processing archiving handling
BSP
BSP
BSP
BSP
BSP
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BSP

ISO/IEC 19784 BSP
BSP
BSP  BSP
BSP BSP
BSP
BSP
BSP
BSP
2 - 11ISO/IEC FCD 19784
BSP
2- 11 1ISO/IEC FCD 19784
BioAPI BioSPI
BSP uulD
BioAPI_QueryDevices BioSPI_QueryDevices BSP
BioAPI_FunctionAttach BioSPI_FunctionAttach BSP
BioAPI_FunctionDetach BioSPI_FunctionDetach BSP
BioAPI_ EnumFunctions
BSP
BioAPI_QueryFunctionModules BioSPI_QueryFunctionModules
CDS Component Directory Service
CDS BioAPI
CDS CDS BIioAPI
BioAPI BSP BioAPI
BioAPI
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BSP

2 - 12ISO/IEC FCD 19784 CDS CDS
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2 - 12 ISO/IEC FCD 19784 CDS

_ _ BSP
BioAPI_Util InstallBsp

BioAPI_Util_InstallDevice

BioAPI_ CDSSetAttribute

BioAPI_CDSQueryAttribute

BioAPI_CDSQueryAttributeNames

BioAPlI CDSQueryComponents
- Query p UUID

BioAPI_QuerySections

BAPI (Biometric Application Program Interface)

BAPI

1998 9 Biometric APl (BAPI) Device Module Interface Specification (BDMI) Version 1.3

Biometric APl (BAPI) Software Developer's Kit (SDK) Version 1.2

2 - 18BAPI BAPI
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Application

1L

BAPI — Level 3
(High-Level)
BAPI —Level 2
(Mid-Level)
BAPI - Level 1
(Low-Level)

Biometric Device Manager
Biometric Device Module

Biometric Device

Level 3

verification

Level 2

Level 1

BAPI

2 - 18 BAPI

BAPI 3

enroliment

69

identification

Level 3

API

Level 2



BAPI 1/0 Software

CBEFF (ISO/IEC CD 19785)

CBEFF

Biometric Information Record (BIR)

1999 2 21 NIST Biometric Consortium
BioAPI Consortium

ANSI X9F4 IBIA TeleTrusT
CBEFF Common Biometric Exchange Formats Framework NIST NSA
SAFLINK Veridicom Biometrics Foundation ANADAC Identix Infineon

CBEFF 2001 1 NISTIR 6529 ISO/IEC JTC1 SC37 WG2

ISO/IEC 19785 CD CBEFF
CBEFF
CBEFF BIR CBEFF CBEFF
BIR 2 - 19 BIR
SBH BDB SB

SBH : Standard Biometric Header BDB : Biometric Data Block SB : Signature Block

2- 19 BIR
BIR Standard Biometric Header (SBH)
Biometric Data Block (BDB) BIR MAC
Signature Block (SB)
BIR BIR
CBEFF CBEFF CBEFF
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CBEFF SBH BIR CBEFF

CBEFF BioAPI  BIR(Biometric Information Record) X9.84 Biometric
Object ISO/IEC 7816-11 BIT(Biometric Information Template)
BIR BIR SBH
BIR simple BIR
BIR nested BIR
CBEFF BDB
BIR BDB
BDB SB
SBH 2 - 13SBH
2- 13 SBH

CBEFF_BDB_biometric_organization CBEFF
CBEFF_BDB _format_type CBEFF BDB
CBEFF_BDB security_options BDB

- NO-PRIVACY

- PRIVACY
CBEFF_BDB _integrity options MAC

- INTEGRITY

- NO-INTEGRITY

- MAC

- SIGNATURE
CBEFF _subheader_count nested BIR
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simple BIR
BDB

simple BIR

2 - 20simple BIR

SBH

BDB SB

SBH : Standard Biometric Header

simple BIR

nested BIR
nested BIR

nested BIR

nested BIR

SBH

b-2-1)
b-2-1-1)
b-2-1-2)

2 -

BDB : Biometric Data Block

20 simple BIR

SBH BDB SB

SBH

CBEFF subheader_count

CBEFF Subheader _count
BDB

BDB

CBEFF subheader_count

CBEFF subheader _count

72

SB : Signature Block

BDB



CBEFF subheader_count 0

2 - 21 nested BIR nested BIR
BDB

Root Biometric Header
Subheader_count=2

Biometric Header (sub-header) | BiometricType: (Type=Finger)

Subheader_count=3

Biometric Header (sub-header)(Standard BDB) Biometric Data Block
Subheader_count =0 (Standard BDB)

Biometric Header (sub-header)(Non-Standard A) | Biometric Data Block

Subheader_count =0 (Non-Standard A)

Biometric Header (sub-header)(Non-Standard B) | Biometric Data Block

Subheader_count =0 (Non-Standard B)

Biometric Header (sub-header) | BiometricType: (Type=Voice) - —--------
Subheader_count=2

1

1

|
Biometric Header (sub-header)(Standard BDB) Biometric Data Block i
Subheader_count =0 (Standard BDB) I
1

1

1

1

1

Biometric Header (sub-header)(Non-Standard C) | Biometric Data Block
Subheader_count =0 (Non-Standard C)

Signature Block

2 - 21 nested BIR

Biometric Data Interchange Format (ISO/IEC 19794)

CBEFF BDB ISO/IEC 19785
CBEFF
wrapper 2 - 22Biometric Data Interchange Format
CBEFF Biometric Data Interchange Format CBEFF
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Part 6: Iris Image Data

Part 7: Signature/Sign Data

Part 1: Framework

Part 2: Finger Minutiae Data

Part 3: Finger Pattern Data

Part 4: Finger Image Data

Part 5: Face Image Data

Part 6: Iris Image Data

Part 7: Signature/Sign Data

XCBF (XML Common Biometric Format)

CBEFF (NISTIR 6529) XML

2003 8 OASIS Version 1.1.

CBEFF (NISTIR 6529) XML
XML ANSI X9.84
ASN.1 ITU-T Rec.
X.693 ASN.1 Canonical XML Encoding Rule (CXER) X9.96
XML Cryptographic Message Syntax (XCMS) X9.73 Cryptographic Message Syntax (CMS)
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X9.84

2003 7 ANSI X9.84-2003 TC 68 ISO/IEC 19702

X9.84-2003 Biometric Object XCBF
BioAPI 1.0 BIR Biometric Identification Record

PKI

PKI

PKI Public Key Infrastructure

PKI

PKI
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]

ITU-T International Telecommunication Union - Telecommunication sector
PKI X.509 ISO/IEC

ISO/IEC International Organization for Standardization / International
Electro-technicalCommission

JTC1(Joint Technical Committeel) SC6 PKI 9594-8
ITU-T

IETF (Internet Engineering Task Force)

Security Area
PKIX(Public-Key Infrastructure)
SPKI(Simple Public Key Infrastructure)
TLS(Transport Layer Security)
SMIME(S/MIME Mail Security)
Ipsec(IP Security Protocol)

PKI PKIX

YV V V V V

IETF RFC (Request for Comments)

]

® RSA Security

Public Key Cryptography Standards(PKCS)
IETF PKCS PKCS Public-Key
Cryptography Standard

PKI

2 - 15 PKI
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ITU-T ISO/IEC IETF RSA Security
RFC2437 RFC2898 |PKCS #1 PKCS #5
PKCS#13
PKCS #3 PKCS #8
RFC2315 PKCS #7
PKCS #12
RFC2986 PKCS #10
X.509 9594-8 RFC3280
X.509 9594-8 RFC3280
RFC3039
X.509 9594-8 RFC3281
RFEC3647
PKI ITU-T X.509 X.509
(Public Key Certificate) CRL Certificate Revocation
List (Attribute Certificate)
X.509
X.509 1988 1994
Version 2 2nd Edition 1997
3rd Edition
2000 Verision 2
4th Editon
2- 16 X.509
YEAR X.509 Edition CRL
1988|1%t Edition vl vl
1994|2" Edition v2 vl
1997(3 Edition v3 v2 vl
2000[4™" Edition v3 v2 V2
IETF
X.509v3 IETF PKIX
RFC2459 1999 RFC2459 1997 X.509v3

78



CRLv2 X.509 4™ Edition RFC 3280 2002

IETF X.509
GPKI

v3

79



2- 17
thsCertifi |version X.509 INTEGER | TRUE
cate
( serialNumber( ) INTEGER | TRUE
(CA)
)
signature( Algorithml | TRUE
) dentifier
OoID
issue ( ) Name TRUE
(CA) X.500
(DN)
CA
subject DN
notBefore( Time TRUE
validity ) 2049
) UTCTime
2050
GeneralizedTime
notAfter( Time TRUE
) 2049
UTCTime
2050
GeneralizedTime
subject( ) Name
DN
subjectPublicKeyl] algorithm Algorithml | TRUE
nfo( dentifier
)
subjectPub BIT TRUE
licKey STRING
issuerUniquelD( Uniquelde
ntifie
2
extensions Extension
3
signatureAlgorithm ( ) Algorithml [ TRUE
dentifier
oD
thsCertificate
signature (
)
signatureValue ( ) BIT TRUE
STRING

TRUE
FALSE
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X.509

v3

(extnID)
(critical)
(False)

(extnValue)
RFC2459

OID

(critical)

81

(extensions)

BOOLEAN

PKI

OID

(True)

PKI



2- 18
Subject Type Extensions ( )
basicConstraints( TRUE CA TRUE
) EE
CA
CA
CA
CA
Name Extensions (
issuerAltName( FALSE (issuer)
)
subjectAltName( TRUE (subject) |TRUE
)
(subject)
nameConstraints( TRUE CA TRUE
CA
Key Attributes ( )
keyUsage( ) | TRUE TRUE
extendedKeyUsage( keyUsage
)
OID Web
privateKeyUsagePeriod| FALSE
( )
RFC2459
subjectKeyldentifie |FALSE
)
authorityKeyldentifier( | FALSE subjectKeyldentifier
) CA
Policy Information (
certificatePolicies( (CP
) Certificate Policy) OID
(CPS) URL
CP
AnyPolicy (e]]»]
policyMappings( FALSE CA
) CP
policyConstraints ( CA
CcpP
inhibitAnyPolicy(AnyPol| TRUE CA CcP TRUE
icy ) AnyPolicy
X.509v3 2000
Additional Information (
cRLDistributionPoints( |FALSE CRL FALSE
CRL
cRLDistributionPoints
X.509v3 2000
subjectDirectoryAttribu| FALSE
tes(
)

82




QC

EU -directive

ETSI : European Telecommunications Standards Institute

IETF 2001 1 RFC3039 Internet X.509 Public Key Infrastructure Qualified
Certificates Profile X.509 QC
2004 3 RFC3739 Internet X.509 Public Key Infrastructure Qualified Certificates
Profile
2- 19
issuer
subject
Subject Directory
Certificate oD
Policies
Key Usage
nonRepudiation
biometricinfo
URL
QC gcStatements QC
OID
RFC3039
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URI URI

relying party

Authentication

2
1. N
2. -
Attribute Certificate
ISO/IEC 1997 X.509 3™ Edition vl 2000 X.509 4™ Edition
v2
IETF 2002 4 RFC3281[ ] An Internet Attribute

Certificate Profile for Authorization

CA
AA: Attribute Authority
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-

A

OCSP RESPONDER

2 -

23

=

CRL

85




PKI

(Certificate practice statement : CMP)

Certificate Policy CP CA
CA URI
IETF 1999 RFC2527 [ ] Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework X.509 PKI
2003 11 RFC3647 [ Informational]
RFC3647
CRL
CRL
CRL ( ) CRL CA
CRL
CRL
CRL CRL ( CA )
CRL
ISO/IEC 1988 X.509 CRL v1 1997 CRL CRL
X.509 CRL v2
IETF  X.509 1991 1 RFC2459( i 1(
X.509 PKI - CRL (Internet X.509 Public Key Infrastructure Certificate
and CRL Profile)) 2002 4 RFC3280 [

]( Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile

X.509 CRL v2 CA
CA CRL
X.509 CRL CRL Distribution Points CRL Distribution
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Points DistributionPoint

CRL
CA CRL CRL (Indirect CRL)
CRL
2- 20 CRL
tbsCertLis [version TRUE
L signature( ) TRUE
) oD
issue ( ) CRL TRUE
thisUpdate( ) TRUE
nextUpdate( ) CRL TRUE
revokedCertificates userCertficate TRUE
revocation TRUE
crlEntryExtensions
CRL
signatureAlgorithm( ) CRL TRUE
OID
signature( ) CRL TRUE
TRUE
FALSE
CRL  ASN.1
CRL  ASN.1
CertificateList ::= SEQUENCE {
tbsCertList TBSCertList,
signatureAlgorithm Algorithmldentifier,
signature BIT STRING }
TBSCertList ::= SEQUENCE {
version Version OPTIONAL,
-- if present, shall be v2
signature Algorithmldentifier,
issure Name,

87




thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertficateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

--if present, shall be v2
} OPTIONAL,
crlExtensions [0] Extensions OPTIONAL

--if present, shall be v2

CRL
() CRL
® CRL CRL

CRL
CRL
Online Certificate Status Protocol OCSP
OCSP
OCSP OCSP OCSP
(good) (revoked) (unknown)

IETF 1999 6 RFC2560[ 1( X.509 PKI

OCSP ( X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP))

88



OCSP RESPONDER

)

DB

T

OCsP

CRL

OCSP

OCSP

OCsP

Sii
] 9/7 OCSPRESKE

OCSP RESPONDER

2- 24 OCSP

IETF

89



a Delegated Path Discovery(DPD)+ Delegated Path Validation(DPV)

OCSP (DPD Delegated Path Discovery) (DPV
Delegated Path Validation)

DPD IETF 2000 9 Internet Draft draft-ietf-pkix-scvp-03.txt September, 2000
“Delegated Path Discovery with OCSP”
DPV 2000 8

Internet Draft draft-ietf-pkix-ocsp-valid-00.txt August, 2000
“Delegated Path Validation”

b Smple Certificate Validation Protpcol (SCVP)

OCsP
IETF 2000 6 Internet Draft draft-ietf-pkix-scvp-03.txt June 12, 2000
Simple Certificate Validation Protocol
PKCS Public-Key Cryptography Standard
PKCS PKI RSA Security
ASN.
2- 21 PKCS
PKCS #1  RSA Encryption Standard RSA
RFC2437
PKCS #3  Diffie-Hellman Key-Agreement DH
Standard
PKCS #5  |Password-Based Cryptography
Standard RFC2898
PKCS #6  Extended-Certificate Syntax
Standard
PKCS #7  Cryptographic Message Syntax
Standard CRL S/MIME
RFC2315

PKCS #8  Private-Key Information Syntax
Standard

90



PKCS #9  Selected Object Classes and

Attribute Types

PKCS #10 |Certification Request Syntax

Standard

PKCS #11 Cryptographic Token Interface

Standard

PKCS #12 Personal Information Exchange
Syntax Standard
PKCS #13 Elliptic Curve Cryptography

Standard
PKCS #15 Cryptographic Token Information
Format Standard
PKCS #2, PKCS #4 PKCS #1

http://www.ipa.go.jp/security/pki/033.html

PKCS#1
RSA
)
)
)
® ASN.1
) RSAEP((n,e),m)
(n,e) RSA
m O<m<n-1
0<m<n-1
2002 6 14 Version 2.1

PKCS#3

Diffie-Hellman

PKCS #7, PKCS #10, PKCS #12
RFC2985

PKCS#14

PKCS#1
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RFC2986



1993 11 1 Version 1.4

PKCS#5

DES-CBC” ” MD5 with DES-CBC”

1993 11 1 Version 1.5
PKCS#6
(2) (3)
X.509 X.509
X.509 issuer
1993 11 1 Version 1.5

ExtendedCertificate ::= SEQUENCE {

extendedCertificateInfo ExtendedCertificatelnfo,

signatureAlgorithm SignatureAlgorithmldentifier,

signature Signature }

"MD2 with

issuer

SignatureAlgorithmlidentifier ::= Algorithmldentifier

Signature ::= BIT STRING
ExtendedCertificatelnfo ::= SEQUENCE {
version Version,
certificate Certificate,
attributes Attributes }

Version ::= INTEGER

Attributes ::= SET OF Attribute
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PKCS#7

S/MIME

CRL

1993 11 1 Version 1.5 Version 1.6
1997 5 13

SignedData ::= SEQUENCE {

version Version,

digestAlgorithms DigestAlgorithmldentifiers,
contentinfo Contentinfo,

certificates

[0] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL,
crls

[1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos }

DigestAlgorithmldentifiers ::=
SET OF DigestAlgorithmldentifier

Signerinfos ::= SET OF Signerinfo

PKCS#8

PKCS#5

1993 11 1 revised Version 1.2

PrivateKeylnfo ::= SEQUENCE {
version Version,

privateKeyAlgorithm PrivateKeyAlgorithmldentifier,
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privateKey PrivateKey,
attributes [0] IMPLICIT Attributes OPTIONAL }

Version ::= INTEGER

PrivateKeyAlgorithmldentifier ::= Algorithmldentifier

PrivateKey ::= OCTET STRING

Attributes ::= SET OF Attribute

EncryptedPrivateKeylnfo ::= SEQUENCE {

encryptionAlgorithm EncryptionAlgorithmidentifier,

encryptedData EncryptedData }

EncryptionAlgorithmldentifier ::= Algorithmldentifier

EncryptedData ::= OCTET STRING

PKCS#9

Object Class PKCS#7, #8, #12, #15

2000 2 25 V2.0 2003 1 31
(1993 V1.1 PKCS #6, PKCS #7, PKCS #8, PKCS #10

pkcsEntity OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN { PKCSEntityAttributeSet }
ID pkcs-9-oc-pkcsEntity

naturalPerson OBJECT-CLASS ::= {
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SUBCLASS OF
KIND

MAY CONTAIN
ID

PKCS#10

2000 5 26

{top }
auxiliary

{ NaturalPersonAttributeSet }

pkcs-9-oc-naturalPerson

Version 1.7

CertificationRequest ::= SEQUENCE {

certificationRequestinfo CertificationRequestinfo,

signatureAlgorithm Algorithmldentifier{{ SignatureAlgorithms }},

signature

BIT STRING

CertificationRequestinfo ::= SEQUENCE {
version INTEGER { v1(0) } (v1,...),

subject Name,

subjectPKInfo SubjectPublicKeyInfo{{ PKInfoAlgorithms }},

attributes [0] Attributes{{ CRIAttributes }}

PKCS#11
PC

PKCS#12

PKCS#7 PKCS#8
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PKCS12BagSet BAG-TYPE ::= {
keyBag |
pkcs8ShroudedKeyBag |
certBag |
criBag |
secretBag |
safeContentsBag,

... —— For future extensions

PKCS#15
IC
PKCS
PKI PKCS
IC PKCS#11,PKCS#15
- CARrRrn
PK CS#10 ANCeT
PKCSHL > PK CSH6
PKCSH5 < X.509
PKCSH8 =
A PKCSH7 N
PKCSH6 PKCSH7
X.509 PK CSH#6
X.509
PK CS#12
v v
- PK CSH1
< i
(o
> 2 ee
PK CS#1
2- 25 PKCS
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PKCS# PKCS#8

PKCS#5
PKCS#10
X.509 PKCS#6
CA X.509 PKCS#7
PKCS#6
PKCS#12 IC
PKCS#12

X.509 PKCS#7 PKCS#6

PKI

Government PKI (GPKI)
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Infrastructure)

) e-Japan
(2002 )

PKI

PKI

a
Challenge PKI 2002

55th-IETF

b  OASIS PKI Technical Committee

20
)
)
(T
2002 (
GPKI/LGPKI/

PKI Technical Committee”

11 12 19

) e-Japan

14 6 18 IT

12

Challenge PKI 2002
PKI

RFC

(GPKI Government Public Key

12 (2000 )

(T )
( 13 3 29 IT
) 14
12 102 )
10

“PKI Action Plan prepared and published by OASIS

Advancement of Structured Information Standards) PKI

PKI
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OASIS (Organization for the
PKI



2003 11 Ver0.4

) PKI

)

® PKI

)

)

® UTCTIME 2

® Generalized Time 4
ANS.1

ASN.1 Abstract Syntax Notation One

X.509 CRL PKCS#7 #10 #12 OCSP
1998 CCITT ITU-T "CCITT Recommendation X.208
Specification of Abstract Syntax Notation One,1988"
1997 ITU-T "ITU-T Recommendation X.680

(1997)" 1998 ISO/IEC “8824-1:1998,Information Technology — Abstract Syntax
Notation One (ASN.1): Specification of Basic Notation”

1998

Encoding Control Notation ECN XML XML Encoding Rule (XER)
ASN.1 IS 1S JIS
XML XML 1998
IS
XML ASN.1
XER WD ITU-T

ASN.1

99



ASN.1
ASN.1
BOOLEAN  (True) (False)
INTEGER
BITSTRING
OBJECT IDENTIFIER OID
ID X.509 X.509 policyQualifierlds

X.509 subjectAltName

{25297}
ID  shalwithRSAEncryption
{12840113549115}
SEQUNCE
SET
PrintableString
T61String ASCII 8 T.61
IA5String ASCII
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IC
IC
IC (STOC:Store on Card / Off-Card Matching )
IC (MOC:Match on Card / On-Card Matching
IC All on Card
IC
2- 26 IC
All on card )
4 Match on card V)
Store on card
) ! |
' I
J )
\ J
A
\. S
A

2- 26

ISO/IEC 7816-15 PKCS #15

ISO/IEC 7816-11

IC

ISO/IEC JTC1/ SC17

ISO
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ISO/IEC 7816-11 Java Card Biometirc API

IC



Cards and Personal identification
IC IC

Sub Committee

2004 SC17 9 WG
2- 22 WG
WG
WG1 PHYSICAL CHARACTERISTICS AND TEST METHODS
FOR IDENTIFICATION CARDS
WG3 MACHINE READABLE TRAVEL DOCUMENTS
WG4 INTEGRATED CIRCUIT CARDS WITH CONTACTS IC
WG5 REGISTRATION MANAGEMENT GROUP
WG7 FINANCIAL TRANSACTION CARDS THIS WORKING
GROUP HAS BEEN STOOD DOWN
WG8 CONTACTLESS INTEGRATED CIRCUIT(S) CARDS, IC
RELATED DEVICES AND INTERFACES
WG9 OPTICAL MEMORY CARDS AND DEVICES
WG10 MOTOR VEHICLE DRIVER LICENCE AND RELATED
DOCUMENTS
WG11 BIOMETRICS
http://www.sc17.com/
SC17/WG1
ID ISO/IEC 10373 Part 1
, Part 2 ISO/IEC 7810

ISO/IEC 7811 Part 1, 2,6, 7

SC17/WG3

Machine Readable Travel Document)
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ISO/IEC 15457 Part 1, 2, 3




ISO/IEC 7501

SC17/WG4
IC 2004 2 GSC-IS
Government Smart Card - Interoperability Specification (GSC-IS) ISO
ISO ISO/IEC 7816 part 1- 12 ISO/IEC 7816 part 15 ISO/IEC 10373 part
3 IC ISO/IEC 20060
SC17/WG5
(Registration Management Group) ISO/IEC
7812 ISO/IEC 7816-5
2- 231S0O 7812
(Stage date)
Part 1 Identification cards -- Identification of 2003-10-14
issuers -- Part 1: Numbering system
Part 2 Identification cards -- Identification of 2003-10-14
issuers -- Part 2: Application and
registration procedures

SC17/WG
ISO/IEC 7813 ISO ISO/IEC 7813
SC17/WG8
IC ISO
IC ISO
2- 24 WG8 IC
ISO/IEC
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Proximity PICC 14443 WG8/TF2 10 cm

Vicinity VICC 15693 WG8/TF3 70 cm
IC Close-coupled 2mm TF1
1995 ISO/IEC 10536-4 CD
SC17/WG9
OMC OMC
OoMC

ISO/IEC 11693
ISO/IEC 11694

SC17/WG10
ISO/IEC 18013-1
ISO/IEC 18013-2 ISO/IEC 18013-3
2- 2515018013

Part 1 | Model Data Element Set CD | 2002-10-18
Part 2 | Data Element Mapping of Technologies AWI | 2003-03-01
Part 3 | Biometrics and Encryption AWI | 2003-03-01

SC17/WG11

SC 37
ISO/IEC 19771 WG11 WG3 2004 4 1
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WG11

ISO/IEC 7816

15

2 - 26 ISO/IEC 7816

Part 1

Physical characteristics

Part 2 Dimensions and location of the contacts

Part 3 Electronic signals and transmission protocols

Part 4 Interindustry commands for interchange

Part 5 Numbering system and registration procedure for
application identifiers.

Part 6 Interindustry data elements

Part 7 Interindustry commands for Structured Card (SCQL)
Query Language (SCQL)

Part 8 Security related interindustry commands

Part 9 Additional interindustry commands and security
attributes

Part 10 Electronic signals and answer to reset for
synchronous cards

*Part 11 | Personal verification through biometric methods

*Part 12 | USB electrical interface and operating USB
procedures

*Part 13 | Registration of integrated circuit manufacturers | IC

Part 15 Cryptographic information application

part 14 *

ISO 7816 2

2- 27 1SO7816
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ISO7816-1, ISO7816-2, 1SO7816-3, I1ISO7816-10, ISO7816-12

1ISO7816-4, 1SO7816-5, 1ISO7816-6, 1ISO7816-7, ISO7816-8, ISO7816-9,
1ISO7816-11, 1SO7816-13, 1SO7816-15

ISO/IEC 7816-1

2004 2

ISO/IEC 7816-2

2004 2

ISO/IEC 7816-3

2004 2
CD

ISO/IEC 7816-3

T=0

T=1

IC IC
C
1998 2003
IC
1999
1997 2002 2003 4 1
2003 8 5
IC IC
T= T=1

half-duplex transmission of asynchronous characters
1

half-duplex transmission of blocks
106




2- 28 T=1

byte
byte
byte
APDU 0 254 byte
EDC 1 2 byte
ISO/IEC 7816-4
IC
7816-4
°
°
°
°
°
°
°
2004 2 1995 1997
9 30 FCD SC17/WG 2004 1 30
FCD ISO/IEC 7816-4
1995
IC 2- 27 IC
27 1C MF DF
MF DF
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ISO/IEC

2003

ISO/IEC 7816-8

EF



MF

9

o

:

DF

2- 27 IC

2- 29 2- 27 IC

MF Master File
DF Dedicate File MF
EF Elementary File

PC IC APDU application
protocol data unit APDU APDU IC
APDU APDU APDU APDU
2- 30 APDU 2- 31 APDU APDU
Lc Le
APDU
APDU
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2- 30 APDU

CLA 1 byte

INS 1 byte

P1 P2 1 byte

Lc Lc 0, 1, 3byte
Data
Le Le 3byte
2- 31 APDU
Data
( Le)
SW1 Sw2 2 byte APDU
ISO 7816-4 IC ISO/IEC 7816-4
2- 32 ISO/IEC 7816-4
2- 32 ISO/IEC 7816-4
READ BINARY EF
WRITE BINARY EF
3

UPDATE BINARY EF
ERASE BINARY EF
READ RECODE
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WRITE RECODE

UPDATE RECODE

APPLEND RECODE

ERASE RECODE

GET DATA

PUT DATA

SELECT FILE

VERIFY ( )

INTERNAL Entity
AUTHENTICATE

EXTERNAL GET CHALLENGE Entity
AUTHENTICATE GET CHALLENGE

GET CHALLENGE Entity

MANAGE CHANNEL Open Close

GET RESPONSE APDU

ENVELOPE APDU BER-TLV

ISO/IEC 7816-5

2004 2 1994 1995 2008 1 17
FCD 2008 5 22
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ISO/IEC 7816-6

Biometric information template biometric

data template ISO 7816-11
2004 2 1996 1998 2000
2003 1 17 FCD 2003 5 22

ISO/IEC 7816-7

IC IC Structured Card Query
Language SCQL

2004 2 1999 3 11 SCQL ESCQL

ISO/IEC 7816-8

IC

[ ]

[ ]

L] /

[ ]

[ ]

[ ]

[ ]
2004 2 1999 2003 01 17 FCD

2008 5 22

ISO/IEC 7816 -8 ISO/IEC 7816 -4

ISO/IEC 7816 -8
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2 -

33 ISO/IEC 7816 -8

MANAGE SECURITY
ENVIRONMENT

PREFORM SECURITY
OPERATION

CHECKSUM
CHECKSUM

Hash

CHANGE REFERENCE DATA

PIN

ENABLE VERIFICATION
REQUIREMENT

DISABLE VERIFICATION
REQUIREMENT

RESET RETRY COUNTER

GENERATE PUBLIC KEY PAIR

ENVIRONMENT

MANAGE SECURITY

MUTUAL AUTHENTICATE

INTERNAL AUTHENTICATE
AUTHENTICATE

EXTERNAL
ISO/IEC 9798 -2,

3
ISO/IEC 7816-9
2004 2 2000 2003 01 17 FCD
2003 05 22
ISO/IEC 7816-10
IC ATR IC
ISO 7816 -3
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2004 2 1999 11

ISO/IEC 7816-11

Match on Card
2003 9 3 FDIS

1ISO7816-11

VERFIY

ISO7816-11

Biometric Information

Biometric Information

ISO/IEC 7816-4

2 Biometric Infomation

Biometric data

2004 2 18

VERFIY
GET CHALLENGE

Biometric data 2

Biometric Information

ISO7816-11 CBEFF
Biometric Information
2 - 34 Biometric Information
F60 BIT

80 1

83 1

A0 ISO7816-11 Biometric
Information

06 ISO 7816-4 Al

41 ISO 7816-4

42 ISO 7816-4
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4F (1SO7816-5 )
Al Biometric Information A0
CBEFF DO
2 - 34 Biometric Information ' Al'  7816-11
CBEFF ) Biometric
Information Biometric Information Group
2 - 35 Biometric Information Group
7F61 BIT
B1 1 BIT1
B2 2 BIT2
B3 3 BIT3

Biometric Data

Biometric data
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2 - 36 Biometric data

5F2E Biometric data

TF2E Biometric data template
5F2E Biometric data 1
81/ Al
82/ A2

ISO/IEC 7816-12

IC USB

2003 12 16 ISO/IEC CD 7816-12 2004 2 2004
16

ISO/IEC 7816-13

IC ISO/IEC 7816-6/AMD1
IOCI

2002 1 21 ISO/IEC CD 7816-13 2004 2 CD

ISO/IEC 7816-15

ISO 7816 -15 PKCS#15 v1.1

PKCS #15
[ ]
® PKCS #15 IC
e |IC

2006 1 6 JIS

115



PKCS#15

cryptographic information

ISO/IEC 7816-15

IC

ISO/IEC 14443

°
°
°
® |SO7816
°
°
ISO/IEC 14443
IC 13.56MHz 10cm
SC17/WG8 AB 2
A IC B
2 - 37 ISO/IEC 14443
2 - 37 ISO/IEC 14443
Part 1 Physical characteristics
Part 2 Radio frequency power and signal
interface
Part 3 Initialization and anticollision
Part 4 Transmission protocol
ISO/IEC 14443-1
IC ISO/IEC 7810 ID-1
X
2004 2 2003 10 13
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ISO/IEC 14443-2

2004 2 2001 6
14443-2:2001/AWI Amd 1 2002
28

ISO/IEC 14443-3

IC

e |IC polling
°

° ATR

°

°

® IC

2004 4 2000 2 1

Amd1 2003 7 29

ISO/IEC 14443-4

2004 4 2001 01 18
Amd1 2002 10 4

JIS

28
10

JIS Japanense Industrial Standards

38 IC JIS

4

ISO/IEC

ISO/IEC 14443-2:2001/CD Amd2 2003 7

ISO/IEC 14443-3:2001/CD

ISO/IEC 14443-4:2001/AWI



2- 38 IC JIS
JIS ISO/IEC
JISX6300-8 IC ISO/IEC 7816-8:1999
JISX6300-9 IC ISO/IEC 7816-9:2000
JISX6303 IC ISO/IEC 7816-1:1998
ISO/IEC 7816-2:1999
JISX6304 IC ISO/IEC 7816-3:1997
JISX6305-3 IC ISO/IEC 10373-3:2001
JISX6305-6 6 IC ISO/IEC 10373-6:2001
JISX6305-7 7 IC ISO/IEC 10373-7:2001
JISX6306 IC ISO/IEC 7816-4:1994
JISX6307 IC ISO/IEC 7816-6:1996
JISX6308 IC 5 ISO/IEC 7816-5:1994
JISX6321-1 — ISO/IEC 10536-1:2000
JISX6321-2 IC 2 ISO/IEC 10536-2:1995
JISX6321-3 IC 3 ISO/IEC 10536-3:1996
JISX6322-1 IC 1 ISO/IEC 14443-1:2000
JISX6322-2 IC 2 ISO/IEC 14443-2:2001
JISX6322-3 IC 3 ISO/IEC 14443-3:2001
JISX6322-4 IC ISO/IEC 14443-1:2001
JISX6323-1 IC 1 ISO/IEC 15693-1:2000
JISX6323-2 IC 2 ISO/IEC 15693-1:2000
JISX6323-3 IC 3 ISO/IEC 15693-1:2001
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JICSAP

IC JICSAP : Japan Ic Card System APplication council IC
ISO 7816 ISO 14443
1997 9 1.0 1998 7 1.1 13 7 31 JICSAP
V2.0 2004 2 V2.0 V2.0 JIS
JICSAP V1.1 IC
IC 1
V1.1 JICSAP V2.0 IC IC
IC V2.0 ISO 2 -
39JICSAP

2 - 39 JICSAP

ISO

1 IC IC ISO/IEC 7816-1,2,3,4

2 IC IC ISO/IEC 14443
ISO/IEC 10373-6

3 IC ISO/IEC 7816-4,8,9
ISO/IEC 9796-2
ISO/IEC 9798-2,3
SO 9992-2
ISO/IEC 9979

4 IC IEC 61000-4-2
ISO/IEC 7810
ISO/IEC 7816-2
ISO/IEC 10373
ISO/IEC 10373-6
ISO/IEC 14443-1,2
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PKCS #11

RSA Security Cryptoki
API
1995 4 28 V1.0 2001 11 V2.11 2004 2
V2.11 C
API
may V2.20
Cryptoki API
PKCS#11 any kind of device

multi applications accessing multi devices

Application 1 Application k
Other Security Lavers Other Security Lavers
Cryptoki Cryptoki

O

Device Contention/Synchronization

— -

Slot 1 Slotn
Token 1 Token n
(Device 1) {Device n)

2 - 28 PKCS#11

PKCS #11 v2.11: Cryptographic Token Interface Standard

Cryptoki 13
2 - 40 Cryptoki
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2- 40 Cryptoki

general-purpose functions Cryptoki 4
slot and token management 9
functions

session management functions 8
object management functions 9
encryption functions 4
decryption functions 4
message digesting functions 5
signing and MACing functions MAC 6
functions for verifying signatures MAC 6
and MACs

dual-purpose cryptographic 4
functions

key management functions 5
random number generation 2
functions

parallel function management V2.11 2
functions

68 callback
CryptoAPI
Microsoft API
API
2004 2 2.0 CryptoAPI 1.0

CryptoAPI 2.0
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CryptoAPI 2.0 2 - 29 CryptoAPI 2.0 CryptoAPI 2.0
2- 41 CryptoAPI 2.0

CryptoAPI
Architecture
1
Certificate Functions 1 Message Functions

Application

CryptoAPl Interface = =|= = = = = = =4 R

b — — =
1

Cerificate Store Simplified Message
Funitions Funitions

L k 3
r

r
Cedificate Encode/Decode Low Level Message

Functions Functions
]L
i ’ i L
Cryptagraphic Functions
Microsoft RSA Base Smart Card Tamper Resistant
Provider Service Provider Senice Provider
CEP #1 CSP #2 CSP #3
Key Datahase Key Database Key Datahase

2- 29 CryptoAPI 2.0

MSDN Microsoft Visual Studio 6.0

2- 41 CryptoAPI 2.0

Certificate Store Functions

Simplified Message Functions

Certificate Encode/Decode X.509 ASN.1
Functions

Low-Level Message Functions PKCS#7

Cryptographic Functions

2- 41 CryptoAPI 2.0 CryptoAPI 2.0 5
2- 29 CryptoAPI 2.0
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Cryptographic Functions Certificate Store Functions

Simplified Message Functions

PC/SC
PC/SC Personal Computer Smart Card IC IC
PC
1996 5 Bull CP8 Gemplus Hewlett-Packard Microsoft
Schlumberger Siemens Nixdorf PC/SC
2004 2 1997 12 V1.0 V2.0
IC IC Windows
PC/SC
°
°
® PC
PC/SC
2- 42 PC/SC
Apple Gemplus Infineon Ingenico
Microsoft Philips Semiconductors Schlumberger
ActivCard Alcor Micro Cherry GmbH
Kobil Systems LOGICO Smartcard O2Micro, Inc. Omnikey AG
GmbH Solutions
Orga SCM Microsystems Securealink Sesam- Vitale
Kartensysteme
Siemens Lite-On Soliton Systems | Standard
Peripherals/Silitek Microsystems Corp.
PC/SC 2 - 30 PC/SC
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PC/SC IC Resource Manager

Service Provider Crypto Service Provider IC
Resource Manager IC Resource Manager IC
IC APDU IC
PC/SC 2- 43 PC/SC PC/SC IC
IC
2 - 30 PC/sC

Crypto Service
Provider

ICC Service
Provider

ICC Resource
Manager

IFD IFD IFD
Handler Handler Handler

CampYars

2- 30 PC/SC

PC/SC Partl "Introduction and Architecture Overview"
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ICC IC IC Card

IFD Interface Device

IFD Handler

ICC Resource
Manager IC APDU

ICC Service IC

Provider

Crypto Service
Provider

Applications IC

2- 43 PC/SC
part

Part 1 Introduction and Architecture Overview
Part 2 Interface Requirements for Compatible I1C IC

Cards and Readers

ISO/IEC 7816 -1, 2, 3

Part 3 Requirements for PC-Connected Interface | PC

Devices
Part 4 IFD Design Considerations and Reference

Design Information
Part 5 ICC Resource Manager Definition I/F
Part 6 ICC Service Provider Interface Definition IC
Part 7 | Application Domain/Developer Design IC

Considerations
Part 8 Recommendations for ICC Security and IC

Privacy Devices
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Open Card Framework

IC
2004 2 Version 1.2
Java IC
Java IC
Open Card Framework PC/SC
OCF 2 - 44 Open Card Framework
2 - 44 Open Card Framework
3-G American Express Travel Bull
International Related Services
First Access Gemplus Giesecke & Devrient
IBM TOWITOKO
Schlumberger Siemens Sun Microsystems
UbiQ Inc. Visa International XAC Automation
PC/SC
Open Card Framework PC/SC IC
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Figure 6: PC/SC and OpenCard have a different scope and overlap only where Java is used on Windows

2- 31 PC/SC Open Card Framework

OpenCard and PC/SC - Two New Industry Initiatives for Smart Cards

Open Card Framework

31 PC/SC  Open Card Framework
PC/SC

2 -

Windows

Government Smart Card - Interoperability Specification (GSC-IS)

NIST

Version2.1 2003 7 16

2000 8 Version 1.0

Version 2.1 SC17 WG ISO
GSC-IS IC IC
ISO/IEC 7816
IC API
IC
GSC-IS
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GSC-IS

VCEI

XSI

~

PC

2 - 32 GSC-Is

APDU

2 - 32 GSC-IS
APDU
IC

GSC-IS
BSI XSI
GSC-IS

~
Basic Services Interface (BSI) Extended Service Interface(s) (XSI)
>. Host
_ N
Card Reader Driver
A
Card _ __ Smart Card
Reader
GSC-1S Compliant Smart Card
— Smart Card

2- 32 GSC-IS

Government Smart Card Interoperability Specification Version 2.1

BSI

129
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IC Utility Provider Module Generic
Container Provider Module Cryptographic Provider Module
XSI BSI BSI XSl SPM  API
VCEI IC APDU
SPS SPM
SPM
CCcC Card Capabilities Container VCEI APDU
Smart Card native APDU GSC-IS CCcC
shall
GSC-IS
Biometrics — X.509 Certificate File / Buffer EFG000 Always Read
Data Element (TLV) | Tag | Max. Bytes
Template 60 Variable 512
Certificate 61 Variable 1500
Error Detection Code FE LRC 1
2- 33 GSC-IS

Government Smart Card Interoperability Specification Version 2.1

GSC-IS v2.1
GSC-IS Ad Hoc
Group on Biometric Interoperability in Support of the Government Smartcard Framework (AHGBISGF)
BioAPI Java Card Biometric API

JavaCard Biometric API

IC
GSC-1S IC
GSC-IS BioAPI Java Card Biometric API IC
2- 34GSC-IS
enrollment
XSI Bio verification BSI BioAPI
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GSC-IS

/ On-Card Matching)

BSI XSI Bio Vender B SP for MOC(Match on Card
/ On-Card Matching) Smart Card BroviderBSP Vender BSP for MOC(Match on Card

Smart Card Brovider BSP  IC

Host Application

Card Middleware

BSI Werification XSl Bio Enrollment

BicAPI
Smart Card
Provider BSP Vendor BSP for MOC
Applet Command Interface _/ \_
L

BioAPI SPI

Verify Refad| Pre-
h

Mat Mafeh Data Capture
¢ v V \7 ™

Biometric

Acquisition
Bio -] _JCF 22 Device
Other Manager API
Applets g
Applet MOC Library

Card Applet Framework

L -
Smart Card
BionP Wi Bometic e
2- 34 GSC-IS

Smart Card Biometric Interoperability Study Report

XSl Bio GSC-IS XSl

MOC(Match on Java Card
Card /7 On-Card

Matching) Library

Smart Card IC BSP
Brovider BSP IC
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Bio Manager

Applet

Java Card

Vender BSP for

MOC(Match on

Card /7 On-Card
Matching)

BioAPI Framwork

BSP
MOC(Match on Card / On-Card Matching)
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Java Card

IC Java
)

® Java

)

1996 10 26
Version 2.2.1
Java Card

Java Card API

2 - 35 Java Card

Applet

SUN Java Card

2004 2 2003 11

Applet Applet

2- 35 Java Card

http://www.javaworld.com/javaworld/jw-03-1998/jw-03-javadev-p2.html

Applet Java Card
Javacard Java Card API Applet
Framework
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Javacard VM

Java Card

API

Java Card Java Card Applet  Javacard VM
IC
Card
MULTOS
MULTOS IC oS
MULTOS
MAQOSCO
1997 5 MAOSCO MULTOS
MULTOS IC oS MULTOS
°
CPU 0S
°
IC
° ITSEC L6
MULTOS CA
MAQOSCO
2 - 46 MAOSCO
Axalto Discover Financial Services

Giesecke & Devrient

Infineon Technologies

SyntiQ International

Keycorp MasterCard International

Oberthur Card Systems
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Windows for Smart Cards

Microsoft FAT
GUI Windows Visual Basic Visual C++

Windows for Smart Cards

[ ]

[ ]

[ ]

® |SO 7816-4
1998 10

Global Platform

Global Platform

1999 10 Visa International Visa International
IC VISA Open Platform
Global Platform (O]
Global Platform
3
2004 2 GlobalPlatform Card Specification v2.1.1 2003 3 GlobalPlatform Card

Security Requirements Specification v1.0 2003 5
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