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Assurance Class Family EAL1 | EAL2 | EAL3 EAL4
Configuration ACM_AUT L
Management ACM_CAP 1 2 3 4

ACM_SCP 1 2
Delivery and ADO _DEL 1 1 2
Operation ADO_IGS 1 1 1 1
ADV_FSP 1 1 1 2
ADV_HLD 1[*] 12[*] 2 [*]
ADV_IMP 1
Development ADV_INT
ADV_LLD 1
ADV_RCR 1 1 1 1
ADV_SPM 1
Guidance AGD_ADM 1[*] 1[*] 1[*] 1 [*]
Documents AGD USR 1[*] 1[*] 1[*] 1[*]
ALC DVS 1 1
. ALC_FLR
Life Cycle Support ALC_LCD 1
ALC_TAT 1
ATE_COV 1 2 2
Tests ATE_DPT 1 1
ATE_FUN 1 [*] 1 [*] 1 [*]
ATE_IND 1[*] 2[*1  12[*] 2 [*]
AVA_CCA
Vulnerability AVA MSU 1[*] 2 [*]
/Assessment AVA_SOF 1[+1[*] L [*] 1[*] 1 [*]
AVA VLA 1 [*] 1[*] 2 [*]
BEM Table 1: Evaluation Assurance Level Summary
ADV
ADV ADV_HLD
EAL
BioAPI CBEFF X9.84



3-4 ADV_HDL

Applicable |[Evaluator Work Unit Comments
EAL(s) Action ADV_ [ADV_
2,3,4 HLD.1.1E, HLD.1-1, HLD.2-1  |No additional comments.

HLD.2.1E HLD.1-2, HLD.2-2 No additional comments.
HLD.1-3, HLD.2-3 No additional comments.
HLD.1-4, HLD.2-4 No additional comments.
HLD.1-5, HLD.2-5 No additional comments.
HLD.1-6, HLD.2-6 No additional comments.
HLD.1-7, HLD.2-7 No additional comments.
HLD.1-8, HLD.2-8 No additional comments.

3,4 HLD.2.1E HLD. 2-9 BioAPI
CBEFF
HLD.2-10 No additional comments.
2,3, 4 HLD.1.2E, HLD.1-9, HLD.2-11 BioAPI
HLD.2.2E CBEFFE

HLD.1-10, HLD.2-12 |No additional comments.
BEM Table 2: High Level design (ADV_HLD)

AGD
AGD AGD
a Biometric Privacy
biometric data
Annex C, section C.8.
b Environmental Influences

environmental testing 3.2.2

c Setting of Thresholds



3-5 AGC_ADM
Applicable [Evaluator 'Work Unit  |Comments
EAL(S) Action AGD_ [[AGD_
1,2,3,4 |ADM.1.1E ADM.1-1  |No additional comments.
IADM.1-2
IADM.1-3
IADM.1-4
IADM.1-5
ADM.1-6  |No additional comments.
ADM.1-7  |No additional comments.
ADM.1-8  |No additional comments.
BEM Table 3: Administrator Guidance (AGD_ADM)
3-6 AGD_USR
Applicable [Evaluator 'Work Unit  |Comments
EAL(S) Action AGD_ [AGD_
1,2,3,4 |USR.L.1E USR.1-1 No additional comments.
USR.1-2 No additional comments.
USR.1-3 No additional comments.
USR.1-4
USR.1-5 No additional comments.
USR.1-6 No additional comments.

BEM Table 4: User Guidance (AGD_USR)

ATE
TSF Target of Evaluation Security Function
ATE

capture device
environmental condition
security mechanism
performance testing

FMR FNMR FAR FRR



" Best Practices in Testing and

Reporting Performance of Biometric Devices,” 20
ATE_FUN ATE_IND
3-7 ATE_FUN

Applicable [Evaluator 'Work Unit  |Comments

EAL(S) Action ATE  |ATE

2,3, 4 FUN.1.1E FUN.1-1 No additional comments.
FUN.1-2 FAR FRR
FUN.1-3 No additional comments.
FUN.1-4
FUN.1-5 No additional comments.
FUN.1-6 No additional comments.
FUN.1-7 No additional comments.
FUN.1-8 No additional comments.
FUN.1-9 No additional comments.
FUN.1-10 ““Best Practice””
FUN.1-11  |No additional comments.
FUN.1-12 |No additional comments.

BEM Table 5: Functional Tests (ATE_FUN)



3-8 ATE_IND

Applicable [Evaluator Work Unit Comments
EAL(s) Action ATE_ |ATE
1,2,3,4 |IND.1.1E, IND.1-1, IND.2-1
IND.2.1E
IND.1-2, IND.2-2
2,3, 4 IND.2.1E IND.2-3 No additional comments.
1,2,3,4 |IND.1.2E, IND.1-3,IND.2-4 |FAR FRR
IND.2.2E
IND.1-4, IND.2-5 |No additional comments.
IND.1-5, IND.2-6  |No additional comments.
IND.1-6, IND.2-7 |No additional comments.
IND.1-7, IND.2-8 |No additional comments.
2,3, 4 IND.2.3E IND.2-9 No additional comments.
IND.2-10 No additional comments.
1,2,3,4 |IND.1.2E, IND.1-8, IND.2-11 |No additional comments.
IND.2.3E
BEM Table 6: Independent Testing (ATE_IND)
AVA
AVA MSU

AVA_MSU.1-1, 2-1

AVA_MSU.1-4, 2-4
IT
AVA_MSU.2-10

AVA_SOF TOE

FAR

AVA_SOF1 TOE EAL
AVA_SOF.1-4 SOF
[20] SOF
AVA_SOF.1-5 SOF
CEM Annex B.8 [31] BEMS3.3
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ST SOF
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