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EU

PERSONAL INFORMATION PROTECTION ACT AND RELATED TRENDS IN JAPAN
SC37WG6 Japan Domestic Subcommittee

1. PERSONAL INFORMATION PROTECTION ACT IN JAPAN
1.1. History of Establishment of Related Acts and Schedule of Enforcement of Personal Information
Protection Act

(1) The OECD adopted the "OECD Guidelines on the Protection of Privacy and Transborder Flows
of Personal Data" as international guidelines relating to the protection of personal information
in 1980. In Japan as well, upon influence of these guidelines, the need for regulations for
protection of personal information became stressed. Due however to the particularly high weight
of the volume of the data handled by the public sector, efforts focused on the establishment
of a legal system directed at the public sector. As a result, in 1988, the "Act for Protection
of Computer Processed Personal Information Held by Administrative Organs" was established. As
opposed to this, no legal system regulating the private sector was established. Basically, the
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private sector was allowed to continue to regulate itself.
Subsequently, however, due mainly to the following four reasons, the need for establishment
of Acts for the protection of personal information in the private sector as well became recognized:

- Efforts to deal with the 1980 OECD guidelines

- The need for dealing with the 1995 EU Personal Data Protection Directive (Directive 95/46/EC
of the European Parliament and of the Council of 24 October 1995 on the Protection of
Individuals with regard to the Processing of Personal Data and on the Free Movement of Such
Data". That is, Article 25 of that Directive limits the transfer of personal data from member
states to third countries to cases where those third countries offer an adequate level of
protection. Japan consequently also had to deal with this.

- The increased frequency of incidents of massive leakage of personal information due to the
growth of the information society

- The danger of the leakage of personal information due to the introduction of the new "basic
residential registers network system”. Due to these and other reasons, the need for
establishment of laws for the protection of personal information in the private sector as
well became recognized.

(2) With this recognized, in May 2003, five Acts relating to the protection of personal
information were established. There were the following five Acts:

[1] "Act for the Protection of Personal Information” (Personal Information Protection Act)

[2] "Act for the Protection of Personal Information Held by Administrative Organs"
(Administrative Organ Personal Information Protection Act)

[3] "Act for the Protection of Personal Information Held by Independent Administrative
Institutions" (Independent Administrative Institution Personal Information Protection Act)

[4] "Act Establishing Information Disclosure and Personal Information Protection Council™
(Establishment Act)

[5] “Act Relating to the Improvement of Related Acts along with Enforcement of Act for the
Protection of Personal Information Held by Administrative Organs™ (Improvement Law)

Among these, the [1] Personal Information Protection Act is comprised of a basic law section
setting down the basic principle and general law section relating to the private sector.

That is, in the basic law section, basic principle, matters forming the basis of measures
relating to the protection of personal information by the government, and the duties of the central
and local governments are set down.

In the general law section relating to the private sector, the duties of entities handling
personal information are set down. That is, this law defines entities handling personal
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information as "party providing personal information databases etc. for business use" (Article
2, Paragraph 3) and requires that these entities handling personal information assume the
following obligations according to the type of information handled:

- Purpose specification (Article 15)

- Use limitation by specified purpose (Article 16)

- Proper Collection (Article 17)

- Purpose notice at the time of collection (Article 18)

- Security control measures (Article 20)

- Supervision to employees (Article 21) and supervision to contractors (Article 22)
- Limitation of offering third parties (Article 23)

- Disclosure of items of possession personal data (Article 24)

- Disclosure (Article 25), correction (Article 26), and suspension of use (Article 27)
- Explanation of reasons (Article 28)

- Procedures for responding to requests for disclosure (Article 29)

(3) The schedule for enforcement of the five Acts relating to the protection of personal
information is as follows.

The basic law section of the Personal Information Protection Act is being immediately enforced,
but the parts corresponding to the general law relating to the private sector will be enforced
from the date specified by Cabinet Order within a range not more than two years from the date
of promulgation (date specified: April 1, 2005). Normally, the dates of enforcement of a single
legal code do not differ by section, but in this law, there is the interesting feature of the
division of enforcement dates, that is, the immediate enforcement for the basic law section
setting down the basic principle etc. and after two years for the general law section relating
to the private sector setting down duties of entities handling personal information.

The other related laws are also supposed to be enforced from April 1, 2005.

1.2_ Comparison of Japanese Laws and Western Laws

(1) At the present time, almost all industrialized countries are establishing laws for
protection of personal information, but the legal systems differ greatly by country reflecting
the differences in history, culture, national systems, etc.

In the European countries, generally legal systems regulating both the public sector and private
sector by single law are being adopted. Further, in most cases third party like supervisory
authority is being established and advance notification to the supervisory authority is being
mandated for processing of personal information. Generally speaking, the European countries can
be said to be establishing considerably tough regulations regarding the protection of personal
information.

As opposed to this, inthe U.S., a legal system very different from that of the European countries
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is being adopted. Privacy Act was established for the public sector in 1974. As opposed to this,
there is no comprehensive Act for the private sector. The private sector is basically allowed
to regulate itself. Individual Acts are merely being established for specific sectors.

(2) Compared with the legal systems of the Western countries, the Japanese legal system for
the protection of personal information has the following interesting features:

- Regulation of the public sector and private sector by different Acts and provision
differences in content of regulations.

- For the public sector, requirement that administrative organs notify the Ministry of Public
Management, Home Affairs, Posts and Telecommunications in advance of holdings of personal
information files and therefore an aspect of “Regulation before the Fact”, while for the
private sector, basic respect for voluntary approaches by entities handling personal
information and only later involvement of the competent minister, that is, “Regulation after
the Fact”.

That is, entities handling personal information have various obligations, but are not
required to make advance reports or notification like in the European countries. The framework
is adopted of regulation by the competent minister after the fact by collection of reports
and issuance of advice, recommendations, and orders whi le respecting the voluntary approaches
by entities.

In this way, Japan"s Personal Information Protection Act is close to the European model in
terms of also regulating the private sector comprehensively by Acts, but can be said to have
facets close to the American model in terms of respecting the autonomy of entities handling
personal information and establishing moderate regulation after the fact (see Personal
Information Protection Basic Legal System Study Group, Q¢4 Personal Information Protection Law,
p- 11 (in Japanese)).

1.3. Acquisition of Biometrics in Personal Information Protection Act

While five Acts relating to the protection of personal information were established in Japan
last year, these Acts do not include any provisions explicitly alluding to biometrics.

Whether biometrics corresponds to personal information under the Personal Information
Protection Act will in the end have to be debated in terms of interpretation of the Act, but
up to now there has been almost no debate regarding this point.

Article 2, Paragraph 1 of the Personal Information Protection Act defines personal information
as "information relating to living individuals enabling identification of specific individuals
by names, dates of birth, and other descriptions included in that information (including
information which can be easily referenced with other information and thereby enable
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identification of specific individuals)". The Administrative Organ Personal Information
Protection Act and the Independent Administrative Institution Personal Information Protection
Act also define it almost the same.

Working Document
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