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Figure 1a — Basic stages of a biometric search process
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CC v3.1R4

measure of the effort to be expended in attacking a TOE, expressed in terms
of an attacker's expertise, resources and motivation

CD30107-1 4.3.1

attribute of a biometric presentation attack expressing the effort expended in
the preparation and execution of the attack in terms of elapsed time, expertise,
knowledge about the capture device being attacked, window of opportunity
and equipment, graded as “no rating“, “minimal”, “basic”, "enhanced-basic,”
“moderate” or “high.

Biometrics Institute 2008

Attack Potential: The likelihood that an attacker is able to discover the
vulnerability and has the capability to exploit it.

Exploitation Potential: The likelihood that, for a given type of attack, a
vulnerability exists, and can be exploited to breach the system.
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BER#% ISO/NEC 24745 International Standard Information Technology — Security Techniques - 10

Biometric information protection, First edition, June 2011.
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Figure 2 — Components of general template protection system

ISO/IEC 24745:20111=&HE-AELEBRRIZESTNS
Pseudonymous identifier encoder (PIE) , Pseudonymous identifier recorder (PIR),
Auxiliary data (AD), Pseudonymous identifier (PI),

Pseudonymous identifier comparator (PIC) "
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