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QRS EFEm AR TR LR
K B SR FRR U DWW T, #BRE AR L — & —D ANJER I 2% —0 0 04 L%
T I —%RETHEHLEO TR —IIIOWNTHEEBDOTEEL LTIA D EDHE &L
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WERHY, BRICEZKR T, UTEBEETDI L Lot
D> FVAOF Y m— FiE, FHlif#gO PIcE e & O FHIf#S o2 EIET 5,

Fo, UFBHEIEFHEE o7z,

DR F=Zt =L EEE L SDK ICHY T 5B EZRHIAA TS b, ik BRIEE
=FBEBDEF o TV D b DAL D AR O ERIZ E 2 T 52, SDK Z it L 722~
A=) TENREITOVTERANPMLETH S,

@) X —+END DB A L7 EEREAM O EL D DWW T, fEN DB 245 Z &% L5 fif
W20, EIMYIAALTHRAERRITHEICORT 20, a8 O Tl F IOV T
TLOMEND D,

@) #—1tND DB & 3 535615, £ ORISR AREHMEIC b AN b W) Z &%,
BROOT =2 BRI RATHHELTEDL ) L) 225 % L TR TEIWIT RV EZ
ZETHVERD D,

WY 7 =T EEFTLHNENIEE, NA A AN 7 ZAOFRGED BRI 70 Tk % BT %
LWV ) DOPTERICBES LTV,

BEIZDOWTUIEEDOH IOV TEIERFNRY TRVWEWIRBUCH D, 5% E DD
TV D&, b9 —Fl, FEEHNTHD Z &,

@FFNRGRRELLE D 2 MR I DWW T

CC 7l » RBREDQO=ET > ADOHF L LT, 7203 F LTk 2805 & Fak & iR % 51
& LT R i oI W TR L 7=,

BEtORER, FIROL 0T F LHRICEHL T, RUF—DFIZEREZ LDV, EH0 ) K
ETHONBBLERD T, TOWRDAT v 7L LTED LI RWBIZ S5 bBBEENTE S 7
LMERODL LD D Z L Lot

Fio, BEEO T 24 71285720 3 F LOBBEOEY T NIZOWTIE, BIEIER % #HE L
TW5 PP CRHGT 2 2 & D3Rl S 47z,

WF 4 mRNEES
Rk 2742 H 20 H 14:00~17:00 JAISA | TR

OPP it R B OE % DS EHZ DN T

PP B RICOWTHE Lc, ZOH T, 40 PP I3MegstEd Al 045313 AVA_VAN.2 % Zi:K
T5 & LTERL TWD, SREFEEDHED 2 1F > 7ol CHER I BEE L T LEARLD b
KL o35G, BIED PP Cilfiz 32 Z LN TERLRDDT, ZOHEIT, WBIEN &
NZWEE LT PP Z2ED . ZRUZHESWT CC OFEfl, FRAEL TW EW O AIEEM b H D EH %
TWDHZ ENMH ST,
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Z OBOEEIEE AT, MRk L7z PP 4 BB ICHATT 5 = b L 7e o7,
fEpk L7z PP 1A% 2 1R,

OMEFIPEFHAM DOIRFHIRBL & 5% D HFEHZ DN T
Masa R O REHR DL & 4% DT EHI OV TG L, BENE LR T, SBROBET5 2 &
Liroi,

(D) TR aRE 2 b9 2 ) S C, AEmaEEDH 2 2 L Zai & LIeRBLUI 2> T
D0, AR R WG E T EDL O R TIERN L, ERARRAEREL DSOS
VDo TWRWEAICITEME ORISR LR VO TRV E RS, 72, Bkt \WH
ERRCER, HHENEN—FT D LIRS L L,

(2) WEOIIE, WEOFIE, T OROBERENEIZOWTEFEE TABELLELETHH LR
TEDHELEDIER P LE T 2, £ OMEM & TR, E7ME & OIF RISV T
HIHZ &,

(3) Wag5t:T A F DO FIEICE L T A& D HiEH 5 WITEEIC L » TUIERIS T D Z Lick -
T THEZALDORHAFREMNH Y . FOHESITITe Ry N T —LFRKTT A BT
RWGEERBDL LIS, TOXIBRLGELEOTT A NHIEIIOWTERT L L,

O BEFEMAR G o e VS % D 7 8HZ DN T

D7 —=FA LTy FECO N THRMEED D Z L,

QR H =N AR~ A RONEORIR L | FEEEOBEABRMARICZEDOIEEEENE I B> T
TS DITONWTABRERTHZ &,

(3)Y — /DB NN T, Il 2 RIS IRET 2 D0y, FEMZ =1 2 b3 5
DNIRE BHOBY PN ONTH AR T 5 Z &,

WY —NDOF Dt a—< A H—T A ATONTITRHMIFEBIIZ 72 5 JQA &l L C[HE®D
T ZENRRNWEEI DT, TOWEDFHFEIZONTHRIT D Z &,

(5)19795 |ZHEHLG D RIHE T, Moo A Y — L 2T 25410, ED X 9 ik
WBEIRDINTONT, Wads RGO ET &odE#E LT, I LY — L ORI KT 5 2 &2
VEEE S OT, ZOFHHIZOWTHET 52 &,
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4. EfENFHE

4.1 A BRRE R U5 eHRRE

AT, ISOMEC 19792 D ESRICIEDN T, KR - BEss et « 77 A S — &AL
72 A A N 7 28D CC (Common Criteria) i - 587EZ FIEEICT D Z L #HIE LTV 5,
ASETCOFEHZEET, BX =) T 4 EHFERFIHE T2 PP (Protection Profile) Z1Epkd 2 2
EERFETHEMT DL L Lz, $£72, ISO/MEC 19792 ([ZEAD W e A F A Y 7 28§o CC
A« FRRED T2 DIZIE, £ DO DFHEEM O S METH D, Lo T Mg EmaaTIE, A
A A A MY 7 AT HBEAF PP & RGN IS B U C STk R O HIRIC K 2 RE &2 FEhE L, <
DOWMERERAZZEZIT LT, PP AR K ORI BN HENL D S5 EF 2 AFR LTz,

4.1.1 WwENAEIMFAE

PPIZoWTIE, A % —xv b ETAFARER PP Zdi& L7z, sHliEdfric>WTid, & —
Z v b ECAFAEEZRSCENICN A, ISOMEC JTC 1/SC 27/WG 3 ~DF#E, FIZBEIZHR D20 3
F LBEBRAM ORI 5 CC 7l - FAEA Bt L T D R A OMRILA MR L CRIRE
HIFHRAF LT,

()PP i

R Z—D ST (Security Target, CC #Afli « FBREICHIT 58X 2 U T ¢ ik EHIARE) 1EK
R T 572D PP (Protection Profile) Z1ERT 572012, A > 34F, K[E 2 £, 2E 1
o PP K OPP ZOHELEM LTz, ZD5 5, EED PP EEKED PP 21X, AFNEY
PeaRE BUEAZ TRV, R YO 3L, FEATICRES N TN DA, ZAETO PP
LR e AEBRSEHINTWD, KEETIERT S PP Tk, CCX—h20EFx=2
T A BEREEF L OV CC /38— bk 3 DEF 2 U T A RAEE ST TIMER TE RV E B 2270, b
iC 6 1D PP OLiR = AR —R MERICRHTIERE Lz, ZORIZEWNTS, FA YD PP, §#iZ
FSDPP[24]DfEiE =2 R —3 v NEZRBK BB -T,

ARFEZETILISO/MNEC 19792 IZES W o A A A R U 7 2B EAT 0 CC FHAl - 7FE A FIREIC
5T ExHME LTSN, ISOMEC 19792 28 EiRT HMasatEatiion 5 b, ENBS A A A R
7 A EAA Th 2D AT A0 > 72D T, ISOMEC 19792 Z5HlIZ /3 LT, /31 A A b
U 7 28 E A OREFF R O N E RV AT,

FRLORAERERIT, FARSA A A MY 7 AL - Bk AR Y T A(SBRA2014) Thi U
F L1z, NERAEOMED LB THD,
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(2) KA Y OFRUCKT 5700 3 F ULRESRE DG A A & AT

aBE PERTAR O 72 3D DO REAMH AT O 72 012, 3Lk FSDEG[26] ) OEs I & % 4 2 920 L 7=,

FSDEGI[26]i21%, FSDPP[24IcFlik ST Dt x = U 7 ¢ BEREEE L O E X 2 U 7 ¢ {RAEE
Bzt pIEa AR —3r > MIMA T, X2 U7 A REEICT 2R v R—% v F O
FEAT 1R OB S FLIR STV 5, FSDEGI26]251%, KA Y OFEGEHERI TH % BSI & Gl
B2 IR SN TV ARISGENRZIRENTND, T ORISGENRED D54EW & A 7 K OMAIED
DK T B EAELZ T L, TNENDBEN L A TICONWT T —ROIEMEL - IE A L
T5H, ESINTWDHD, ZLL EOBEARIZRTERILAR 0,

ERERISCEICET A EREATTCE oo, ZORRTRERMAEE > Tz PP ORI &
O T Ak 26 4:(2014 42)11 AIZ RA Y OFHIHERI TUVIT Z5451 L. TUVIT Bdl# & O CC
REERE T D BSIRBAEE & WA E FEii L7z, Z OWRSMHIETHA T, (A1 Wid makffh o v
RSB OB L SR HAE A R T T,

Tl
ZH

(BBERINIT F31F 2 Kb BE AT Ko O MERTAR 12 63~ 2 B 0 AL A A

BRI I1T 2784 A A B U 7 ZHediv £ 72 1355 O Rl K& OBk D 7= o DLk T & 2 BEAT
(Biometrics Evaluation And Testing) (23 T, KR & OWEF MR 2 #EdE L T\ b~ K
U » FHEKS (Universidad Autonoma de Madrid) (L F UAM & 059, ) & O Idiap #7207
(Idiap research institute) (BAF Idiap &WEF, ) DA L 3 Emas L, BRIV IS 1T D A8 RN &
OWa g5 MR (2692 B D M2 2 Bl A L7z,

BEAT (2517 2/ RHMIL Idiap 2305 L7 BEAT 77 v b 7+ — L%+ LD & T,
FAR. FRR ¥ O*ROC #—7 13 & HICTHEEIIEE L BEATEY | FEFMTIX 3 D/L—/1X 30
DNL—WIEM L TELT, 77— A T v FELFHINDHEFEZ R LT 5,

WETa TR CldfeRmmi e 7 Ve —F 2 AL L2 L LTWD, ZHTEHOWEHRE I LT
BREOGED 2 NTT Z v 7 24T, PIERLRNR Lo T e s 2 8151 2 WEat a0 72 7 A
AT 9 b DT, RFEEOMIIVEFMIZIBNT, ED X5 2TFiEfmz kM 20 FRallfxr 4 204
ERbdLERD,

F7z, Idiap ® BEAT 77 v 74— AF7 7 /a Uiz EHAE L, &MY —1L T
bV, ¥ TFya2FZoiey T ) ARHROEM R OKEIZTE EN TV RV EDHIRTH 5,

N Y =T G AEHEETE T, AEBAE AT LO—FEDY I 21— a7 M TH
0. EEEORGOBERE & IXR R 2FMM 07D, CCFRAEIZIZIMN TV s DHIRTH 5,

THICH LTAREETE, FYx 7 FrEEZGALY T VAR ZE X TR Y WY —/L35E
BT REWREIC O MARINTEVWREL D LEXDICE ST,

(OFEE IS 245 FERTAR LS 69~ 2 B 0 LA
TRk 26 (2014 4£)12 H RIZHEE KISA TRETH O A MR, A5 RGO MREHR ol A 217
. HEEDBFR A D T D Web X—ZADFER Y A7 A& JEIR L C, R LRI b A L
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L DB EFE > T0D L OWBERT,

BGINA A A N U 7 ABIROIEAE AR I

Rk 27 (2015 4F)1 AT A AT TR Sz SC3T EBRSFRIC IS U, THESsrEaT) T
JERPAR ) %2 BT 2 AR ME LIRS B L CRRE S 5729, SC3T [EHERE#HD WG 2 & WG 5 (23 IL
7

NAF AN 7 ZAOREEFHEICES T 2 EEEH K ISO/TEC 29197 - Evaluation methodology for
environmental influence in biometric system performance ® FDIS FZENRIIR L7z, AHEE
X, A AN v 7O ) AN A S AR TH Y | MR OBRE S X 5%

DL PET 5 HEZONTRLELDTH D,

¥£1Z Annex A: Values for environmental parameters (Informative Annex) (Z1%, F#EL 72 %
PEREZJUE T D72 0 OIFEEERIEE & L CTAURICCL %], MUENx], H¥F[dBl. <UE[kPalDfED
HPHP RSN TND

ARHEZEIZIRB W THNLRHIRE RS & 2232 E T 58RI h . (MO hORERFZERT D
VBB | SR 27 FFEEIC IS 1T D HEHEEIC IV T ABUS OBREE SR DIREHEM OO L D127
LEZEZBND,

4.1.2 FHEtkrdHt

TS OFRARE R 2 A, PP ERKR OWasa kR0 7 #H 2Bk L7z, 26 O FEHERIZ S 72 -
TiE, EROASAL A A BY 7 ARG A =Bt X B2 — LT, ZOMREZEITLT,

(PP 1ERk

BT LEEOHMIZH S L 91, PP KO PP IIMBET 2 il FET, EEEERE T 5729

WAERT 2 2 L2 AE LTWD, Ko T, BT 2 PP I, HRETIERT 22 & & L. JR<IE
MEn2 L2512, " FA RNV 2ZB-GEOEX Y T 4 RH KA L RN & 2 — PG
R0 — IR IR 2 RE A 4RI T 2 A A A N Y 7 2R D PP Z2Ek 35 2 L & Jidt e L
Too = PRIALL 22— PR ONTNEZHRIZT D NITUITONTIE, XU —Ffh~DA ¥
Ea—fi R TRET D Z &I L,

ISOMEC 19792 237§ /3A A A b U 7 AR EA OFHEINE, =7 —3 (FED) - Mesatiat -
T TANR—ITONTIL, RN PP Z2{EpkT 5 2 & & L, BRI ER PP 23R L T, ST/E
f, CCRMMEFERECED L OICT DI & &L Lz, 72720, ¥k 27 4FEHIZ PP #Af - 383
DETHZAREET DD, EiE3 >R THEMICT REL DRV A —DEENH DL, BTk
FEDLPPEZEKT A LA THZ &L LTz,

Mg tEREmIZ 31T HARE T 2 W BEH OB RS, W5 ORIl R #iPH T 2 TOE (Target Of
Evaluation) ([Z2WTlL, N H—~ORRFERZBEC, RETDHZ LT L,
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(253 R T-AH
5.1.1 MpAAEhmA KO0 5.3.3 MEsstkatli FIEOMIE O Ra R E 2 T, Mgarkatho )5
Ftafra Lz,
i e EDORBRATE M Z IS, PP OED HDHBEEN AR E Lo, HWBTIELOBE DY >
M (L E) OREENT D, #ITH TOE 20— L T e/ & RITHE > TRIEY
PR L THBZRITT 0, ZOMITTHEFIELMBER Oy FBRRYTHL 5, G
O IPA bEZOT, WRENDOV—T 1 72 FE L, LRENPEATH L0 EMWRT 5, £
LT Rl GEZIRET D & & biT, ARAER EORPEHIELRET 5, ZORRZEM LT,
FERAERE D b OBLGE D CC R « FBREZ M-S 5, FRAIRDRIEY & Frf T 5 ZFR 1384 koL,
BETHLLEZALNDDT, THLDHEFEZMAHABDOE T, flix OREWEIERT D,
BIEDERR D T2 D DT — 2 NEIL, & OLIR+ 0 A7) ZHRL T, ZoEELMLH L TT
729, BWRITDEEM Z AT D5 AT, B 2 WTEgE» b 3 IRTEBA~EHES LY 7 b
U =7 OIEH b RETT 5,

4.2 PP BZK O PP ZFEEE
42.1 PPRE%

ISOMEC 19792 (2D e S A A b Y 7 ARG E A O PP BRI 2 7 - T, e & JQA (H

KBRS T L, BFRAMER L. HNOASL AR NY 7 ARG F—K4TITA V¥

—L., ZESTCTERERL T, RRIIKMINDE WO EEL 3EVIKL, PP RKELE L
Wiz, YER LT PPIZEBIT D30 A A U 7 A8 OBERIZ—PRIEIE T 255 & L, CCFEfD
5L 725 TOE (ICHOWTIEBE O BEROI@E /> & Lz, £lo, ASA A RX MY 7 28 &EEAD CC
FEAMG R B SR A & AR T D L fam L. PP R RILZ OfEFmICE SV ZNEIZ > TV b,
PP & ZR1%, M TOEM S HEFICAN T, HEETIERR LT,

INAFA NI 7 2K BDFNHEFRRIREE & CC/3— |k 2 TEFR SN 7=FIHEFERE (FIA_UAU (User
Authentication)) DOBEREE DRIZEHE N H H720, CC/3— k2D 27 7 A FIA G EFRFE) Z K
# L T FIA_BUA (Biometric User Authentication) Z & L7-, ¥ = U T ¢ FiFEM X, EAL2
I AL L, ALC_FLR.1 ZiBO%EM: & Lz,

CC 7l - FFEZ 52T 585D TOE 23, PP &R LY %< DR Z & L5 G Oxbit HiE4a id
WL 7o AR— FCERBIEMR LT,

4.2.2 PP FirRE

PP & 2213, ik 26 4£(2014)4F 12 H 19 H 2> S AP IR IE HARHF 2351l 2 Bl 45 L L Rk 27 4(2015
)2 H 12 BIZFHmA5E T L, fHEEH Uiz, AHEORRTiX, TPA (FFSLBEHEEMRE) DG
VEEHPTHY ., FRFEDOKTIZ4 H 20 HOFETH D,
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4.3 X2V T A HMETIEONR

ARETIZ, NAFA MY v 78RO CCRIEITHES S Bx 2 U T 4 7l 24T 5 ([ZH 72 v FEhid % 7F
Tk e LT, WIS L OWEss PR 2 B3 2 A 7ERE ROME 2777,

431 HBETMO-HOY —/VEAZ

K& E R OHEREIZ 8 7= > Tid, OKI Y 7 k7 = 72T ISO/IEC 19795 A% O #iN A4, fMilE
MIATLIEAAA A N w7 R OfedDTaTrvarra7y A VORBARHRHER L 217>
7o L TR —VOFRR AR L, 44K 4 BBk SN2 LB R TOFRITNA ., A
DEEBELTEMLTWVAENASF AN w7 RN H—6 & OEBIEFHEZ I D70 0 iR LB
AAMERET D2 LT, BE~DT 4 — KRy 7 2Nz TW o7z,

FEEERHE Y — /WIZ BT 2 4 O B et R a2 UL FIORT,

OEARFG#OUE

@

- AT TAT U TIZEIT HMAER (ATE_IND) OfEEZNFbT 52 L2 HRE Lok

R — 2B RE T D,

« K S O [E B ERE Td D ISOMEC 19795 I[CHEHL L 7= — L &3 5,
HEEDNRAFT AR w7« XX —PNEHTEAHLEY — N T 572D BioAPI & XN 5

NAFARNY T AOREREAL BT 2 — AT D,

T NAFADY  ZIEELASAF AN v 7 - TATY ZALOWGEFETE S, 7 U A5

EXRRET D,

c XA F A BFY v 7 FERL 111 B4 (Verification) Z%4 & L, FEFMBEE & LT, FTE (&

BARHER) . FRR (AANESER), FAR (AR T ANR) £FHIET 5, ROC 1 —71% CC R
RSBV TRE L Il SN D5E 1L, FEEERHE Y — /L OBKEED & I THIFR T 5.
U F ORRE

CFEEERHIY — AN FEITT O T —E2 T VA E W) FEETRILL, A F AN > 7 B

U (FTEFHIA) . A FA MY vy 7BET T VA (FRRFHEMN), 7 e A~y F T
U A (FAR RHfiH) ZA1ERT 2,

AT ALY I BERTFT VAL, ¥ TFY Y P IA BTN TP v a s aELE L

FTE X 3EIOBEE N T HF g 20E o0y N LTEHTA (BRI ooy
VA BETRTRILIEL, XA A A MY v 7 Bl E LCFTE 25857 5),

cNAFANY Yy IRELTIVAHE, FXYTFr ) P IA 2B T va s HALE L,

FRRIZSEIOBRAE N T HF o ariazOtonty M LTEHTS BENT V23
VAR JETRTEWLIEZL, XA A M) w7 RAKRKE LTFRR 25T 5),

Ay FF VAR, EROLE@TED ONTHEWREONAFTA N v I BEKT T L—

FBEOANAL A A MY v 7 BET — & & HWIcfi N[R t36 ZONE— A Ol DFEL R £ 04
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Y~ F o 7 %1792 TCFAR ZH T 5,

P EORGEERHAG Y — M BT DIt &2 2T LT AREIRG BERTAT > — v D BB RE & B L7,
PAFHERE D EIILU T D LB TH D,
© #ERE FkRE
- HTHUB SR EERE
< BEE N L—= o TR
- BE FL—= 0 JHRE
- MEHkRE
@ EHE FRE
- A HERRR DL R R
- R A OHEPRIR I F TR RE
c 7 a2y TR
- FTE - FRR - FTE % H#%#E

4.3.2 FRBEFEDOT-DHOY R — FCERR

LT TAT YT ORME « FRREIZEB N T, N H—IZ L D HENERERSCI T R R 1 K DS
ARERZ BT DREFHFEDTA T4 V%, PAR— FCGERE UTER LT, AV AR— FGER
X, DR ORI — LV OBREIZE T DM EZESB L OMERISE THRONTEERE T LD DE
T, REEFHEEMERE O FEHL, FHEFE R L A— FOHAZEL DD TH D,

KRN Y AR — N CERIITRONEEZE AT NS,

O LR D 5348

@HL Y % 5 #iPH

(N JEE BAM S i ip D FE A 7 £

@FEEEFHAG L AR — b ORRMERL

® LA — hREf

(DAY AR — b CELZTHRY 5 HEH
AP R — FCERIZBOW TR AN A AN 7 BEFOOFEFAIZLL TO LB LT 5,
O 1%« v F U ARHE (727 7 v VR, SRR 55 & 3 5)
@A FA MY v 7 BEFE  11RE (LN BAITHE4 L4 5)
@FHMENL : hT Wy v a VBN (7T 07 N, ~ v F U T EALITHSRA ET D)
@I R : FAR, FRR, FTE (FMR, FNMR,FTA 72 & 3%t844 &%)
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(20K A R Ry oD B A 5

ORI S AROENLZ L I—2D ID ZFIY T TR, (BT DOFREERDIA ThHi
. OEVOPEBREHIZVRRK2 2O ID 2HMToHND, HETHIUZOL Y OERE HT-
KRR 10 O ID #EHI0 X THid,)

QLD THRARZZNZNDOENLNCBT DV 7L, BT 7 L— b, L1 RANSA 42
N w7« F—=2EHITRR1BET D,

@FTE OFHIT, Ml RE8 G E2 A8k N7 oy v a v 2T 52 L THRINT 5, #
FHOL Y OB TR AEEETALHT- VD N T oW v a v IFTREBEH SN UOREL, BE
MBI N T oo v a v BETTH, ZOIH—ETHENNAA AN v 7 BERITEHKI LT
BA. ZOEACONTIIBREDIKRI L2 & L35, HERKT X TCEK LIZHA. 0
AL OBIRTEIG L T 5, M T oY v a COBUERBOHEREIL 3 LT 5,

@FRR OFE L, TG 2 W AR ANOE—FACE LD 111 BE N T o7 v a U&7
THZETHRIET S, #RFEO L Y ORFMAIGAERTBHT- 0 O b7 Y7 v a VETERL
EHONPUOBRE L, HERES L1BE T o7 v a2 TT5, TDHHL—ETHA
AF ANV v ZBAEITEERI) LTeGAIEZ OEAIZOWTUIRE DK L2 & L35, HEm
I RTUITKRBLT=SE, ZOMMLOREIIRKLE T D, T o7 v a r ORERBOHESR
fHix 3 &9 5,

®FAR OF X, AR FTE §HH CIEE L7288 8T o 7' L — M EJFWRE OB EALNH O LD
IR L, FRRAMECIE LIZBAE AL A A MY v 7« F—Z 2 {HRE DKL B O LD
BIRT 5, ZOXDITERLE, HREOKTLI LIZOLO>TOORET FL—F & 111
BMEAAAALY w7« T=H2WRECEDEDOT —H 2 2MFRET L LITL VRO D,

©FTE. FRR. FAR Z# 5 ¥ 2BOEEIT JFAIE LT3 O—L K30 D/L— & v,
INUSNOFEERC LS. FORNBEOFHMEZ LA — MIEDRITIUZR B0,

(@DFTE. FRR. FAR OFHIIZHB N TIX, R A —RED LT NI Y XAOBMIEZBEET 5, FFlZ,
FRR i & FAR 3FAli C 572 2 Bfi & AV Cid e B /e,

(B)FEFEFTAM L AR — b DR RL

OHANE R« G f ORE LR B 2R E T H 5, WamfEH (Rink, HEREE, &
EHE, BESND VAT L) Ml TE# ORI D 5 WITEHIlERE4) 72 &
RIS,

QFHili 7T — % : RN DAL A A RY v 7« T=HICHT LR TH D, RIASIGE & LE
IR T — A WIERAE. EEROPERE B OIS O (R3], e L) 7 &R
BUNG AR

QG R - AFEERHE 21T - 72RHfRE R 2 FCk 3%, FAR « FRR « FTE, AhGE#H, BRAUGE
R ERFRT D, BEISTTROC I —7 btk T 2,
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@ OO « G SRR~ OGS BT D FHCRGE R DA 72 E 2 ftib 4 5,
FEEEFHImIZ B L THREB D FHEDS AT H FREd TRtk 972,

(4) LR — hEEA

OEEARER « Fhi L7z A A A MY 7 REEFARC R 2 BEE R TH Y . P G 2 R E
T AR, KO, BEFMOMEICET 2 HRNE EN D,

Q@i RIS, N F =4 TN ALH N—Ta U/, BEX YT 4 (GERL L I,
iR, B4, FH DNAZ2 L) ANMEOENAF (F, 5. B, Bl L), Ao CREEF
iDOxIG & 72 DaDAR%, B E), BMELN (L1REDA), LEVME HELEE, K/»
i, FeRfl) . AP« REEEREAGSEMAAARA . RRAGAR: - MMM, BeiraE itk

@FHMT — & 15 : FIALNEEE (RS FIAA TV D REEER) | WA SR8 7 1R OV S
(BT, BHEEMRE) "M A AN 7 T8 (—AST0 DAL F AN v 7
T2 MERANAFT AN w7 T2 BRICEDT AT AN v 7 - T =250
FEROPERE DA (R, oA, WEDMRE) . NA A A MY v 7 3EEER (X
VAL BURIEH) . T A WEBRBE (R, WE, REL., /A X E), v U A EITRME
(WeBRE ~DOFRTIPRIL, PBRE OB BE, YBRE ~D T A X R)

@FHERE R « FRR X OV QR HARILEZ =T, FTE X OV QR HRILA R 315 @, FAR KO
Z O R HARMLZ 7R 315 )

OF O FIE - Y FHEEG, FREEORMIE R L
4.3.3 HEEHHFHEFIEOBFZ
WM T D IFEE MR A & L CAERTERES B D ERKBFEOEBES#H CTH 5 1JCB2014

(International Joint Conference on Biometrics)~Hifii L. & %17 -7z,
AREBE L2 WD @O TRRHIE A RASEL UL 7 (R TE LOANER R E 27
MaSF R UL DI 21T o T, Eio, BEO AL A A MY 7 ARET LT Y XAZOWTHHE S
ATV, 26l U CHE A TRE 2R UV 712 K D st HiEa a7 2 & L bic, v 7 g
FREATV, T OHMIEEHEGE LT,

Fo. WIRGEREEEIG T 2O Y T LEBEFRICOWTHEZIT o 7o, AFRAR &I

. FERGRAEMESS (238 1T 2 Wegg PERTAR F1E DFRARE R 2 B2 L T, #RIRGERESREE O Mags VEATHm =14
(ZDWTRIT D BRI 72 2 I 12DV THRET L7z,

WessrEaah oo Bt 2 3 SIZEEBE L, T D DA 1o ags PERTBR B O EE 2 HAg & LT,
PEEMm Ry P2BAL, T KD ERBEE A LI,

F72, HRETEREONEZBILT 5 IEREE TH D Santec 5D OCT (IVS-2000) % v
THEEFIR L MEFAIROBNE 21TV, BERD X 5 I SLIEREE & A T D (5SRO NS DR
HED ML GAZ OCT PO THBTH Y | OREHECHSTHER TS Z L 2fERB L
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4.4 [EFMREE(LES)

ISO/IEC JTC 1/SC 37 {ZF W\ CiZ ISO/IEC 30107 U —X : Biometric presentation attack
detection ~FHli=ZE E D#EZE, ISO/IEC JTC 1/SC 27 (23 TiE ISO/TEC 19989 Security
evaluation of presentation attack detection for biometrics DFFEE IZHTE L TH 1 1EEIRZ DIER
7 i L7,

4.4.1 PP/MEg5M:3Eh 8

ISO/IEC JTC 1/SC 37 TiZ. AMRIHEZR~DR D 4% LB EBEBRENICHET 28 L LT
ISO/IEC 30107 VY — X : Biometric presentation attack detection D BH¥EH A T 5, ISO/IEC
30107 ) —RIXFiD 3 2D 3— E bR SN 5,

Partl: Framework (7 L —AU—7)
Part2: Data formats (5 —#JE=)
Part3: Testing and Reporting (MEREFEAM & 35 D Fik)

AL, WadatERTA & AFICBIE O ISO 30107 Part3 SCERIRICK T 2% 54 HWE LT, 1
HIZASA v« ML RCHRfES N SC3TEEITBM LTz, BIHEE#R TIL, ERMNSR0FEL
WEEPERE DI Td 5 APCER ICBT 2 A TIRE AT o7, IREONEIL. BEFD APCER 23
Attack Potential D %72 5 EE DG EY % W TR EZ 1T S 2B OB BHER TH H DITR LT,
INERROLBHEREETET IO THD, X2 VT 4 OBLUEDLBUTOEHME CITAe <, &
T (R KfE) Z2BET20FEZYTHDLEIN, IO OETIIIEECEICKBEND Z & &
ol

ISO/IEC JTC 1/SC 27/WG 3 Ti%, HAER L7FBUEREEE 2, ISO/TEC 19989 Security
evaluation of presentation attack detection for biometrics & L T, ik 26 (2014 4F)10 H D A ¢
TATT =i CAL LT, MR IIIPEZERINR A WIZERT O I HEZ D3t L 7z, ISO/IEC
19989 ® HWJIZL, & —~DAEMIE R E OWEIZxET 5150 (Presentation Attack Detection

(PAD)) #HRE®D CC 5 - FRFEZAIREICT D 2 & TH D, TDIDIT, LERILEZ VFR—F3 2 b
ZCC/R—h 2 HUOVUR— K BIZKLTEHRL, ZNHICKHEL T CEM Offi5Etx2 352 & Th D,

ok 27 42015 )1 H D SC 37 F L R0 WG 3/WG 5 DA TRE v ¥ 3 LSBT, R
WAFFEATO L H 2% ISOMEC 19989 O AER ¢t Z 7l L=,

YRk 27 452015 4E)2 H1ZiE, ISO/IEC 19989 O 1 fEEIRE A4 Lz, % 1 EERETIT,
TOE % 57-2IZ43%E L, —® TOE 433 TiX FSDPP[24licH 5t ¥ = U 7 ¢ BEEEE O fisE = >
R—F v MEHEHAT 5 2 EBZYTHDHH, 5D TOE 3 TIEBIOREIE D R—F v &l
AT 20N THDHE LT, BBTELERINTELT, FEZEREBIIHY, KFEORE
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ThHH2—VIRIEOHEDIEa L R—3r 2 b, A% TELTWD 22—l BO%EDEE=a

x> k% AANB & LTHRIEDTFETHS, FSDPPI24NICH 5% = U 7 ¢ RAFEF O =
L= R b 1 ERREICRA L,

4.4.2 F5EEFIAM RS E

NA G ANV w7 B OREEFHHIC W T, ISO/MEC JTC1/SC37 WG5 ~O [E| B (2 2 0 n]
BEVEZ MR T D, FFHC, KEFHMBOM R L LCEST % FTE, FRR, FAR 72 & ORSFEEEH HAR
WD T U AEROEASSHNEICRET 2 HHREORERH D LB X, EEEBIRREDOE
BUEIZ DWW TPRL 27 AF LI S B ICRFT 2D 5 TETH 5,
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5. FFEMRHM
5.1 S BIMIRE R U5 dtREt

AFHIT, ISOMEC 19792 D EIRITEESW T, FEEERHAM - MaggrER At « 7T A N2 — &AL
A A A R 7 28O CC (Common Criteria) 3EAM < 587EZ AIREIZ T A Z L A HAYE LTV D,
CC 7 » FREED 7= RN =T X 2 U T o REMEERE TH D ST (Security Target)
EVERL L7220 AUE 72 5720, STAERIE CCHMEBE O ) oy 2B L+ 5728 CC BEPZE LS I8
L<, ZDHIZ CC R » FBFEIZ T A R0 5 & WD IENFAEL TV D Z &34 £ TONHE)
L Thhno Tz, CCIZIE ST D= V7 ¢ BEEREIH YS9 5 PP (Protection
Profile) WF1ET H DT, STEREELT D=2, KAEETILISONEC 19792 |[ZFS\\ 7= PP
EVERRT D 2 Ll Lz, F72. ISO/MEC 19792 {23\ e A A b Y 7 280 CC 7 - 587
DIZHITIE, w@H O IT B & (TR DR - ME5aHEREAL - 7T A N2 —ICB¥ 2 3l E - 38
AEREBA T ORI -« SEREDIEXEN M E L 0D, Z DD ORI DML LM ETH D, Lo T,
ANBNEFHA CTIL A A A B 7 2B 2 BEF PP & I B LT SCHk & ONgdh I aRic &
LA AT L, TOMEMSREESEIC LT, PP AR OFHEEANRESL O J #+ 2 1FR LTz,

5.1.1 B BIRFRE

PPIZoWTiL, A & —xv b ETCAFARER PP Zdi& L7z, sHliEdffic oW, & —
Z v b ECAFAHEZRSCENICN A, ISOMEC JTC 1/SC 27/WG 3 ~DF#E, FIZBEIZHER D20 3
F LBERBRAMOBICHT 5 CC 7l - Ak Bt L T D RA Y OMRILA MR L CRIRHE
HIFHRAF LT,

(DPP it

PP 2>\ TiE, R4 ® BSI (Bundesamt fiir Sicherheit in der Informationstechnik) 7% 3
£ (BVMPP [23]. FSDPP [24], FSDPP_OSP [25]) . >k[E Information Assurance Directorate 7?3
2 (PPBVMBR [30], PPBVMMR [31]). #[E UK Government Biometrics Working Group 1
& (BDPP [38]) . £ ZHAER L TR,

FETIEE, A A A MY v 7RO PP % 2001 FIC/ER L TV 2 XK 57223, CC DRI IS
Web DT, B L2, ISOMEC 19792 BERT D & 9 2231 A A b U 7 A[EA OFHl DR
RITZEESNT, N AA LY v 7RO Ex 2 )T A NEBISNL TN D, MEIRORAE L~
ST D 72012 EALL 725 EAL4A Ot F =2 U 7 4 REEEMFZER L T2, Bx = U 7 1 HERE
ZPRIZONWTIE, FAR - FRRICBHT 2% =2 U7 4 xR G EHIIN T 2% 2 U 7« BEREEA
NAFARY 7 ALSORAT — RIBFEL PKLFRGEIZH# M S 412 FIA_UAU.2 238 STV,
NAF AR 7 ZAEFEORERBEIN TR, TOX I RERT, MK 72121 T2
<V NBEDPRZUMEZ RNTND,
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KIE T, 2 0 PP BFZERES 7223, & H1Z 2008 12 K% L T\%, PPBVMMR [31] (21
WET— X OMEN L ZEENERINTWDH 0I5 LT, PPBVMBR [30] (2iX% 95 L7=Z:K
I¥72v, PPBVMMR [31] Tix PPBVMBR [30] £V &, mWERAES 2 4E L&A 20T,
X2 VT ARG BEETHD, 2D 250 PP DRKOXMEIL, 77 L— b D05 O
M EFRRICT v X MCAERTE, Ko TFARR FRR M CE 200k 2128260 T, #
RREMENRESN TSI ETHD, T The<, BDPP[38] L FERIZ, NA A A MU 7 A[H
BHORBENREBSNTHARNEVWIRIELH S,

RA 2T, 2008 4705 2009 12, 3 HEOFERIIAIT O PP BMESL Lz, Wb, SA A A Y
7 ADIERE | BEk, FRRE. FAND 3 OB DH E LN L, BEE T ARG E U TER S LT
%, BVMPP [23]iF, = —VRFEAKRZ RS E L2 PP C, BGEMIRRICL 5720 4% LIFEES
TWiavy, FSDPP [24] & FSDPP_OSP 2511372 0 3% URRFIEEAEIZAHL L7 PP ¢, FSDPP
[24] (Z72 0T F LA LOBEEMEL TS, Zhicki L, FSDPP_OSP [25] X, &z Et
TS, ANAF AR 7 28GR0 T F URET 52 L affkot X U7 ¢ gt LT, koD
TW5, ZOfER FSDPP [24] CIIMadatkaE & M MRFEEMEIZ 72 > TV D DIZxt L T, FSDPP_OSP
[25] CIIRFEEFICR> TR, THHED PP, TNETOPP LD L, ARENEE
I T, Lo L, BVMPP [23]i3fE 4 DEBEA~DRIRNPEET — 2 DOF = v 71T L > TR E
NDHZEIR>TEY, FEIIKRE URKFTHDT, — %K<, FSDPP [24] ¢ FSDPP_OSP
[25] DZEFITNEIFIEREE DA T, FSDPP_OSP [25] (2 &S -5l TIZEEROKERIC L % FHf
I3 S vy, FSDPP [24] o#5#i%, CC 73— F 31TV L~L DX ERE /) (Minimal
attack potential) ZEF L., TOKERE/I COMEIMFFELFEMT HZ L E2RDODTNDHILEThH
Do ZHUE, NAAANY 7 28O CC Rl A BEFERICHED TIT< 72D BSI OFE & © 5 %
b b,

AREENBIE LT 5 ISONEC 19792 D3R T34 F A U 7 Z[EAD CC 7l - 583E4 FIREIZ T
D120 PP L, REEBRRIND ., JEEa LV R—R 2 NOEBBINETHD EE 2 THRE, £
DBEND EFLO PP 2R %5 & #[E o BDPP [4I2I3fEE =D v AR—F% v MEARW, KED
PPBVMBR [30] &£ PPBVMMR [31Jici%., ZZi 2 fE & 11 Ok = A —3 RBER S
TW5, ZNHOET, WET —F OREN & ERMEICkT 2 BRICE S EZRETH D,
PPBVMBR [30lic 51} 2Lk = AR — o &, BEkIZH 1T 5 FIA_ENROLL_(EXT).1 & ##Eiy
W2kt % FPT_PHP_(EXT).1 TH 5, AiHE X PP BB AZ FLLAITSEITRY | 15515 PP
BB B 2 GBI BB T D, FA Y EH D 3 50 PP Tl&, FSDPP [24] & SDPP_OSP
25]3FnEn 2@ E 1 EOIEEa Y R—3 v &2 EHL T 5, SDPP_OSP [25] TE# ST
WahHRER 2 AR —x 2 MME, FSDPP [24] THERSNTBY, X2 U7 ¢ MBSOk =2
A—22 F FPT_SPOD TH 5, ZiUt. NAF A NI T AD70TF LEBRMOEX =2V T«
WHEE 2 EHT D0 TH S, FSDPP [24] TEHR SN TND L I D EDDILET AR —F 2 b
X, B¥ =2 U7 ¢ RIEEM AVALVAN.E TH Y, CC /3— b 3ITRWVEAK L ~L DR HE
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(Minimal attack potential) Z&E A L7-fEHR, CC/3— bk 312&# %5 AVA_VAN.2 L (IFite &5
WEREINGENDRH D03, CEM NWERT 23l F ki & L CXREREO®F 2 U 7 ¢ RIEEM:
ZED TS, FPT_SPOD 22\ Tk, FSDPP [24] £ SDPP_OSP [25]73/34 4 A kU 7 A D4l

BREEGEET, 0T F LBRAMOKEET1J % TOE (Target Of Evaluation, CC #Ffi « FRFED
W) E L LIl Lo ThE L oo iR a VAR — R MDD T, RFEE CTREEOILED VR —
XV FOBESITI AFEETIERT L PP @ TOE ITKAFT 5 &Il L7z, AVA_VAN.E (2D T,
REETERT D PP BMEET 2 BHBRENIKTT D,

AL L7 PP Cld, EoEL 1 IKEREL 2 IREPEIC/HL T\ 5, PPOREIEL LTiE, &
Fa2 U7 4R X2 U T A BEEEFOWVT T HONT S EHAREE LR > T D3,
AOREFR KT 1 REREE 2 KB FEIZIE U T, CC OFHfi - GRS L SN TV D Z &b -o
oo ZTTOIRBELIFINAAFT AN vV BIGNRSFLERE, T72DH, " A ANV 7 RITLD
2—PRIAEDFER L LTFLEETHY  2IREPFEL T A A AN 7 ZA/-GEOF DX =20 T 4
Wb T—FTh b,

5.1-112 1 IREE « 2 IREFEIIESW X 2 U 7 il OIS % KR T 5,

IREEAD_
FotA
/ AT AR
~ R
HEE
2REEAD
TR
W

X 5.1-1 1REHE - -2REEICE S X2V T BEOBR

5.1-1 1K & | BT CC il - FRREICIRIT HEF = U T 4 BEEEEE R O ¥ 2 U 7 1 IRGE
T BEHET oL, REL1DEIICRD, 1REELTHEVIBRTUELRDEX2D T 4
BEREZFIE, CC /3 — b 2 TIX FIA GERAIEFRAEE) 723 Th D, Z0kFx=a T ¢ BB
X2 VT A RFEEMESE L TREIZR D DI, RICHDH L D12, ADV, AGD, ACL, ATE,
AVA Th 5, AVA X, ZOED/RT L 912, PAD (Presentation Attack Detection) (2%} 2 Jifi
FIEFEETH D, 2IREEZTDLEVOIBLURTRE L DX 2 U T ¢ HREZEMX, CC/Y— | 2
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DX T A HEEEEESTE CCR—F3DOEX =2 VT ¢ RIFEMELTIHMER L 705, ERT
5 PP KGR ETHEAIC L T, INDITKVIAEND Z 7D, £ BOFEITRLIZEBY,
ZIZTOAVAIL, 2QIREHEESFHNNA F A MY v 7 B EIRORSEEIZ R D MEITEREE & 72 5,

#5.1'1 1KRERE - 2IREEICES< CC HEREM: - fRFEEM L ISO/MEC 19792 & DEAfR

SRBEEEH  HRRIEEH  ISO/IEC 1979287 =

ADV
AGD T
BIEEETE  FA(L—HHE) ALC TR
ATE R 55 14 574
AVA*
FAU
FCO
FCS
FDP ADV
FIA(EEEXZR) AGD
E2EEETS  FMT ALC TSN —
FPR ATE
FPT AVA*2
FRU
FTA
FTP

1E) k1: PAD OEMRTOMTIETME, *2: 27 AL L TCOMTHHERHE

F 72, PP {E DR T, ISO/NEC 19792 73~ 3 Haggth sl & & & a4 L 7=, ISO/IEC 19792
DR LT D Haggt s i o@ s, LFOANS T ETTHD,

A FEE DR

B. fAiEmitrs

C. BATRAERLY GERERMAAZ LS ED) AEZFERD (VT EL)

D. @& (B L) F7mid3fkfs (e l) +2467—% (BEDIFEROTT — 2127 %)
E. itHlE 0T —2 8 (R 3EL)

F. AEDZ L0 L7

G. ALz

H. /A ZXDASTT =2 IZXDMERE) R/ A XD AT T L— 1 &)

I RIEZRER (F7225 ID TORE, (AEW TORE, /A XADA>72T 7 L—])

J NAFA RN w7 - F=HDJHA - B
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IHOHMOBEERE LD, UTFD5.12 Tho,

-
I>—%
A BEORR | (FBFE)
T
D. Fit! (BB E1- (% P ainiaiatetainiaiatainiat -~
(540 T BT —5 A[F ABDSLeoLT | \
(BEWERDTT —5) ‘

C. BA TSR Y GREE®
WA KBSED)MMAZERD
(BYFZFEL)

LoIAFARN) YD
T—ADRAL - B

EEREQT—SEM YT EL) |

e o e o e ] e e e e e e = o o o —
e o e e e o o = m m o - —

| REGER(EGHDTO A B, EmIRR \
Bk AEYTDEER, /141X
D ASTFYTL—H) (6. AT9L7 | e
H JAXDA>T=T—42IZ&%
» BEBI /A XD AST=
\\;?97D—+&) S
PR Presentation Attack ===~ ’

X 5.1-2 ISO/MEC 19792 (237} 5 Mgt 2im niErE

ZORNZEWT, D, I, J i, EREERAL A A NY 7 AL D —FRIEOWETI I & 72 D D
TIER <, MOMETEDFHER L 722 b D TH D,

ATBEFME A TIHES L, FOABOT A0 L7 BREEFMMORE L LTSN 5,
CIEFHMEE B HIC L HFETIFE L, EX7T —#BGER#H L WO T, FHEIC#EH T2 O3# LV,
B. G, HiZ., PAD 23 2 fisatt TH v . PAD fEfiiC k> CEHli S a & b O TH 5,
MOWETITEDFER £ 72D b DO EHED & ANOERIZHKT DA A AN v 7 « T—2 0K
NEEHT 5720121k, D 1. J. B, G. HOFERMLETH S, 7277 L. LITBEICB T 5
IR DT, 2 —PFRFEE T OFHi T HAIUTIRI S D,

PP {EREDifafE T ISOMEC 19792 DA IZIB VT, ISO/IEC 19792 TRIELE ShTnWb 7
TANT—IE, EAYE, BtE. U 7 RRetE BIERRENER EENRETH CCi— 20Dk
X VT A HREEE Y T A FPR(T 7 A R —)ONETIERL . BX =2 U7 A HrBEME7 7
FDPFIHAE T — 2 i) ONETHD Z L ndbhnote, Flo, NAF AR 7 AZEREIND T T
ANT—NCC/N— K 2D TAFPRUND L DEEERNEHE Lz, H0lld, N4 A4 AN
7 A[EEOBEREEZE LT, DERHIZYZ 7 A FPROIEEa L R—3 0 NERETHZ L 2E
RTZD, EORENTRNE OfEFRIZE T2,
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(2) FA > DFRUCKT D72 0 3 F LIRAERE DRI T A & o AT
FSDPP[24)\2 %7 % 5l )5 ihdm & & £o 30 FSDEG[26]23, ISO/IEC JTC 1/SC 27 @ Study
period on Security evaluation of anti-spoofing techniques for biometrics (2%} L C, 2012 4 10

RIC R4 inbFmEREIN, ZOXET, SC27T 0ERIZITNHE AR LETH D,

FSDEGI[26]icix. FSDPP[24]® TOE, ¥ =V 7 ¢ HREE(FE K O E X = U 7 ¢ RAEEFIT KT
TOIIRA A= b X2 VT o RAEEFISH T DR =2 AR —F > |~ AVA_VAN.E OFF
Ml EOBEERFE ST D, L, sEMORHEIEZR WV, FHEFEOFEMIE, FSDEG[26]5
HZIROIEABLETH 5 Toolbox IZFLHE T %5, FSDEG[26] B AHAZE LI XETHD

(2R LT, FEZBRO CC Rl « FRREIC ST 2 K W FEMZRIEBIT A A A R Y » 7 /GIT+ 5%
BAPET HRERITR 0 172720, Toolbox DABH % CC DFHAMHERS K OGRGEHES IC[RE L T
WD,

PAD O#%ie% ATE_FUN (R #—7 2 1) KOYATE_IND GHlFERC L 5Ms27 2 b)), &
(2 AVA_VAN GHEHERSIC & 2 Wegs et E) o~ b b — a7 X FTHRiET 5, ATE_FUN (2
#3% ATE_IND #53%fi L, ATE_IND (25 & AVA_VAN Z%Ei§ 25 Z L Asid ST 5,

FSDEGI26] Cid, HEFMICHIT 5 =7 —FThb 5 FAR - FRR L Hifllo PAD 1285 =T —
REEFHRLTVD, FSDEG26lick1T 5T —RDOE 2 F %% 5.1.2 17T, 7035, ISOAEC WD
30107-3[37]Ci%. FSNDR % APCER (Attack Presentation Classification Error Rate) ., FSDR
IZ NPCER (Normal Presentation Classification Error Rate) ., & ZEIER I TV DD,
FERRN SR 72 2 120 TAEI 2R R IT 20,

# 5.1-2 FSDEG[26lickiT 55—

FBEYDORT
Yes No
ZDIS—F%
Yes FSDR (False
Spoof Detect
HBEMDOHIE Rate)
CHOIS—H%E
No FSNDR (False
Spoof Not Detect
Rate)
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FSDEGI[26] Cix. ATE_FUN (<> % —7 2 k), ATE_IND GHE#RIIC & 2527 2 ), K&
Y AVA_VAN  GH#BEIC L 2 MasatksEE) 12 LT, RO X S LR IT T D

ATE_FUN T, Toolbox W E® H141EM X A 7 J OMGE O kT D IEEWT- L, ThZE
NORIEN Z A TIZONWT T —ROIEEL - HITEK LT D,

ATE_IND TiZ, ATE_FUN O f#&i&E#H Ol 4 %17 T ATE_FUN 057 A b & FEhi L,
T, MBITHER L 7o & 2 > 72 B IN7 A R 2 ZR LT 5, £ LT, Toolbox O HHEZ jiij 7=
FEEE LTINS,

AVA_VAN Ti, ST, AGD, ADV, K ATE_FUN O# 54 H\Z TOE 0¥ 842 &2 L, ME
THBERENNIESNT, BEMEEST-T A M2 EMT D L2ERLTWE, LT, A
FEYEIX, FSNDR XO'FSDR #E&# L TWAHICHEL LT fHENTFBE IRV L& LT
Do

T B, CC FFAll - FBRED FEhti & FAE & 9~ 2 AT & o T, MEgstEatE O FEEMERIZI W T
BURBEERIZR D,

FSDEGI[26] TH M &1 T % Toolbox 1, Eikd L0 BI/REAL TRV, 1Y BSI &
BT RILRICH D TPA 8 L TIHFMAF 2R BRI, [HHREAFTHZ LT TE R o7,
R AT Th - THRFELUED CC 7l - FRFEIC L > TEERSEBFRIIRDLEEZR, £
DIFRLTRME FE > Tz PP OFEST & T, Tk 26 422014 42)11 A R @ TUVIT %3
L. CC FFAfikkRI T a5 TUVIT Hifii# & O CC B4R T 5 BSI Bills & I HacH % F2ii L
77

V= VIR 7 ADIARY — V1T 25 M THFEM b B OISR A > TR T %, Tha i@ -
THD, SR - SRGEHERE & b FFM R SRR OfFNT 2 L CHEET 5, AARY — L ORIERY |2
W R A D BRI > TR, MIERIERICBWTIEE 7 F @R Tnd, &
DZEThol,

F 72, FSDEG[26]Ic bR STV 5 &80 | PAD 2= 7 —R T 2 Z & IZIXEEN
ThY, EHERRHE CRKE LW ERETH L b, Sd THER LTz,

(BRI 31T 2 5 B FAM Ko OMEHH HEREAT (2 63~ % B 0 AR A A
BRMNZ I 234 A& B U 7 2 E 7213580 DR K& OFRER D 72 6O D3k T & 2 BEAT
(Biometrics Evaluation And Testing) (23T, FEE MM & OWEs5 s 2 HEtE L T\ b~ K
U v FHIEKY (Universidad Autonoma de Madrid) (UL F UAM &84, ) KO Idiap AF7EFT
(Idiap research institute) (LT Idiap & B§9, ) DA L NE e L, BRINZIS T 2 4G 3 M
OWEE5 MR- R4 2 B0 AL 2 A LTz,
UAM DA 3D T Y 7 LD RDIRA D> T,
(a)BEAT V& B2
« BEAT I3 R/ OMEZEZ TR S LTV D,
« BEAT % FE 9 5% Idiap TH YV, UAMIZ2FEHDOR T T a > & UTHERHE & gy

30



PEREIZ BT 2% L L TOEE 217> T\ 5,

- BEAT (% 3 » FDIGEB THENRKETH S,

(D) FERFAIZ DT

- KSEEFEMIZ Idiap 25B8% L7z BEAT 7'J v b 7 4 — A& T 5,

AEEEEHIIC BV T & 22 DR S Iok O H s FAR X° FRR ¢4 k3%, UAM Tl
7 7 a ViR BT —Z _R— AR FIEIZONWT ) UNTRHHDOT, BERD KL
DT EICLY AR MIEREEFMMHOT —# X—2ADE LY R — N TX 5,

- FAR, FRR X O'ROC #—7(3 & bICEERIEE CTH 5, ROCITMHN VRO F 2 —=
T NEIRG AR S D,

Rl T 3 D— R 30 DA— /WA L TE LT, 77— MR N7 v FELEETND
Mt FEEZERA L TV D,

(OMEFHPERHAIIZ DU T

- WESHIEREM CIIMERRMN R T T e —FERAL LD L LTS, Ziux, HEAOWHEBRE L
BHOBEEWERE L, 74 v 7 2T TlRB#E (SR LMEh D) KO%hE (Eff L MTh
%) Ml 56O TH D,

B EhER LR W T2 Rl TR W T BEAT N CiEaa B T OB D A ) 0%
a2 TW\ 5,

SR & Eff #5H T 2N 217> TR & | MEsatEat 247 5 BRI 7 v =2 ) X A BE
® FAR & FRR D& E L TR ZENEETH L, (TAITY RLMEEEZLHZ LT
SR & Eff "E(LT57-9,)

(dIdiap ® BEAT 77 v b 7 4 — L2\ T

*BEAT 77 v b 7 4 —2F7 NV TY ZALFHOTZHODH D TH Y /N— R = TIEE ATV
W YTUFRHIIZLE D ELTen, FFEDT T U AEZFEITL CTEDORFICESG I NI/ A A
ANV w7« F=FE2MONOFETIE L, BEAT 77 v b7 4 — 5 BIZHERET 2 20
b5,

- BUEILRE B EAIRERE L 2> — B LT 2R 0S, AEPRICHES MEREMRERE & ¥ R — 5 T
Thb, 2 TE D MFHPER-AMIX spoof detection 721F T/ < . LIS OMass R & & Te
FTETH D,

*BEAT 7 A N7 7w N7+ — L0 TE 5D 7 /0T Y XLDMABEDOEOFMTH Y |
TV = a DX ) REEOFBILTE R,
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* Get ID: This component is responsible for getting the user's claimed identity. Its functionality
is security relevant because the system uses the claimed ID to determine, which biometric
reference has to be used for comparison. Furthermore, this component provides a
mandatory user visible interface.

+ GetRef: This component is responsible for getting the stored (already enrolled) biometric
reference related to a claimed user's identity.

Extraction: In preparation of the verification process a feature vector has to be extracted
from the captured data. This is the objective of this component. Optionally, the biometric
data may be compressed.

* Check: This component ensures the minimum quality requirements regarding the biometric
references. It can be differentiated into integrity and authenticity check during the process
of getting the biometric reference as well as the quality check of the biometric information
during the processing of the live biometric characteristics.

+ AuthAdmin: This component is responsible for identification and authentication of the
dministrator ~ with other means than the biometric verification mechanism itself. This
mechanism is a classical identification and authentication component that could for
example be realized via a artCard/PIN  based mechanism. It is necessary to authenticate

an administrator before he is allowed to figure security relevant settings of the TOE.
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+ Configure: This component provides an interface for the administrator to set security
relevant TOE parameters. This component is especially used to configure the threshold
setting for the comparator component and to determine audit events.

+ Comparator (also called Matcher): This is an important component regarding the scope of
this Protection Profile. It compares the enrolled biometric reference with the Biometric Live
Record (BLR) and includes the determination whether these records match or not. A
comparator oduces a value that shows how well the biometric reference and BLR match. To
get a successful/failed return value from the biometric system, the comparator considers a
threshold during the matching process. If the biometric reference and the BLR are more
similar than demanded by the threshold, the return value is success, otherwise it is fail. An
“Exact match” comparison should not result in a positive verification as it may be a replay
attempt and should be recorded in the audit log.

+ Clear memory: In order to protect against attacks, this component clears the content of
memory after use. The information that has to be cleared is not limited to the verification
result but especially includes the biometric reference, BLR or any biometric raw data as
well as authentication data for the administrator authentication. Because the memory that
has to be cleared could belong to every other component no lines are drawn into the figure
for this component.

+ Audit: This component of the TOE records security relevant events to ensure that
information exists to support effective security management (e.g. verification protocol, retry
counter, etc.).

Some security related components, functions and interfaces of the TOE environment should
be considered here:

+ Capture Device: This component that is also called sensor is responsible for capturing the
biometric characteristic from the user and forwards it into the biometric system. Depending
on the used sensor technology also additional processes as a liveness detection or an image
enhancement could be performed by this device.

Policy manager: The result of the biometric verification process is passed on to the policy
manager of the environment. This component is responsible for checking the user’s rights
and opening the portal if the user has sufficient privileges and was successfully verified by
the TOE and is therewith realizing an access control mechanism for the portal.

- Storage: The environment has to provide a database to be used by the TOE. This is used to
store the biometric reference of a user but it can be used to store additional information too.
+ Portal: The physical or logical point beyond which information or assets are protected by a
biometric system is controlled by the TOE environment policy management, which gets the
verification results (verification "failed" or "successful") related to the user identity from the
TOE.

Auditing: The environment may provide additional audit functionalities and has to provide
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a mechanism for audit review of the TOE audit logs.

+ Transmission / Storage: The environment cares for a secure communication and storing
where security relevant data is transferred to or from the TOE.

« PAD Feature Extraction: PAD (Presentation Attack Detection) features are extracted from
the raw data captured at the capture device and is sent to Decision where Failure or

Success 1s decided with the result sent from Comparator and PAD Feature.
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[1.3.3. Usage of a TOE] (Z [The threshold value is usually
configured by the administrator of the BS.| & FR#i S TW\5,

[1.3.4.3. Security management functions| {Z [The setting of
security relevant data of the TOE, including the threshold value,
is done with the security management functions of the TOE.| & FC
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[1.3.6. Functions of the TOE | @ [Configure| {Z ['This function is
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the TOE work abnormally and give unauthorized access to the

portal, by modifying, destroying, or collecting and exploiting the
secondary assets in the TOE. & ft# ST\ 5,

AT 1E TOE @ 2 K& PED modify, destroy, or collect and exploit %
i E LT D0, $£3E 1X unauthorized access to the portal %
& LTOE O 2 REEIZ OV TITHEDOFE L W I ALESITFIZ/R-> T
BY, BTHRDEDIZR>TND,

HEROE

BEONFICOWTEIMERSBZNNH D Z LD,
L. NEEHE—T 5,

cik & L jE

)

RGBS —Ta

APE-003-01

FHh AR R

Protection Profile for Biometric Verification Products(BVPPP)
Version : 1.0
2015/01/05

Z A bov AFTRABDEK])

FIA_ BUA.2 DEFHRIZDOWT

MY T T B4

APE_ECD.1-3 (APE_ECD.1.1E)

FIEDEREE - (Rl HERR)

7N

R (BT R NA)

FIA_BUA.2 O EFRICARBARE 2Ry DMFAET D,

BE

FIA_BUA.2 DEFIZEBWT

Hierarchical to: No other components.

RSN TV DB, ZORER L WNCTFD 2 o RN—x > k& DB
YA
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LT,
TOE ([ZZLR S LD MERRIZIRERI TH Y | portal ~D 7 7 & Z Dl
1L IT 8R5% T & 5 Policy Management/AccessControl |2 L - T{THiL
HZ MG, ZOX D 5kl TOE OBEE & 1T BREE DOFEEE D BIfR
WZOWTHRI AR BENR D 5D,

HeRE = U7 EEORIOTLR Z BT,

BRI EE SNV 8

APE-007-01

S SR

Protection Profile for Biometric Verification Products(BVPPP)
Version : 1.0
2015/01/05

& A BV (FF RN DERY)

AR SF A.CAPTURE (Z2W\ T

DT T BT 4 4

APE_SPD.1-4 (APE_SPD.1.1E)

MR DENEE (RIVHERR)

7N

PR (BTANE)

AR AT OFLR IS R AME Ry FAET Do

R

ARSI E B 3 B OEMBREENAHESRME L — B L TnbH 2 L
P TCE DERMEE TRl S22 e H 720,

R OFER DA, HEF 1T Capture Device <o FHERBE 4 FfE T&
T BHOEMABRENIHRSGME —BL TWDH I L2 RETER,
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FTE % f#i7 %. Ho¥ T, FTE A F N LRI E 72 2 3H R EofFR A5k T 5,

- FTE [RFUREEE © BERHUEEDN D 3 DL— /L& DU NE 30 DL— L &5 LT84 O FRR
FEZ T 5, 3 D—/, 30 D—NVUNOFEFIEZERT 2581, 3R FIEOH
AR E & HICFR T 5,

%

(o) & DAt
ZOMBEFHE LT, N ¥ —OmEGeiFmRe, FERMEICRE9 % B Bl 25T 5,
PG AR B O G H OFTE, ERT, EAEE . A —VT R AR EERET D,
* RORLE DIEATSE  FRAEE DO FATHRMRT, 54, Badk R Eai#lid 5,
- BHGRCR - REM IR ORFRLFERC, RRREMRE ~ O FIH A R D,
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5.3.3 MESHMERHAR FIEDORIE

5.3.3.1 hrZeBhiasAZE (IJCB2014)

WMz 3B 1 % B B oF s maHA & L C. IJCB2014 (International Joint Conference of
Biometrics 2014) (22 L7z, Z Z THEZ OB RICOVWTHET 5,

(2)IJCB2014 PR

IJCB2014 /& IEEE X ' IAPR 2336 T S EERSHE TH Y . ERRIEDHO My T H 77 L
AT % ICB(International Conference on Biometrics., IAPR F:/#) & BTAS(Biometrics, Theory,
Applications and Systems, IEEE F:{#)78 3 4212 1 FEA R CTHET 2 EESE TH D, SHEEITFE
fi% 26 (2014 /)9 H 29 H~10 H 1 HOHRE T KE 7 v U ¥ M7 U 7 U 4 — % — Sheraton Sand
Key Resort (2 CTHffe S 7z, K7 - A2 - WFFERERY - BURFHEARR 2~ D7 200 4 28 2 2B ME D H Y |
4 BRNCIED ARGERECE LT, BRI DAERRBICIE Y £k 2 20850 O IR O RS s &
e,

(b)ITCB2015 #Fam L™ 6 5L D AAKGRRES B OWF T &) 1)

SEEITKE, g—myX) B, PE, SEAZIICDE Lz 261 hOEFERH Y . 21 ADHE
F T, 160 N\OEFHHFICEL HDETITLY 80 HENEIRI Tz (9 B OEARE 25 1, RAFX —FHK
55 1), 5.3.3-1 1T BFRIOENGR CEL, 72K 5.3.3-2 (X TJCB2011(2011 4EBAf#) 1> & D 58RIl
R B OHBEZ R LTI b O TH D, 2011 F L T 5 & (KR E L TERRIENZ < OFIEZ HD
TWDZENDNLNR, ZNLANOBFE R & LT, RFEECBENEN 2D 3 F LRRICET

FERR O RTINS, BE B~ DEFRA 2 ER 0@ S Mal 2 5, ZOERE LT
ISO/IEC 30107 DEHF AT U H & LT, EEREIICEERR D 4% LEBEREM~OFRE &G E -
TWDRIDMA, ZZBET, AV 7 IR, K7 7 —7 Y o Refur& Lz LivDet (FERU7Z2 0 3
F L= 7 A ) [7]X°, Idiap Research Z#H.l» & L7=KkJN FP7 7’2 = 7 k Tabura Rasal8]
D72 T F LEBERRA~OIY MHAFIZBNTEZ L DR Y T F LB RN 7 — 2 X — 2
MBS, 7TV XAOFERENENOOH D Z LR ERFETOND, ASEICB N THEE
A & WM RRREIC 31 5 72 0 9 LIRS REAT O Rl = 7 2~ MobILive2014[9] 73
T X iz,
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()RS AFZE(1) : Ctirad Sousedik, Christoph Busch “Quality of Fingerprint Scans captured

using Optical Coherence Tomography (NISlab, Gjevik University College) [6]

Gjovik R¥D 7 N—TIZ K HARFERIT, FaHGRREY AT JMIxT 5700 3% LEHERIR L LT,

OCT(Optical Coherence Tomography) % W CHHEHD L A Y& 2T+ 5 N mE L

TW5 (X5.3.3-3(1),(2), OCT IZ L 24RO 3 IRTTEHGIUFHI IV TIE, TREZISED O RFH DS

% Z LN OHIRE OB E T KD BGEGA~DORENRI BB L 25, Z0l), KREET
FEE O ME M FIEEZRET 52 L T, FENEORBEOREVEIG & RO 72

Ml E ST D Z L EEREE LTS (X5.3.3-33)),

(a) (b} {a)

(1) OCT Eifg1z & A AIEFR DK E (2 B AEMDO LA PEED RN F22RH
(a) e— hrvyFI2 X 5 AL (a) OCT A& v g (b) — 8L A VMO
(b) OCT A ¥ v L% (0) iz LA Y ORI

(© Suuwr (d) Siﬂm‘r

(e)f(utl.r(x Z) (f] fmr\l.r(x Z)

) wux 2 () (%, 2)
(8) OCT A% ¥ VWEH#HE (FSNBRVRVGEE)
5.3.3-3 (1)~(3) OCT BT & 5 mkE E 7 b ¥ e B [6]

(d)BHE#EAFZE(2) : Generalized textured contact lens detection by extracting BSIF description
from Cartesian iris images (Jukka Komulainen, Abdenour Hadid, Matti Pietikainen,
University of Oulu)[10]

I RRES AT AA~D ) T LHEFEE LT, MLLear 27 MLy X2 HWDFERN
ZLIMBEINTND, INHA~DOXKE L TULYARHDT I AF ¥ 32— 2 HBT5H52 LT
BIEZRENT D5 FIEDRESINL TV LN, IEROBRITVWTILORFEDT 7 AF v /R4 — %]
ETHHLDOTHY, RMOT I AF ¥ RY = ~OFEBRETH 72, £ 2T, ABETITAE
RN DG RICHE S X ER L= 7xTBSIF 7 4 v % (X5.83.3-4 ) /W52 & T, 7
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I AF ¥ OFRFITK ST, EERNOETITEEREM L Lca %7 ML XD
THEWREZHAARE L T2 FIELZREL TV D, R, RERITEEND 4 &L S 4172 Best
Reviewed Paper Award ® 96 1 TH -7,

lr..l"l

(a) Live (b) Cooper Vision (c) Johnson&Johnson (d) Ciba Vision

b R
— A,

(e) BSIF filter size of 7 x 7 learned from natural images

X5.3.34 RECFOHBI@)~W) &BEMBTT 415 ()
@IXEARES, (b)~()ixZh 2 Cooper Vision, Johnson&Johnson, Ciba Vision D% 7 kL Xz
BB — ZFRIL72b 0, ()idAEmiREA BSIF 7 4 VX D/RE—

5.3.3.2 AEEKFBIAEL R T LD UV 7 BZEMTEFIECET 28F%[13]

ARGERREO Z MR L L TH S ORI D FARUMASZ AL, 0 TELEITHIH
BEN, WEFAHOEREREMAT D Z E2AHRE LIZHE O, RIS AT AOVHIH) 727852
ARZTET 52 LN TE D, L LBEFEITT, WRETA S OEREROHZ BT, BELRES
RRET Y ALEEZEBRE LT, L0 BBICE L AREREBEYEICLVIER - ANTHZ 8
WARETH D, ZOEIRIED T TOREMFMEREL LT, FIROLITV AL 7 K BHR(WAP) %
BEL T[], L7 BRI OB —PFIIx L CRA— B A5l & 2§ & 5 e AN TE® (4
EWEEte) THOLHILTERAWERD TR LKETHD, X 5.8.3-5 VLT HBEOMEERT,
VT F G VISTRRE Y AT LD VR ZAT O 7oL, EHIN R AR ThH 5 FAR OFHIC
Iz T, WREOERERIZT TR, BEDETHADERE LTEBLEZEDRY 3% Lk
4 WAP & L TR 2 _& Th 5,
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——BEOLEDITEL WMABRBODITHEUL(VILTHE)
@:" RRRE, User A
= 3 3 E oI 3
"'?fn’.:’{ N s
-.m;:;-:ﬁh\\. \ User B A User B
& Y
User C User C
AZh,BEA,CEAERHD 1DDEEERET
BEE®RTREDTEY 2L D1—Hlcihbdxd, WE

X5.3.835 UATHEOHME (FEHDH)

IHETITONTEIARRIAET VA Y XL 5 U7 ZaMeHl & LT, ok
[12], F72fEERAEHRNBNCET 25N S5, ZNHD YL THBEINTNHRFEDEL Y
T4 TN XLOMEFHEERIRA LI DO Tholz, REEOFETIE, HEOEX VT 1 218
ERT LB ICE S ANHETIEE UCRERHETRXNEHWDAERGRIES AT A& xR E L,
Z DML TN T BRI O TEMIIZ T o 72, & 61T, DEHICES < ARREES Ao —fF]T
&% GMM-UBM & REG SR LT, ATR Z2HGEE &7 —F N— A& W e UV 7 2R
fliZATV, 2 LW EERGEERR Y )8 0.9% DG v AT AZxt LT WAP 28 60%LL EOfEgEC
WEBENAREIR UV T BT D 2 LR Lic, AR TRE LUV 7 HEBFIEZ, LEERZE
EE SR E U CHAT 2 AEETEIE TN CThHIVUE, EOLIREX Y T 4 ICHHEHANAIETH D |
L. ARRENND Z & TS HIZ MR REMRGEIES AT LD TN 7 ZEMFHEFTRE L 722 =
ENRHIFFTE D,

1 T T WAP L,=64 eeene
? WAP L,;=128 -------
WAP L =512 ——
baseline L ;=64 ...
01 2 base"ne LU=128
baseline L,=512 - - .. .
001 b e, k
0.001 | 4
0.0001 o
1e-05 - P | a Pa— | a P— | a Pa— | " FE—
1e-05 0.0001 0.001 0.01 0.1 1

FRR

X 5.8.3-6 GMM-UBM &E&EBRAFRICKT D UL 7 HBRERER
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5.3.3.3 HWARFBAEILE DOHEFFIEFLMF L

(2) FFIIRFR AL [ o ags 112 B9~ 2 TR 5

FHRER GIELE O 55 PERTAM 1 BE 9~ 2 B FRIZHEACOBERRAE & Hl LT/ 2203 | AR I3 AR & ITHFZE
BlHEz >oH 5, REHLRBFFEHEIZIE FIDIS(Future Identity in the Information Society). 477
TERY, BURENL KT, EEHENREGHETNE EN, £, FOBOMEOEHLEZX 5 H
#)C Idiap AFZERTAMAERIRT — & ~X— A 2 A0 L T A, ICB2015 Tl A faEH RO It 2 B
THaALRXT 4 va N TFESNTWD, UF, TV TiR~S,

1) FIDIS(Future Identity in the Information Society)

WUIRT AT T AT AETAT T AT AEERED L HIC (LV) A¥Ra—nr v OfER
HAEERBISEDL LN TEDID~OHEEED D Z % BN E T2 EU OEFRFEMKRTH 5,
2006 = 12 A 2317 S 7= 3CE D.6.1: “Forensic Implications of Identity Management Systems”
IZBWT, 74 LYy 7 OBLENSD ID BHEIZOWTRAD & &b, ARGRAET /31 A D]
R, O OMEFIHEOH & LT F LOFEFIZREEZ LAR— 15 LT D, USRI, 2008
E1C FBI 3238 C/ERK & L7z MITRE TECHNICAL REPORT[16]NIC b ##i ST %

L 7R— bk Tl TechSphere 110 Identica Vascular VP-II Scanner (Z%f L C., #E D FOHDE
Hiefpg L, BBLEY 7 by =7 2 VTR 2 — 2l L, REOFOY A XI2hbE
THBRZEBGORE S ZWELIZOBHRS 5, @HEOI A T T LIZ S WEIRIZOW TS
ATOREE—FR (FA hvay ) THRIET D, 20X L THRGSZ#IRB O T 21X
5.3.3- 7123 d, B S N-AEIRILX 5.8.3-8 17T &L 5 12(a,b)~Xy bR ML 11 CTHER T
5. b L ide,d TR T THRT 20 2380 TEBRMTON TN D, [FRSIEER X4 KR
BERE 2 B akiy & FRATFICMNLAICRETE 2D T, TN TOREICHOVT 2 Y DFERNPTHOIA T
%o FIDISOUAR—FTIXZDOHIEIZ IV 20T LIZRETh o7z Liffamll T TR0 | AR
PEREA S LT 8 TiE, REZEEITAFIR & AR Z XGICEF°, Xy bR MU LAFRENSET
b (X5.8.3-8) bFANTLEMELTWD, SHIC, ERaEEZ v F LIEGETHRIC
FIRI U 7 B8 IR CRB Gk L2 b OISk L TAEKRTRAICHRI Lo, FLAFREZITANTZE L TY
%, (¥ 5.3.3-1)
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(a) Identica Vascular VP-II

(ORERESEEIRNIEE:

Scanner

X 5.3.3-7 FIDIS Li¥— MI5NIZR T 24 EFEHR EIR) OBE & AFEIRDIER

(a b)FIVRH L 72 B 2 K b A3 Lo, (e,d) FUR L7 Bifg 4 RSB 0 1T TR
X 5.3.3-8 HA#IROIEBT

X 5.3.3-9 EFEOITLER MLICHESE L THRTR
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3 5.3.3-1 ERER

B GREF O RS kD BEIRIC X % PRRARIC & DB 2 ERIC L DBE A ) oo
R BRANESRE R BRANESRE Bk - RE iz X sBAE MRz & % @A mH
Off Off successful successful successful successful
On Off successful
Off On successful successful
On On successful

2) dbH TR

677 TH#E KD Wang & Zhao[1711%, FOH OEARGEIEIZI T 2AEMBRMTIEE LTy — U =4
#il SVM (Support Vector Machine) Z W5 FIEAREL TEY ., 45 OAKBEI TIEOFAR
DI DI E R Z W T a9 Rl 21T - TV 5, EERTIZFORFFIROTRIMESG 10 x5 HE
A#c7 U b L, Bl 10 #aEmikic 7 U > b ULz B¢, EamikicEIR U 72 §0UREHE: . 245 R
Hifg 10 UZEFO A LFRENSEIZ LD LEFOALFRENSELbOZ, £ £ 10 ¥
TN oD EGR BT L, GFF 300 Ko ERIREE 2 1ER LT, 200 &8O L AEFRIRO AR
Wifg & e 2 R AEIT o7, 22T, BEAMICT U > b L2 b D 5.3.3.10@IC7 T & 512
Bt U TR Z BRie TE RV TR L T D,

M | RcEE
CI[]I':]-

(h)
%ﬁ%®w@~@w%m@%t/%—vmﬁbtw@@~mx@)5EmﬁaﬁaLﬁ(o;$@nA$§«D%
FOTLFE (o), ), (@,h) 1ZFNZN FBEOZEMCRIET 5 1 v —BSE &

X 5.3.3-10 dbFHF TEKZRICBIT 5B RGRIELEE O Mg -5

ngkﬂwMHﬂnaa&nmﬁﬁiﬁm\:ﬂ%@%%%@ % & AR RERESR I 2 E
T7— U A ENT S Z LI R0 KA & &R TG DEW A S D Z EIER L, A
ERFIZAT 9 Z & 2B L TV D, FRC, RE R CTIIHREMIC X 27RO W DEN S, &
JE e BRI C I FRAR D BT & AEARFRIROBARDIE VAN TV D72 L LT D

111



10.
5- '
0-
5"'{“% -
g
100 1op 200
Rubber__thick
0.0 L 10- i
5ot © A 5ot .
o b =
VS-M”F‘.--:"“‘ r 5 - : il
300 5 : 300
20,0 100 20 200400 100 200

Aef L R OO A B RIS 0 S R RS 351 23 D 7 — U S RHTAC 2 B B, JE R B R C IR M T & B ARAMR D
WA DN S A C IR R TIROD HEB & AR EHIROBR OB BN TV B L RSN,
X5.8.811 #ikE (E@) - BEg (@R, EIAFE BIL2FH) 07—V =@

5.3.3- 12 TR T L H 12, @D 7 — U =M% OFRRIBIG & (4 ERIRIE 5 O (K8 R ik, w8
WOZTNENEFEHFREICLY 2T my b LIEpfE s & EEEFEROE FREICLY
I A FARIC X D AFIRIEERE FTRE7E 28, BmARIC FIRI U 72 (A58 IR & SRO /3R X E 22 0 ARk & <k
MNIREETH D Z EPRENTWD, —J7, (b) JERE I & I i ek, R Ak, v J e £
BTy, FNENOEFHRETIRITICT Ry FLIEbDE LD & FlRE AR (FEK, 2
IAFAE, W LT ONAANE L < BEL T\b, Wang & Zhaol17lix, 2@ 3 KILDOfE
AT Z R 7 R L & L C SVM(Support Vector Machine) Ttk 245 2 L #EL T
AN

- Live
Print
Rub__thick
+  Rub__thin I

High Frequency Block
LS ]

I:15 4IB Eln 5.2 S.A SIE SIB EI» 5;2 6.4
Low Frequancy Block

7 — U SR ORIRIEN G & R G ORI R, TR A R A AR R Ak, R AR, S R AR 43T

BEEES O ZNENADEFREICLI Y Try ML ZAENOEFRETIRTICT vy FLZbD, #IRkE 7

b D, LTI L DEFIROSMITIHEL THWD2, FIROSAAA A K < 3L TV D,

A FIR U 72 (5K & SR S04 T H 22 D KE 0,

(a) 2 EEOAREBROE THREIC L 557 (b) 3 FEEH D AR DEFREIC L D437
5.8.3-12 AP K BEIRE DR SIRE NS5
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3) HEE N7 R F[18][19]
FRIEE N, RO 7 N — 713, BEIRERIEY AT A~D72 0 T F LI IR B2 M55

g5z eaBRE LT, HEBIREREES 2T LZHR LS CRVWBERIRDBE SN DD E 9 H,
FOBGE SN 5HE, FUEmH 5 WL ORSGY 2 3R L THRETE 20089 hEERD
IZRHI LT 5, BERIRE L TRIB, =R UfE+ A LEASEN8NCI A, 77 A REERE
E=— T 2 — 7 EI K VAR LIRS, eEmRALEGRE R Ot =— 1T — 12 k) L—
W=7V & CTHI L 7o & $eAaA A 721EERIR(191 2 W T EBR 21T > T 5,

() KABEAT 4 vV (b) =HEF M5+ AN TEH
X 5.3.3-13 A&k HI[18]

EEZEoORAM
ﬂﬂﬂﬂﬂﬂﬂﬂﬂ i 7 94 K — ‘0.0.
Eseem— &
_ — ‘0.0
‘______.-,--7 — "‘:’
E——————— *
‘ — e
® (o ! ——— :’:::
F—TTRY 1 — SO
ﬂﬂﬂﬂﬂﬂﬂﬂﬂ i) E—n—— 0‘0'#
REEEONITM ] — 5O
(a) tAfRORERL (Wi X]) O AFEAROEIR S 27—

X 5.8.3-14 {AEBARDOER & E~DHIR| & —[19]

WL 7 N—7"TIE, BEFIROIETRICE DX 2 U T 4 fHETIEEZRD L 572 2 DDART v 7
RISV L, R 21T 9 2 & 2REL TV D,

551 BB - AEIRRRGEY AT MTAERIRZ SRR L,

A) BERTEDME D

A-A) BRTEIGE, HERRLTHRETE 0 E )7
IZOWTHIRD
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02 B . AERRREE Y AT MTBERIRZ R L

(A-L) HEKHHTHRAETEZDINE I

LA HEHSEREL, TA MK TRETEE01E I »
IZOWTHRR2

RRRENLRFOME 7 N—7 12 KD EHE, 5 1 EBEORMEZ x5 s L, AR COREEEE
HROBFELRRIC L 2BENTRETH L Z a2 L, £20 0N m—2 g VAN =B 0%
HIRCH- THHRANARETHD HETRLTWVD,

4) PEEBANRAAFIERT. K7

PESEHATHR AR EAT R O R R OBSE 7 )L — 713, 55 IRGERES A T LD 7L 7 BT 5%
HEEWETET 52 A HE LT, YV T EHIREIERT 5 2 LIS X BTG 21T 5 %
Br[20] 217> T\ 2%,

R 2 oL 7 A ERIR
5.3.3-15 U7 BFEIROBREER & B#RY 7

SR TIIAERFRFFIR DI ARV EHEIZ X LT UV 7 aHIRIC L 2 REREOWEZTT> T2,
TV EERIRIT, EREZRET D700 T LRO LISHENAAT T AT v 7 A ER TR E T
L. UAT7EER N Z = 2RI L7 OHP >— &2 0 FICERTHER S TWD, Ziud,
B CIIMRHEDOIRIE DS /) A REINT 570, AT 7 AF v 7R EFIRI L7z OHP v — ko
MABDENRRWNE LTS, $o, AOT I AT v 7 RITH &2 I 5720, T LI
GENDRERXIANCLD /A X BWITE D L LTS, SBIT, FBRCITFFIRGERELEE O
%3 e % 130dpi L AEEL TV 5,

ARTART0 N5y 280 V-2 T & )V 7 (EEIR 1Y > 7V OBEIC L B A a7 454 %X 5.3.3-16
T, UNTDRAT oM (Fk) BARNGA GR) EfASA () OFEICALE L, &6
RTRZADBELDZ L EZ R LTS, EER T TU ML THEHIRICE 5720 3% LkihfeRI%
BO%FEE LR SN TV D
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CokA ——
T
[y —

H
80 100

HERERR 70 A5 280 o e I 7 AER 1 o TAVDREICE D AT 54, UV T DA T4 (5 BAAN
A GR) EMAGA (F) OFRIMEL, SVHEETEZANELD I EERLTND,
X 5.3.3-16 EAEEKE VLT BEIRD R 27 HFh

5) Idiap Research Institute

Idiap Research Institute /3 EPFL(Ecole polytechnique fédérale de Lausanne) & ¥ = % —
KFAIZIBT DAL ADOMFEEEICTH Y . FP7 ® BEAT(Biometrics Evaluation and Testing) 7 &
V=7 b wt 57 EARRAED L EMERHEIZ BT 5 ML A RIS HED TV D,
Fi ik D 22 2 VEFEAR OAF 98 2 e tE - % B 19 CTIdiaplZVERA FingerVein Dataset! &\ 9 4 FRT 110
ADWFAZELIEND 2 B DM L7z 440 BOFEFIREER DT — 2 ~— 2 Z 8B L TV 2 Al
VERA Spoofing FingerVein Dataset &\ 9 Z4#7 CVERA FingerVein Dataset 7> & {4 &k % 1ERL
L. HELRINE Y — TS Lo BiaRikeE 2 A LT\ 5, #ikid. VERA FingerVein
Dataset!Z & £415 50 4 57 DFHIRENZIZ & R 7T LSEHAG, 2 A ABREZR & O i LT-1%.
(D A#B0g), (20HPY — |, (8) mifhEMk(200g), (WHR—/LHKICHIRIT % = & TR &L, Zh
IR =TS T 5 2 & THEF 200 O B & AFIRE# & L TER L TWD

AEEROFIRE B RFFIRE &
X 5.8.8-17 Idiap OEEARK CMBIEEIRT — & X— X DHE/E

6) ICB2015 — 1st Competition on Counter Measures to Finger Vein Spoofing Attacks2
TR 27 422015 4F)3 HIZBAfE S D A A X b U 7 22T 2 EHEE &% ICB2015

(International Conference on Biometrics)(Z it T, BEAT & Idiap 2MAfREARIC L 5720 9

1 https://www.idiap.ch/dataset/vera-fingervein

2 http://www.biometrics-center.ch/testing/icb-2015-fingervein-anti-spoofing
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FELEBRMD AT 42 a BT D TEIC/R>TWD, a7 ¢ a0, 30 A4y
DELANZELRR b4 2 5T O8I LT 120 oA KEIRE . 2 6 ORERIREIE 120 2D
240 BEBFAE ML —=V RO 2By NAB L, ZHETCICHEEN T LI ) X A w7
L. s h77 3 ) X a0 LTHEE Lz 50 Ay 7 2 FTF—4 k1 v b 200 #x
AT D LT, ARERIR & AEIROFBAIMEREZ 5 5 FE TiThi D, 73 Y XLAOVERRIL,
BB T — 2t v b TRFEIRORZ AR & ARBIROBIEGEN —BT 2MEZEEL, 7 A
T =%ty b TOBEIRORZ AR L AKGFIROPIES L OFE)HE (HTER: Half Total
Error Rate) THiiiL s,

B.mm Partrirs AfMilEes Spomion PRSI FMauite  Aboid  Pres

tl;unness

ICB 2015 - 1st Competition on Counter Measures to Finger Vein
Spoofing Attacks

X 5.3.3-18 1st Competition on Counter Measures to Finger Vein Spoofing Attacks
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(b) FEAUZ I D22 MR EAT D

ICIEBEICHRRGRAR 2 E O Presentation Attack % & 0 7= LZaMFHIIZES T 5 PP (FSDPP :
Fingerprint Spoof Detection Protection Profile) %17 L. 2013 42t FIZSERKIT T Common
Criteria (ISO/IEC 15408)IZ 35 < #3E% 5 2 TV %, Ml Fraunhofer #F %27 ? Olaf, Scheuermann,
Kniess Hl%, #BAEMIE DN S EFIZHEL - Tk NIST 2 FMT %5 IBPC2012 (International
Biometric Perforamance Conference) |ZFEEGEREHEE D2V 4% L O #EME%Z Common Criteria
BT DBEART v v VISR Dia (221 2RI L TR Y | T FRIRERAELE E DK B AR T
YUXVEHI AR B 2 SO TFIZe D EEb DT, LTSRN T 5,
ZhuE, 22N SN TV L HEEY U —Th Y | FHHGRIEEET (720 3% Laksh) &k
T HDITIE, MAEREME S ), T — EOBRREIER A S | R E R o E Ko
I 1. THEHGE DL AL D | OVWTNNEITO LERH Y, S HIT MaEREE> ] T

(7204 F LalkZh) 2T 2 720id BRI IR ES5 ). [SERR a5, £
RRRIEERE Z LT D) D 3 D22 TERTILENHDH I LE/RLTWD, w22l TIEZ o
PN AEIEDE N 4 DOBEZER, TNLENOHBERT v V2 i L T\ D

B3 E LY
OR
. - rvH— D L7 2R WA D
OR OR

HENRELR wALAEAD BRI
AND ETHAERT  EEERT AT g

REEDS  WEIENE R P
mRERS  fFRTB kTR LT 3

5.83.3-19 fEBGREEOKEY Y —

1) MAERAEIERT D) OBBRT vy L

ISR VERL T D BRICHBEF RO b LR &2 BRI E 2 27201, w22l ciEr o4
JVRAF S AUV HEROE R )~ b YA LRI IR TSRO E/ED | A95X08T7F 0 R F v X M
Fa MO TRERZIER T 2 7 R 2 ETT D DICMBEREERT Y VEaBZEZTND, &
SIZafEdse. (1) L—F =7V X THIRILI 7 + b~ A7 Z{ER L, (2) 74 b~ A7 Z&ki#
{ERBIR I AT S CTEAMIE A RIS 5, (3) (L L TV ARWES 2K THW IR L. (4) SerE{bisiis
ORI A FEFRM 20 LiATe 2 & TRIERRDMER S 115, #wmX[22]TiE, Common Criteria Ol
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TFEICHE, R T v ¥ )L & TR (Elapsed Time) . #W#i% (Expertise) . Zik (Knowledge
of TOE: Target of Evaluation), B2 (Window of opportunity). & (Equipment) ¢ 5 I8

BRMF R TRHE L T %, e BAIE TR Z AR L T8 7 F &2 LIATIERIZ OV T,
T TEBLNIZE T LA A, BEICITRMALNE (35 Tho ., ABEHR oI Emk iTiE
(0 &) THYH, WOTHLEMARE (0 &) THY ., MEELBIAEZ: & O A DOFEM ZHi 2 2 VBN
b DI RPBIEE LB (4 05) ERHMEL TRV, At 8 RTHEBART ¥y /LTHA (Basic) &

P LTV B

74 bRRY SHRE A s e
55, B35
e T A
Attack Flapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential
TOE tunity Sum Rating

Fabricate a dummy

from a given 1 3 0 0 4 8 Basic
fingerprint image

X 5.3.3-20 AR OER T 0 26 L WBRT V¥V

2) [ERBRABEREZ ML D) OWBRRT vy L

A RBRABSRE ORE SN E O T IEIE, B2 U T ¢ SCMR#EO B TEFIIMBIC SN TR
D, WERE O L TOE (2B 2 ik A AR ESAE O WL O BUE ATREME I K & < 8
B+ 2%, TOE I[ZBT 2 ks D 2 & A RBOnEE 2 b4 2 TE 2 BRI DI 2 Kaki 2 224
5ThAHD L. BHRICED > e X —NEOBIRE XA S A RRMERE L B TE 5 LB X
bILD, BRITIE, AERA M L AR O ERICEN T 2 5>, 258 2 8E U CARRBAGE & 74
TOROWTNLRRLETH D, [22] IR AEMRBIBERE 2 AT 572 DITIE, Rk @ 3 B
272D EBEZDONZETHY, HENEE T CRTNVEHEBES ISV EEZ2 N5, B, 4
RSB I I Z 5 K D ICRFFENTNDHEEZEZLNDLDT, HYREVHERT v ¥ /L
WROONDEEZDLDONRZETHSH L LT, BFF 22 M THEBEART > /LT High &FFli L TV
Do

Attack Flapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential
TOE tunity Sum Rating

Circumvent liveli-

ness detection 4 6 7 1 4 22 High

X 5.3.3-21 AEIRBOER T 0 2 L BB RT %V
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3) IR OIME1GD ) OWBERT vy
INAT— RELRRVIERIIMEIS N TE LT, W5 OAETEO R Tl 72 DR ) HER Y
DT ENARETH D, Lo, BWEMEE DI TROWEAITIT, BREIEND D Hos @
BOWMERD Z LITME TIIR ., BRED DR E BT 2 HiisRko o s Z Liamx
T, FRCRBWERE B ONOHBESIIRONTEY . ZOURKERT 2 v L OFHRICEE 72
RA L MTeDZ b, w22l TRz b2k L, 14 /S THEART > 2 ¥ /LiX Modearate
s <Ml LTV S

Attack Flapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential
TOE tunity Sum Rating
Lift a latent finger- 0 3 0 10 1 14 Moderate
print from a
touched surface

5.8.3-22 [REEELENEED] OWERT VU ¥V

4) T FER BRI 2 5 ) OREBERT v v
EAICANZRATHENEIR R T ARE (B 74— FEB) 2525545, 1720 3F Lk
Zh] 1ZiE. TOE (2B 2 Mo 2l T B 2R S AR E O AZ AR (FAR) (ICBE L7 = X b2

D, AR U 72 NOFRRONERGRIEEE IS T AN OGN D HERBZNTHMILTH Y\ FAR
T—ETHD EET D & MR 5% LT+ % LIS T 5121%. N=loga-rap™@ 09 \LL k.
ZIETOMLENRD D,

RIZFAR % 6 X104 425 L B2 AEIT 5990 A7, 1 H50 AZENELTCH 4 4+ ALK
FORMAESS, 20X REENDS, w22 TCIE Pt e T 4 — NEBOKERT v LR
Moderate 7% High &7FHliL TV 5

Attack Flapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential
TOE tunity Sum Rating
Use areal finger of
a biometric look- | 13-19 0 0 1 0 1429 | Moderate
. — High
alike

X 5.3.8-23 [ElIzi8E R OAEBIBREE S | OWBRT ¥ IL

(VB REEREIZ I 1T D LMo & 2 7
HRGEREISE TR T 2720 T LU TS, fHAGRIEEE IS T 2720 7% LEB L RMRIC, #
NRGRAEDKEEY V) —Z B X 5 Z LN TE %, FHIRGREIZAEN DIE & it 2 & e ~F 7 1 B3l
T EWINT 2 Z L 2R LA KRR TH D Z L0, B0 X I ICHFEEREOT TR
BRI E D Z L id7a <, Ul U CHERB 28 5 L BREIC M B iRt E NG S e b Lotz
X2 VT 4 EORRMNARIHD > TWD, WS ONOHE BT OKEY U = bS5,
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&Y 5 LAY
OR

iRz 9

RERRENS  Awie i

OR OR

BWENRELH VwWALARLREAD >< &%g?ﬁﬁ
%

AND AT2ARET  WIRERT

wiEEiRe AR
BRoiR “unr e

X 5.3.3-24 FRGEFEDOKEY V —

HRGRRE DR AT (BB RE Ok Z ST 2 ) BCENESGRREIC N TE LS FHEc 22 2 &

2D DT AR TR EGREOFIREZIIGT 5 2 EDHBERT Iy VaELZTXETHLN,
THVE TSI LIZWREBNRIE & A DY TRFRIRZAERCT 21 BT 26D TH Y . 2of BSI
D3BRALAE U7 AT xR+ 5 77 7 > a v 7m 7 7 A4 /L (FSDPP: Fingerprint Spoof
Detection Protection Profile) & MAFRIAIERT 5] OWEESIZERZR ST bDTH L Z &
5. BINOBEAEDOHIEERIMAL I & DB MEZZE L T, ALEFEFEMREF CIIBEIC KB RE O
ARADSEF STV D ERE LT BT MAFRIREZ BT 51 BOBIZE R ARRY | SRl <7z BEF0T
FEDWERT ¥ Vst Z LT LT,

DFIDIS OWFEBN kI 2 BEAR T v v LA

FRGRREEE 22 T AN DN D AR Z VERR T & 5 720I101E, FIRGRGEEE B A R 2 BUS 9 5 IR
AR L, B =R E KT ERUVAFRIREZAERT 2 BERH H, ZHITITEE DT
IRIZ & WU S D IR DI ARIMRT A T THREZ L TV D 722 EOE LA R AN LB L 12 D,

Fro, EEIIAEZE L OUFRICIER S N EFIROBG 28U L T D720, FEE OIS 7
AT U T AR T ERE i 2 Bl 2 R B D, 25 5 DAFRIRO VBRI 1T —E D 2k
£ & TOE ICBT 2k bind LEX D,

FIDIS @ LaR— MBI 2F5EF1[15] T, v—F—7U & Tl S 7 — U RRICEIRI L, T,

Ny MR ML, Ny bR ML+ T AR (1 ) (ST TRRT DB EHRE SN TEY,

PEEG L RE CRARIRZ ERR CE 2 Z E MBI O X H IZRE Lz,
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Attack Elapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential

TOE tunity Sum Rating

W+ FL L 0 3 3 1 0 7 Basic

X 5.3.3-25 FIDIS OBFEHI[15]1zx4 2 BB RT v v L RE

2) At LERFOMIHN T 2 BB RT v v Lk

b LEKSFD Wang & Zhao OWFZEFI[17]TlX, L—Y—T7 VU ¥ TR N ¥ — 2 & B EHK,
EHICHIRI L C, ZhzBEEROFICRED 41T, FLAFR (B, #) IChSETREIZRRT D L
WO TeWEBEZRATVWD, Zb T AFRITIBIFEOIFIERERM L2 b D TH Y | FEROFIC
TV DI 2 L THEREORFENOREONIZBRITIEB L TSI HDLEXL2 D, b
S RFIROVERIZIE—EDRBREE & TOE IZBT 2 5#k13 RO b b LEZ HD, FERICHFEH

IREE AR LT, RO R CRFIRZ/EN TE 2 2L BT O L D IZRAE L,

Attack Elapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- | ment potential

TOE tunity Sum Rating

M+ TLHFE 1 3 3 1 0 8 Basic

X 5.3.3-26 Jt5TE K% Wang & Zhao DAFEHI[1TIC T 2 KERT ¥ ¥ VIRE

3) MUEENZRFADHZEFNI R D BN T o v VidE

IR LA OB 7 L — 7 ClE, Rk LT (IR O FS HIR R
B AT LTV B (AEIR S LT AR, =K 3 SIS & A TEHIORA

Y AT AA~DBGF - BAEITHD)

W2z, AMED R
HH T ARRERE . BHE =— LT 2 —T7 &KL L, E=— T =7 ChE L IEERE L,

L =P =7V o ZTHR S Z — > ZHI U722 SRR ORI E N T —7 T A Z 1Tk LTK
TAZHE O AT TR LTV 5, BEEIEIRD S 3E B BRI DOFRIC X DY A £ 58 L - A5k
AR L CERY, —EORMMEL TOE BT 2H#ARDONE EEZHND, ALEACZR
FUBMEOIREMEFIMT 272 E, SRR LREMBHNON TS Z b, T XD ICHE
L7z,

Attack Elapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- | ment potential
TOE tunity Sum Rating
FoAl, AL E Enhanced
)\Jfé @b'ﬂJ-;:? gﬂ\gﬁﬁg 2 3 3 1 4 13 Basic

X 5.3.3-27 HERESNKBICHTAHERT vy VRE
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4) PERETHTRARIZERT, FRKFEOIFFEGN ST D HEERT v v Vit

PESEHATIR A BIFERT & h R KRFOWFIE 7 L — 72011, FElCiR 72 X 518 UV 7 BB D D
LR E LIAEIROMER 2R A TN D, 7L 7 BU T B8 G OFRIE 2 B 1o 0 4
FULICHKRIITDZ L2 BN E LEKRTH D00, [BUEGGE OFMRIE H2 BT 5 ) Boicxrd
D= ODBWET T a—FITHH S, VT EIRANZ — 2 R R D BOREO E R IS E
DEERT v 2 VN GERAT D, L L, —BR ARSIV UV TR Z — A U F—F
FNETABRINTZBIC, T R —ROKBEE P MEFEIR (VL 78R oY T NEERT 5
AL (MAREERT 5] IZENT D70, HBERT v VETHMEL TBLERH D,
20l cix, L—Y =7V o Z TR V7 3% — 2% OHP HMRICHIRIL, S AR OHT T A
F o ZBICHMF U TER LT D, ZAUTEERESLIED & O OILH I L 2§k S 2 — > Dk
FIPER AR L TR Y . AEIROERICIZFEERIC TOE (2445 —ED Mk & N b L bh
HLEZOND, 122U, —MRARIERE L IR ORI TR CTE 5 2 &b, WBRT vy
JATLLT D X 97l L 72,

Attack Elapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential
TOE tunity Sum Rating
OHP, T4, H7 7 :
R F v ¥k 1 3 3 1 0 8 Basic

X 5.8.83-28 PEEENRAHER & FRRZOHFEFI[201ICHT HHBRT v VERE

5)Idiap Research Institute OBFZEFNIZ 3T 2 BEBEART v v L

Idiap CIXFRIRIRECEEE % B IE L CHUE L7z 50 4y OFIRERIC E A 7T KWk, 2 A XBR
R EOMB A L%, (1D E#S0g), (2J0HP > — |, (3) EMEMK(200g), (4R —/LiikicZh
FHIERIL, 2 & FEIRME 9 —CTHIGT 5 2 & CHFF 200 H o BG4 (A#FiRE R & L CE
L TARLTWD, I 2 CTIIKBEGSRE OFFIREG 2 BF LW BEE N e 2 7T LM b,
A RBpFEde E OB AN LT AM, OHP > — MEICHIR L, FEBRICATIRE 1ERT 5 72 0 OB R
TV NEEZD, BEARNT T LNFHES ) A XFREIZIE TOE (2307925 —E O Hik & Bk
HHNDN, —RARIERE & A E W TERTE 2 B2 60, 202 b, WBKRT
YT VITEL RO & O IZEHE L 72,

Attack Elapsed | Exper- | Knowl- | Window | Equip- Required attack
time tise edge of | of oppor- ment potential

TOE tunity Sum Rating

#%, OHPZ%: 1 3 3 1 0 8 Basic

5.3.3-29 Idiap Research Institute DHFFEHIZX T D HBERT > ¥ ¥ ViAE
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() FFIRFRREZE & O 22 MR DM D 5

MM CRAsA &7z Common Criteria (255 < FERGRRELE E O 22 2 MEFHE(FSDPP) TlX, [FRHE AL
MO A SD | RS 255 L7V Cooperative (BEERIGE B /10072) M FC. BB
FHORMEBRCHBEENETND Z L ZRiRIC LT MAERBAERT 51 WBRITKT 2 8GR
4E D Persentation BEEIIX T HIMED A ZFHMI L TV 5, ZOFEHIHES T, HARGRIELLEIC
%19 % Presentation BEIZBE T 2 BERRMFTEHI OB R T > o v /WL, B IRGRREREE O FHIRS 5
EOFR XY — o OIFIEEEIZ R L T E O & AR SV, & TOWFESE| Tl A S
(CHARIIRZAFRLCE 2 2 &b, BBKRT v ¥ /UL 7~8 @ Basic ThHD LFHiliLiz, D&
5, BEFOBFFEFN T BRI B 72 Presentation W L7172 <. AVA__VAN.2 ~OfiittE % 5Ff
CIFBEERT X VN 50D 6 FRER W, CRMERKBIEE Y « KETLIBER LD,

Iz, 8D SV v F | BN — RO L e O REREEE (Specialized, +4) & I L
TTHRBENEEND EEZOLND,

2. FRIRGEREIE. BB RE OFRIRZ 155 O EE L2 & M OFRRE T U D HE R R
D—2>ToY , Cooperative Fef: F COFHMIZITIFLENEDE S 2+ FEETERWERH D,
77U R—7 7 —5EET D Olaf HIZ X HamsC[22] Cld., RS DIER AL 2L ORE
T v x V& HEH E O Moderate LRl L THB Y . WENGEHE OFIREZ G2 2 & OWEERT
X NVEEICEWEHEE SN D2, BT L BEIGEREREOAROZ 22T HE TE Thand
EDI D w5, HEIIME & O EHINEZ ST RN ORERIE, M LS LT AVA__VAN.2
0 bEWEEETARRREEE OZ M AL C & 2HA DG b LETH 5,
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5.3.3.4 Mzt ARSI BT D A
(@FEEMA R > b & AW FHlBR 5T O fEE
WadatERFMEBRBE ORI B2 0 . B h— L T3V X L% G = A RGERER S O Ma PERTH 1
BT DFMEAFCOWTEI T 20N H 5, AEEIE, £T ZOFMMEMAEIC OV THREF L, kO
3oL LTELD,
DL FH IS fEME
ISO/MEC 19795 Partl Annex.B[1] TIiZ#tEH LD 3 OIERI(ZEEE n (2% LT 95%5 HEHIX
M 3m TROOLNDNHEES L T A MU T AHOPREENTEH SN TE Y, 0~0.1 %O{EFHIXH
ZERE LTz AU, 3000 BIDZEE NI L 725, MEFIHERHMIZIW T RIBRIC, HEFHAEHEEMED

FWRER 2GS 12012132 < OFME 21T 5 BERH D,
2) RS R D FFBLME

WEsaPERFAM 247 5 BRICIFRHILE \MRAE L7, B3RO H 2 5k TR 21T 2 BER D 5,
3T #& SR DA FENE

WaFg MR TR & 70 D BOBRE I ITAE A R L TR . 2D 2/ L2l 21T 5 LERH 5,
INHD 3 ODEMETE - THERE LT, Sl EMAEEN AR EEH e Ry M (T
#5.3.3-2 25M) (ZFH L. WMl AREOMELIT- T,

# 5.3.3-2EPSON C4 2R v M4

FEFEA C4
T — b 600mm
YA T NE A L2 0.37 ¥
0 IR U E 6O K +0.02mm
A K 4kg(Fra &
BREEATER Y ) gy —
Bt 5 ik ZR573
WEaY he—F RC700

X 5.3.3-30 wR v Mk BT MERE

(7£) &KX
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4 5.3.3-30 (ZHEEE L 7 Maga MR BR B A9, WedDMERblBRER I, 6 iR > b (Fl) | B AT
(HL). S — (). ROHIEM PC D 4 SOES BRSNS, B ATITE R
L7eWug e U 7 V2 A DTRIT L. 7 A ZHREMPFANICFIET 2 BiEmE R+ 5, it Shiz4
EWTNER e Ry MRV ey 77 vy 7 &, g0z h—IcH LT, HonLoREIN
TALiE, AR, RS TIEMICIRRSND, ZOB, FHidRO® o —i3kkx iRz F> 2 L &
MELTWD2S, 6 iRy P& Mg 2 & TEHMERTER O =125 LT h @22 IR 2
EYOTRRPFRE L I o7z, AHBITATHIEREE 2 W 2 fEsatEs i 2 O TV FETH D,

(b)OCT (Optical Coherence Tomography)

FRETEEREOWNI A BIET D HIEE T 5 Santec 4D OCT (IVS-2000) % VT
FRIR M OB ERIROBNE 21T > 7o, OB Z LRI TR LICERIN 7 4 V2 2@ LT &L
B AT TR LT A ROFIRMEIZ e 2 N7 T AEHALLERYE | Bk 7L =) X A CHlR A 58
LTW%, ZOEBEZEBEMKICEHBILZb0 (¥ 5.3.3-31) ZHEFO T LFRITEAIZAEIREE
p L. OCT THIZ LTz,

WBACUCHIR L 72 R, X 5.3.3-310ICRT Lo Icb—HF =7V U X DRI I D 1 —aR
v MDA LT S, OCT Diigsh L — Y — K3 — AR b — 2RI S D 72 B

DINCARE TR D 3 — U RSN D, EHI2, X5.3.3-32 17T X2 ICHFO T LAFRZ
AERIRZ ERI U 72 Ml ik 2 e i e K 91 L CHERR L7288 ke OCT T LEZbLox K
5.3.3-33 IT/R T,

4 5.3.3-34 (TR LT KD OCT B & 1T B2 HR IR (RO N Z — 0 PN T LAFARREIZH B
L, OCT OWEBIEZERRIZ LY | FLAFR L T@oORHE, FL0FROES | HiEK Eoh—R
N =S ER T DS S Z B Sz,

(IR EED PNIRBLEZ AN ATHE 22 E S B 12 X #R CT =° MRI (BA&ILIE A A — 0 7)) HEENE S
NTWBHH, X CT 1A E D K5I R EAE AR O—ERITAE 5 (A3 O R~ FA AN L
Z &, MRIIZ &V AROEOCEE OB N TTREZ NHIER L OCT LE_TH DL Z RN,
ARIORER LD | AAFIRD & 5 (SSEIRHEIE 2 A9 2 8435 AR D P IE O RS R I E 28 I B2 5501
OCT 23> THZTH Y . MORPEFEITLE_RTHERTVD Z E MRS,
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(b) FIRI L7148 Ak> OCT 12 L % 2D #is

(a) @A EIR L7 1480k
L—HF—FV DRy "N EEROFRmICHERTE 5,

PR THREE LT R O B Ikt 2
A 7T NG ERd
7L =) X5 TRk Z 587 L C

Wa,
X 5.8.3-31 OCT BEERIZH VT BERIR (EEAkIC L A A3 IRER 2 FIR)

5.3.3-32 OCT BZEERICHW-BEHIR (FERKLEFOITLFER)
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2 AFHEROBRICHFUA R ONDM, = AFE L WBROBERL, Hi2
HENEEEUC L 0 2 AT SOWBEUCEIR S 07 BRIRETHR O b o &
RBNDH =Ry F—OEHIMRIAIC LD OCT ORI L—F— 48
DRI S AV, B PSS AR BB S B,

4 5.3.3-33 R##IRD OCT #LEMK

RRE D OCT BIEMs . Fe £ O RRR R NI ORE N B SN 5,
X 5.8.3-34 f&#ED OCT Bi£4
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5.4 EFEHE(LIEE)
5.4.1 PP/HEE5MH: 3RS

PP & Jfasa i oo EFRELTEEN L, STz D> DOIRENBEEAL TV D,
(DISO/IEC 30107 Biometric presentation attack detection

ISOMEC JTC 1/SC 37 Ti&, ERGBGEHar ~D7e 0 4 £ LUERBAIC T 215 (L e LT
ISO/IEC 30107 'V — X : Biometric presentation attack detection DBARHEA TS,
ISO/IEC 30107 U — XL FFED 3 DD/ 3— Mpbif S D,

Partl: Framework (7 L —AU—7)
Part2: Data formats (5 —#JE)
Part3: Testing and Reporting (MEREFEAM & 35 D Fik)

AAEEE T, METaMERTG & R7 (1 BEE P ISO 30107 Part3 CEBHFEIH T 2H 542 AL LT,
LAIZARA - b L RTRfES N SC3T 2BITSM Uiz, B TIE, ERIIN D20 4%
LS EBEVERE DRl TdH 5 APCER (Attack Presentation Classification Error Rate) (ZBI9 %
BHERREAT o7z, B L <BE U2 5.4.1-1 1T 7,

1
APCER = max ——— > RES,

where AA4F is a set of artifact species with the same
attack potential AP. A4 is a subset of all arti-

fact species A. Namely, 4 = Aminimal | gbasic
Aenhﬁmced—basic U Amode'r‘ate U Ahigh

7 5.4.1-1 APCER OFEMR

Z I C, attack potential AP |Z 5.3.3 Hi CIll R/ KEBERT o ¥ /MIHHIE L TEY , 72L& 2013

Amimimal gy g RS % L3 minimal & 725 Artefact species ([ U A& M 1ER 15 %
WT, B D AR O VERL S VT AEY) OEAER T, MEROEE TIE, APCER [FH BN
T VDRI DR DO ED T A TR ZAT o TeBRO IR I OB e R 2 Al 2 6 D T
Do, R IR BUEBERER IR E DRIEY & W T B IS @ W BB R IR 279~ L O 72 386E
WA IE L FHMECE ZRWATREMED B o 72, £ 2T 5.4.1-1 T, HBERT ¥y L T EITHHE
LICBEE R D H b, IR KROKEMHF 2 APCER & LT\ 2%,

X2 VT o OB DIERDOFHMETIT A< KEE (RKE) 2ZET501 3L THD
LI, TNODOERIIFEMCEIIKMINDSZ L LleoT, 4% b, RHEAE & 7 30HE
OnE R R L THEBRL TV,

128



(2ISO/MEC 19989 Security evaluation of presentation attack detection for biometrics
ISO/IEC JTC 1/SC 27/WG 3 & WG 5 Tix, SC 37 TISO/IEC 30107 7' =7 FRFEL

724 g5 ISOMEC 30107 ~DHEkAZ B E LT, A¥ 7 4 BV 4 R Study period on Security
evaluation of anti-spoofing techniques for biometrics Z ki L THiz, A¥ T 4 U 4 FiZBW»
TIE. FA Y23 20124F 10 A 12 BSI 23ERL L 72 Fingerprint Spoof Detection Evaluation Guidance
2.1 ZFFERRM L, EE S PRk 26 42014 42)3 AIZ/A A A Y 7 2O Mag51 o FEE T ik imI B
T 5 W EAR Lz, Rk 26 45(2014 4F)4 A @ SC 27 FHRFHETIL, A4 T 4 BV A REKT TS
FTRELESTZ. FAYND EREFEICESFREEER ZRETETH L Z L WG ST,
TRk 26 (2014 4R)4 A RS CRAAIER A D TV o RS L LRUTBUEREA L oG, A%
ERROFHUEETHE ~O MO ATREMEIZ DWW T, WG 3 ENZEESNBIR L., EEEHI AL
T SINERE DR & o 7o, AN, IBUEEIE B 1L, PEEBMTR AR MER L TIRE LT,
FHRVEZETEH X, ISO/MEC 19989 Security evaluation of presentation attack detection for
biometrics & LT, 10 HDAF T a7 ¢ —2i THOL LT, SR (CIIPE BT G ZEFT O
IWHEEIEZS., £FEREEZICITT 7 2D Ludovie Merrien 23, FIVEustft L7,

SC 37 ¢, ISO/MEC 19989 1%, ISO/MIEC 30107 & DBIRICIH W THLAF 2T 5, Fik
27 4F(2015 4F)1 H ® SC 37 b L R&#HD WG 3/WG 5 DAL v & a 2R\ T, FEEBITR S
WHFERT O I EEZ 7S ISO/MEC 19989 OAEMIT#1 2T L7, EEEIG% Tk, ISO/MIEC 30107 &

EHEOHENME 2 MR L2 LISME, Bt~ b o,

TRk 27 (2015 4R)2 A12iE, ISO/MEC 19989 D% 1 {FHEFR A Lz, 2 1 E¥EREICx)
THAE= A L MEL PR 27 422015 49)5 HICBIfE S5 SC 27 7 Frak T S D, 113
JRZEIE SC NXLERO T AREETIZ. 2R LZ 5 HET MEORE L BROSIALETICHED 2,

ISO/IEC 19989 ® HiiE, & v —~DOREWIRR7e EDBEITT 51 (Presentation
Attack Detection (PAD)) #8ED CC 3l « FEREZ FIREIZ T H 2 & TH D, TDTDIT, HER
JERa v AR—3 2 F& CC/R—h 2 RUOVR— b IZx LTEFR L, EHIZxfis LT CEM Offi
TEETHIETHD,

5 HI Bk (Normative reference) Tid, /31 A A h U 7 ZOHFE L LT ISO/IEC 2382-37:2012,
CC 2 oW T d % [ERAEHERIAS Td 5 ISO/MEC 15408 + U — X CEM (2 DWW CIE[FIRRIZ
ISO/IEC 18045, A A A b U 7 AFEFDEF 2 U 7 1 FHEIZ OV T E & 7z ISO/MAEC 19792,
B2 ISO/IEC 30107 'V —X %ML T\ 5,

ML, ISO/MEC 19989 AR TITERE T, Risl BN ORERLOEZSZRL TV D,

5 Biometric product and presentation attack detection Tid, A F A FU 7 X BT
PAD #fe % & ToiRERE Ak 2 ISO/IEC 30107-1 IZHES W TiE®, TOE 7% Capture ##E & PAD #
RE7Z T 2 BTt & TOE A2 NLISOBERE A & 185512 TOE Z 53 L7z, TOE 73 Z D5 HD W
FTHNZE ST, BX =2 U T A REBEMEDILR = VR —R o PR > TRL EBEZABND,

6 Common vulnerabilities of biometric systems listed in ISO/IEC 19792 and PAD T/, 5.1.1
s BN A A A Tl ~72 ISOMEC 19792 233§ Mass PERFAM O & /34T 12255 & | PAD #FAli O FilH 2
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B LT,
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1. PP introduction

1.1. PP reference

Title: Protection Profile for Biometric Verification Products (BVPPP)

Version 1.0

Date

Author YAMADA Asahiko, National Institute of Advanced Industrial Science and
Technology

Registration

Certification-ID
CC-Version 3.1 Release 4
Keywords authentication; biometric; face-recognition; fingerprint-recognition;

iris-recognition; Protection Profile; vein-recognition

1.2. P overview

This PP specifies security functional requirements and security assurance requirements
specific to products for biometric verification in terms of CC. Security functional requirements
specific to products for biometric verification, which are not found in password or PKI
authentication products, are those of error rates, FAR and FRR, and of presentation attack
detection. As a result, threats irrelevant to error rates or presentation attack are not dealt with
in this PP. Spontaneous failures of the TOE and its operational environment are out of scope of
this PP.

This PP is independent of modalities (fingerprint, face, iris, vein, etc.) and parts of the body
used for biometric verification. This PP is only for biometric verification, not for enrolment or
biometric identification. The PP for enrolment and biometric identification will be defined in
other document.

Note: Biometric verification and biometric identification are explained in 0.

This PP is supposed to be used for procurement of biometric products when they are applied to
systems for the purpose of user authentication. Vendors shall write STs based on this PP adding

appropriate descriptions of their products.

1.3. TOE overview

1.3.1TOE type

The TOE is a product used for biometric verification. The functions for enrolment and biometric
identification are not considered. The TOE provides user authentication function of high
usability and special characteristic that only the enroled user is authenticated with the
authentication data of his/her biometric characteristic such as face, fingerprint, iris, or vein.
The TOE does not contain Capture function, which captures biometric characteristic of the user,
and Storage function, which stores the biometric reference template of the user. The user is
assumed to have his/her biometric reference template enroled beforehand in Storage, which is

out of the TOE, and is to be ready to use the biometric verification function of the TOE.
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+ 1.3.2. Non-TOE hardware/software/firmware available to the TOE

The operational environment shall be available to the TOE as instructed in the guidance
document in order to run and use the TOE. From a biometric functional point of view, a Capture
Device for Capture function and a product for Storage function such as a database software are
available to the TOE.

The hardware available to the TOE is a dedicated hardware to the TOE, a general-purpose PC,
or a mobile device such as a smartphone. One of the software available to the TOE is an OS. It
may be a dedicated OS to the hardware, Windows OS or Mac OS for PCs, or 10S or Android OS
for mobile devices, depending on the hardware on which the TOE runs. Antivirus software is
also available if the TOE runs on a general OS on PCs or mobile devices.

For example, a TOE running on a PC is software on an OS for the PC. If the embedded camera
on the PC is used as the Capture Device, the driver for the camera belongs to the operational
environment of the TOE. ST authors shall specify the operational environment for the TOE to

work with. Procurer shall prepare the operational environment required for the TOE.

+ 1.3.3. Usage of a TOE
Examples of the TOE are biometric products for user authentication used for PC login in offices,
those for ATMs at banks, those for unlocking door, those for unlocking mobile devices such as
smartphones. If the TOE is used for PC login in offices, the operation to the TOE is seen by
particular or general people in office hours. But after and before office hours, no one may be in
the office. In such a situation, the TOE is assumed to be stored to a safe place if it is portable as
a general rule. If the TOE is used for ATM or unlocking door, it is generally set fixed to the
facilities and watched by a video surveillance system or security guards. If the TOE runs on a
mobile device, most of the operational environment can stop its functions when the mobile
device is lost or stolen.
The minimal system of systems which contain biometric verification mechanism consisting of
the TOE, Capture function, and Storage function is called a Biometric System (BS) in this PP.
To use a BS, enrolment process is necessary at first. During the enrolment process, the BS
captures the biometric characteristic, of which the TOE specifies the modality (face, fingerprint,
iris, vein, etc.) and the part of the body (finger, palm, or back of hand if the hand is used), of a
user and extracts the features.. The quality of the biometric feature has to be checked. In the
case of lower quality, the user has to repeat the process or is impossible to be enroled. If the
quality is sufficient, then the set of features is stored as a biometric reference template in

Storage (database) combined with the identity of the user.
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User ID
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9 Biometric Reference Template
Biometric Y
Characteristic
A
Extraction
Capture

Figure 1 Enrolment process

For a BS, the verification process is the major functionality to verify or refuse a claimed identity
of a user. The user has to claim an identity to the BS. The BS gets the biometric reference
template associated with this identity from Storage and captures the biometric characteristic of
the user using Capture. If the biometric feature extracted from the characteristic and the
biometric reference template from Storage are similar enough, the claimed identity of the user
is verified. Otherwise or if no biometric reference template was found for the user, the claimed
identity is refused.

Decision function decides whether the biometric reference template and the extracted biometric
feature are similar enough. Decision uses a threshold value for the decision. The threshold
value may be configured by the administrator of the BS. If Decision finds that the similarity of
the extracted biometric feature against the biometric reference template is more than the

threshold value, it returns Success, otherwise Failure.

User

Biometric Claimed
Characteristic|  Identity ID
Biometric Reference Template
v )
Storage
GetID
GetRef >
Comparator,
»  Extraction > > Decision -
Success/Failure
Y
Capture

Figure 2 Biometric verification process

In this PP, an enroled user can access logical or physical assets after successful biometric
verification.

Note 1: An example of a physical asset is a space available after successful biometric

1k 2 - 6



verification at the door. That of a logical asset is digital data or applications available after
successful biometric verification at a web system. The use cases of biometric verification is
almost the same as those of password authentication.

Note 2: There is another application of biometrics, biometric Identification. In contrast to a
biometric verification process, there is no claimed identity for the user. The system directly
captures the biometric characteristic of a user and compares it to all biometric reference
templates in Storage. If at least one biometric reference template is found to be similar enough,

the system returns this as the found identity of the user.

1.3.4. Major security features of TOE

The major security feature of the TOE is biometric verification used for user authentication.
Comparing with other user authentication method such as password or IC card used, biometric
verification has advantages as follows.

When password authentication is used, there are often the cases that a user has forgotten
his/her password and is not authenticated. There are also the cases that inappropriate
management of password results in impersonation. When an IC card is used for authentication,
a user cannot be authenticated if he/she does not carry the IC card. When the IC card is lost or
stolen, impersonation may be done. In either case of authentication methods, the security level
decreases by inappropriate management and the usability is not sufficient.

When biometric verification is used, a user does not have to memorize or carry anything in
order to be authenticated because his/her biometric characteristics are used as authentication

data. Biometric verification is high in usability and difficult in impersonation.

1.3.4.1 Characteristics of biometric verification
Biometric verification provides its own different characteristics from other authentication

methods. These characteristics relate to the vulnerabilities and threats.

(1) Error rates: FAR (False Accept Rate) and FRR (False Reject Rate)

In biometric verification, a user is verified if the similarity of the extracted biometric feature
against the biometric reference template exceeds the threshold value as stated in 0. Therefore
an enroled user may be falsely rejected and an attacker may be falsely accepted. The rate of
false reject is called FRR (False Reject Rate) and that of false acceptance is called FAR (False
Accept Rate).

FAR and FRR are the shaded areas depicted in Figure 3. The curve Imposter represents the
distribution of the frequency of successful comparison result between a biometric reference
template and an extracted biometric feature of a different user. On the other hand, the curve
Genuine represents the distribution of the frequency of successful comparison result between

a biometric reference template and an extracted biometric feature of the same user.
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Imposter Genuine

Frequency

Similarity
Figure 3 Distribution of similarity in biometric verification

If the threshold shifts to the right, the FAR decreases but the FRR increases. That results in a
biometric system of less usability. If the threshold shifts to the left, the FRR decreases but the
FAR increases. That results in a biometric system of less security.

To address the issues related to FAR and FRR, the TOE is to have a function to satisfy a
sufficient FAR and FRR.

(2) Presentation attack
There is an attack method called presentation attack to biometric systems, presenting fake
biometric to Capture Device for the sake of impersonation. To address this issue, the TOE is

to detect or reject presentation attacks at a certain appropriate rate.

1.3.4.2 Attack methods against the TOE and attack potential

Typical attacks to biometric systems are attacks exploiting the error rates and presentation
attacks as explained in0O. The concrete methods for these attacks and the necessary attack
potentials depend on the modality and operational environment. As stated in 0, threats
irrelevant to error rates and presentation attack are not dealt with in this PP. As written in 0,
the TOE is used in an environment where it is seen by particular or general people as in office
in the office hours and stored to a safe place when no one is around the TOE for a long time, if
the TOE is portable. The TOE in a biometric system runs in an operational environment which
prevents the TOE from being analyzed or taken away though the TOE may be bought and
analyzed for a long time. For an attack to be successful, attack potential beyond a certain level
is necessary. In this PP, protection against attackers possessing basic attack potential is

considered.

1.3.4.3. Security management functions
The setting of security relevant data of the TOE, possibly including the threshold value, is done
with the security management functions of the TOE. Only the authorized administrator of the

BS can access the security management function of the TOE.
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Note: The details of the management functions cannot be specified in this PP and shall be

specified in ST.

+ 1.3.5. TOE configuration and operational environment

The configuration of the TOE is categorized into the following two cases. This PP can be applied

to both cases.

+Integrated Type: The components of the TOE are not physically separated, i.e., the components
are not connected by USB cables or network.

- Separated Type: The components of the TOE are physically separated, i.e., the components are
connected by USB cables or network.
Note: This PP can be applied to both cases because these two cases can be treated equally
with the assumption A.COMMUNICATION and A. ENVIRONMENT defined in 0.

The performance of a biometric product depends on the physical environment where it is used.
Physical environmental factors depend on the modality of the product and Capture Device. ST
author shall describe the Capture Device appropriate to the TOE and the recommended

operational environment of the TOE in detail.

+ 1.3.6. Functions of the TOE
The following Figure 4 depicts an example of functions in the TOE and its operational
environment. The TOE does not have Capture function which captures biometric characteristic
of the user or Storage function which stores biometric reference templates. The TOE does not

contain none of audit logging, security audit, and security audit review functions.

User Administrator

Claimed
Identity ID Policy

Biometric Reference Template Management/
Access Control

Biometric
Characteristic

GetID

\—v Portal
/ AuthAdmin Configure \

Clear
Memory

GetRef

ID
Success/Failure

Comparator,

Extraction

Decision

\ PAD '
Feature = [-------=---------smmoooosommoooooooooooooo oo oo
\ Extraction
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Figure 4 General functions in TOE and its operational environment (example)

The TOE provides the following functions.

- GetRef: This function is responsible for getting the stored (already enroled) biometric reference
template related to a user's identity.

- Extraction: In preparation of the verification process, a set of features has to be extracted from
a captured data. This is the objective of this function. Optionally, the biometric data may be
compressed. The data extracted is called biometric feature.

+ Comparator: This function compares the biometric feature from Extraction with the enroled
biometric reference template stored in Storage and retrieved via GetRef, and produces a score
that shows how well the biometric feature and the biometric reference template match.

+ Decision: This function determines whether a score produced by Comparator is regarded as
success or failure. To get a Success/Failure return value, this Decision considers a threshold.
If the score shows that the biometric feature from Extraction and the biometric reference
template are more similar than demanded by the threshold, the return value is Success,
otherwise it is Failure. An “Exact match” comparison should not result in a positive
verification as it may be a replay attempt.

« PAD Feature Extraction: PAD (Presentation Attack Detection) features are extracted from the
raw data captured at Capture function and are used to determine whether there is a
presentation attack or not, and are used directly or indirectly to decide Success or Failure at
Decision later.

+ AuthAdmin: This function is responsible for identification and authentication of the
administrator of the BS with other means than the biometric verification mechanism itself.
This mechanism may be a smartcard/PIN based mechanism, for example. It is necessary to
authenticate an administrator of the BS before he or she is allowed to configure security
relevant settings of the TOE.

+ Configure: This function provides an interface for the administrator of the BS to set security
relevant TOE parameters. This function may be used to configure the threshold setting for
the decision function.

+ Clear memory: In order to protect against attacks, this function clears the content of memory
after use. The information that has to be cleared is not limited to the verification result but
especially includes the biometric reference template, biometric feature from Extraction or any
biometric raw data as well as authentication data for the authentication of the administrator
of the BS.

Some security related functions and interfaces of the TOE operational environment should be
considered here:
+ Capture: This function is responsible for capturing the biometric characteristic from the user
and forwards raw data into the TOE. Capture has no other functions.

- Storage: The environment has to provide a database to be used by the TOE to store the
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biometric reference templates of users but it can be used to store additional information,
including identity information, too.

+ GetID (optional): This function is responsible for getting the user's claimed identity. Its
functionality is security relevant because the TOE uses the claimed identity to determine
which biometric reference template to be used for comparison. Furthermore, this component
provides a mandatory user visible interface. It depends on the product whether the
operational environment contains this function or not. For a product for personal use, for
example, this function does not have to be necessary because the user is supposed to be
unique.

* Policy manager: The result of the biometric verification process is passed on to the policy
manager of the environment. This function is responsible for checking the user’s rights and
opening the portal if the user has sufficient privileges and was successfully verified by the
TOE and is therewith realizing an access control mechanism for the portal.

* Portal: The physical or logical point beyond which assets are protected by the TOE operational
environment policy management, which gets the verification results (verification "Success" or
"Failure") related to the user identity from the TOE.

+ Communication: The environment cares for a secure communication where security relevant

data is transferred to/ from the TOE or between the components of TOE.
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- 2, Conformance claims

+ 2.1, CC conformance claims

This PP has been developed using Version 3.1 Release 4 of Common Criteria (CC).

The conformance of this Protection Profile is CC Part 2 extended (due to the use of FIA_BUA).

The conformance of this Protection Profile is CC Part 3.

+ 2.2. PPclaim

This PP does not claim conformance to any other Protection Profile.

+ 2.3. Package claim
This PP claims conformance to EAL2 as defined in CC Part 3, augmented by ALC_FLR.1.

+ 2.4, Conformance statement
This PP allows demonstrable conformance of PPs/STs to this PP.

6% 2 - 12



- 3. Security problem definition
+ 3.1. [External entities related the TOE
The following external entities interact with the TOE.

Biometric System Administrator (BS Administrator):
The BS Administrator is authorized to perform the administrative operations of the BS of
which the TOE is a part, and able to use the administrative functions of the TOE.
The BS Administrator is also responsible for the installation, settings including HW if

necessary, and maintenance of the TOE.

Enroled User:
An Enroled User is a user whose biometric reference template is enroled to the BS and

accesses to the assets via the portal by biometrically verified by the TOE.

Attacker:
An Attacker is any individual who is attempting to subvert the operation of the TOE to gain

unauthorized access to the assets protected by the portal.

+ 3.2. Assets
The following assets are defined in the context of this PP.

Primary assets:
Primary assets are either physical or logical systems not belonging to the TOE which the

Enroled User can access via the portal after successful biometric verification of the TOE.

Secondary assets:
Secondary assets are the data generated by the TOE, such as biometric data processed in the
TOE, and the data in the TOE which are set by the BS Administrator, such as the threshold
value for the biometric verification if appropriate, the authentication data for the BS

Administrator.

+ 3.3. Assumptions

A ADMINISTRATION
The BS Administrator is not hostile. He/she does not become an attacker or give relevant
information to attackers. The BS Administrator is well trained and reads the guidance
documentation carefully, completely understands, and applies it to the TOE. The BS
Administrator is responsible for the installation, settings including HW if necessary, and

maintenance of the TOE.

A.ENROLMENT
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The biometric reference templates of the Enroled Users are stored in Storage in the

operational environment so that the Enroled Users are ready to be biometrically verified by
the TOE.

A.CAPTURE
The Capture Device for Capture function operates inside its regular range and is suitable to be
used with the TOE. It is assumed that all environmental factors are appropriate with respect to
the used Capture Device and biometric modality.
Note: ST author shall add description on the specification of the Capture Device in ST.

Spontaneous failures are out of scope.

A.STORAGE
The Storage function in the operational environment stores the biometric reference templates of
Enroled Users. Authenticity and integrity are kept in Storage. Access to the biometric reference
templates is permitted only to the TOE and administrative operations by the BS Administrator.

Note: Spontaneous failures are out of scope.

A.COMMUNICATION
The communication between the TOE and Capture, between the TOE and Storage, and between
the components of the TOE if they are physically separated are protected, cryptographically for
example.

Note: Spontaneous failures are out of scope.

A.ENVIRONMENT
Secure operational environment is provided to make the TOE operate. At least, the TOE is
protected from malware such as viruses.
Note: For a TOE on a mobile device, the secure operational environment can stop all the
functions of the mobile device when it is lost or stolen. If the TOE runs on other kind of
hardware, the secure operational environment prevents the TOE from being analyzed or
taken away. In either case, the TOE is assumed to work in a secure operational

environment where it is not analyzed. Spontaneous failures are out of scope.

* 3.4. Threats

T.CASUAL_ATTACK
The attacker may try to present his/her own biometric characteristics in order to get
biometrically verified by the TOE using the identity of an enroled user and to access to the

primary assets via the portal.

T.PRESENTATION_ATTACK

The attacker may try to present fake biometric characteristics in order to get biometrically
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verified by the TOE using the identity of an enroled user and to access to the primary assets via

the portal.

T.MODIFY__ASSETS
The attacker may try to make the TOE work abnormally in order to give unauthorized access to
the portal, by modifying, destroying, or collecting and exploiting the secondary assets in the

TOE.

+ 3.5. Organizational security policies
P.PORTAL_ACCESSIBLE
The TOE shall not reject Enroled Users beyond a certain rate when they try to get biometrically
verified by the TOE.

P.RESIDUAL

After every execution of biometric verification, the TOE and operational environment shall

clear the residual data such as biometric data and other relevant data to the Enroled User.

%2 - 15



< 4, Security objectives
* 4,1, Security objectives for the TOE
O.CONTROL_FALSE_ACCEPT

The TOE shall satisfy a certain criteria for the FAR.

0O.PAD
The TOE shall detect or reject fake biometric characteristics at a certain rate when they are

presented to the Capture Device.

O.AUTH_ADMIN
The TOE shall provide a mechanism to identify and authenticate the BS Administrator.

O.PROTECT _TSFDATA
The TOE shall restrict the access to the security relevant data of the TOE to the BS

Administrator. Other users are not allowed to access to them.

O.CONTROL_FALSE_REJECT
The TOE shall satisfy a certain criteria for the FRR.

O.CLEAR_RESIDUAL
After every execution of biometric verification, the TOE shall clear the residual data such as

biometric data and other relevant data to the Enroled User.

* 4.2, Security objectives for the operational environment
OE.ACCESS_CONTROL
The operational environment shall permit a user to access to the portal if and only if the user
is biometrically verified by the TOE.
OE.LIMIT_NUM_TRIAL
The operational environment shall lock a user account if the number of trials of biometric
verification to the user exceeds a certain number, recognizing the trials to be an attack.
Note: A biometric product which has a conformant API to ISO/IEC 19784-1 (BioAPI) cannot
count the number of trials. Only the application which calls the biometric product

conformant to BioAPI can count the number of trials.

OE.ADMINISTRATION
The BS Administrator shall not be hostile. He/she shall not become an attacker or give
relevant information to attackers. The BS Administrator shall be well trained and read the
guidance documentation carefully, completely understand and apply it to the TOE. The TOE

administrator shall be responsible for the installation, settings including HW if necessary,
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and maintenance of the TOE.

OE.ENROLMENT
The biometric reference templates of the Enroled Users shall be stored in Storage in the

operational environment so that the Enroled Users are ready to be biometrically verified by
the TOE.

OE.CAPTURE
The Capture Device for Capture function shall be selected and used in the environment as

instructed in the guidance documents.

OE.CLEAR_RESIDUAL_CAPTURE
Having sent the captured biometric data to the TOE, the Capture Device shall clear the

residual biometric data.

OE.STORAGE
The Storage function in the operational environment shall store the biometric reference
templates of Enroled Users. Authenticity and integrity shall be kept in Storage. Access to the
biometric reference templates shall be permitted only to the TOE and administrative

operations by the BS Administrator.

OE.COMMUNICATION
The communication between the TOE and Capture, between the TOE and Storage, and
between the components of the TOE if they are physically separated shall be protected,
cryptographically for example.

OE.ENVIRONMENT
Secure operational environment shall be provided to make the TOE operate, as instructed
in the guidance documents. At least, the TOE shall be protected from malware such as

viruses.

+ 4.3. Security objectives rationale
The security objectives address the assumptions, threats, and organizational security policies
defined in 0. Table 1 overviews the coverage of the threats, organizational security policies, and

assumptions with the security objectives.
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Table 1 Security objectives rationale

OE ADMIMISTRATICON

OEENROLMENT

OE.CAPTURE

O.CLEAR_RESIDUAL

% [» |[OEACCESS CONTROL

O.CONTROL_FALSE REJECT

L FALSE_ACCEPT
s (3 [OE LIMIT_MUM_TRIAL
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O.PAD
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T.CASUAL ATTACK
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.
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* 4.3.1. Countering the threats

T.CASUAL_ATTACK
T.CASUAL_ATTACK 1is a threat that an attacker may try to present his/her own biometric
characteristics in order to get verified by the TOE. It is countered by a security objective
combination of O.CONTROL_FALSE_ACCEPT, OE_ACCESS_CONTROL, and
OE.LIMIT _NUM_TRIAL because casual attacks are rejected by the TOE with an FAR which
satisfies a certain criteria and the operational environment does not permit the rejected
attacker to access to the portal. In addition, the account is locked by the operational

environment when the number of the trials of casual attacks exceeds a certain number.

T.PRESENTATION_ATTACK
T.PRESENTATION_ATTACK is a threat that an attacker may try to present fake biometric
characteristics in order to get verified by the TOE. It is countered by a security objective
combination of O.PAD, OE_ACCESS_CONTROL, and OE.LIMIT NUM_TRIAL because
presentation attacks are detected or rejected by the TOE with a certain rate and the operational
environment does not permit the rejected attacker to access to the portal. In addition, the
account is locked by the operational environment when the number of the trials of presentation

attacks exceeds a certain number.

fHk 2 - 18



T.MODIFY_ASSETS
T.MODIFY_ASSETS is a threat that an attacker may try to modify, destroy, or collect and
exploit the secondary assets in the TOE in order to give unauthorized access to the portal. It is
countered by a security objective combination of O.AUTH_ADMIN and O.PROTECT_TSFDATA
because the access to the security relevant data of the TOE is restricted to the BS Administrator

that is authenticated by the TOE.

+ 4.3.2. Coverage of organizational security policies
P.PORTAL_ACCESSIBLE
PPORTAL_ACCESSIBLE is an organizational security policy that the TOE is required not to
reject Enroled Users beyond a certain rate. It is met by O.CONTROL_FALSE_REJECT

because this security objective requires an FRR for which the TOE satisfies a certain criteria.

P.RESIDUAL
PRESIDUAL is an organizational security policy that the TOE and its operational
environment are required to clear the residual data such as biometric data and other relevant
data to the Enroled User. It is met by a security objective combination of
O.CLEAR_RESIDUAL and OE.CLEAR_RESIDUAL CAPTURE because the residual data in
the TOE and that in the Capture Device are cleared after every execution of biometric

verification.

+ 4.3.3. Coverage of the assumptions
A ADMINISTRATION
The  assumption A.ADMINISTRATION is covered by  security  objective
OE.ADMINISTRATION as directly follows.

A.ENROLMENT
The assumption A.ENROLMENT is covered by security objective OE.ENROLMENT as
directly follows.

A.CAPTURE
The assumption A.CAPTURE is covered by security objective OE.CAPTURE as directly

follows.

A.STORAGE
The assumption A.STORAGE is covered by security objective OE.STORAGE as directly

follows.
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A.COMMUNICATION
The  assumption A.COMMUNICATION is covered by security  objective

OE.COMMUNICATION as directly follows.

A.ENVIRONMENT
The assumption A. ENVIRONMENT is covered by security objective OE.ENVIRONMENT as

directly follows.

For each assumption, the corresponding security objective is stated in a way, which directly
corresponds to the description of the assumption. It is clear from the description of each

security objective that the corresponding assumption is covered, if the security objective is

valid.
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- 5, Extended component definition

The extended functional family FIA_BUA (Biometric User Authentication) of the Class FIA
(Identification and Authentication) is defined here to describe the functionalities of biometric
verification used for user authentication which is provided by the TOE of this PP: The TOE
shall provide a function of biometric verification for access to the portal. The class FIA
(Identification and Authentication) defined in CC Part 2 has been selected to resolve the
differences between the requirements in FIA_UAU and those for biometric verification.

The family is named Biometric User Authentication to mean biometric verification used for user

authentication.

5.1. Biometric User Authentication FIA_BUA

Family Behaviour
This family defines the types of biometric user authentication mechanisms supported by the
TSF. This family also defines the required attributes on which the biometric user

authentication mechanisms must be based.

Component levelling

| FIA_BUA: Biometric User Authentication |

FIA_BUA.1 Timing of biometric user authentication, allows a user to perform certain actions

prior to the biometric user authentication of the user's identity.

FIA_BUA.2 Biometric user authentication before any action, requires that users are

biometrically verified before any other action is allowed by the TSF.

FIA_BUA.3 Unforgeable biometric user authentication, requires the biometric user
authentication mechanism to be able to detect and prevent the use of authentication data that

has been forged.

Management of FIA_ BUA.1
The following actions could be considered for the management functions in FMT:
a) management of the TSF data including the threshold value by an administrator;

b) managing the list of actions that can be taken before the user is authenticated.

Management of FIA_ BUA.2

The following actions could be considered for the management functions in FMT:
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a) management of the TSF data including the threshold value by an administrator.

Management of FIA_BUA.3
The following actions could be considered for the management functions in FMT:
a) management of the TSF data configured for the presentation attack detection or rejection by

an administrator.

Audit of FTIA_BUA.1

The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a) Minimal: Unsuccessful use of the biometric user authentication mechanism;

b) Basic: All use of the biometric user authentication mechanism;

c¢) Detailed: All TSF mediated actions performed before biometric user authentication of the

user.

Audit of FTA_BUA.2

The following actions should be auditable if FAU_GEN Security audit data generation is
included in the PP/ST:

a) Minimal: Unsuccessful use of the biometric user authentication mechanism;

b) Basic: All use of the biometric user authentication mechanism.

Audit of FTA_BUA.3

The following actions should be auditable if FAU_GEN Security audit data generation is

included in the PP/ST:

a) Minimal: Detection of fraudulent biometric user authentication data;

b) Basic: All immediate measures taken and results of checks on the fraudulent biometric user
data.

FIA_BUA.1 Timing of biometric user authentication
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FIA_BUA.1.1
The TSF shall allow [assignment: /ist of TSF mediated actions| on behalf of the user to be

performed before the user is biometrically verified.

FIA_BUA.1.2

The TSF shall require each user to be successfully biometrically verified before allowing any
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other TSF-mediated actions on behalf of that user with the error rates of FAR [assignment: X]
and FRR [assignment: Y.
Note 1: The values for FAR and FRR shall be given in ST.
Note 2: The evaluation of FAR and FRR shall be done in alignment with ISO/IEC 19795-1
Note 3: FIA_BUA.1 is not used in this PP. This requirement is defined so that it may be

referenced by STs for systems in which biometric verification is used.

FIA_BUA.2 Biometric user authentication before any action
Hierarchical to: FIA_BUA.1 Timing of biometric user authentication

Dependencies: FIA_UID.1 Timing of identification

FIA_BUA.2.1
The TSF shall require each user to be successfully biometrically verified before allowing any
other TSF-mediated actions on behalf of that user with the error rates of FAR [assignment: X]
and FRR [assignment: Y.

Note 1: The values for FAR and FRR shall be given in ST.

Note 2: The evaluation of FAR and FRR shall be done in alignment with ISO/IEC 19795-1.

FIA_BUA.3 Unforgeable biometric user authentication
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_BUA.3.1
The TSF shall [selection: detect, prevent] use of biometric user authentication data that has
been forged by any user of the TSF.

Note: The rate to reject forged biometric user authentication data is defined separately by the

certification body.

+ 5.2. Justification for the definition of functional family FIA_BUA

User authentication in FIA_UAU 1is deterministic that authentication with a genuine
authentication data is to result in success while biometric verification is not free from the error
rates FAR that the result of biometric verification may result in failure even if a genuine
biometric characteristic is presented to the Capture Device.

Forgery and copy are considered separately in FIA_UAU while these two cannot be
distinguished in biometric verification.

The new family FIA_BUA has been defined because there is not an appropriate family in Class

FIA to describe biometric verification.
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* 6. Security requirements
* 6.1. Security functional requirements for the TOE

The following Table 2 summarizes all TOE security functional requirements of this PP.

Table 2 Security Functional Requirements

Class FDP: User data protection

FDP_RIP.1 Subset residual information protection

Class FIA: Identification and authentication

FIA_BUA.2 Biometric user authentication before any action - Biometric user

authentication for Enroled Users

FIA_UAU.2 User authentication before any action - User authentication for the
BS Administrator

FIA_BUA.3 Unforgeable biometric user authentication

FIA_UID.2(1) | User identification before any action (1) - User identification for

Enroled Users
FIA_UID.2(2) | User identification before any action (2) - User identification for the
BS Administrator

Class FMT: Security management
FMT MTD.1 Management of TSF data

FMT_SMF.1 Specification of Management Functions
FMT SMR.1 Security roles

The following notations are used to mark operations that have been performed:

Tteration operations are identified with a number inside parentheses (e.g. (1)) after an SFR.
‘Assignment operations (used to assign a specific value to an unspecified parameter, such as the
length of a password) are denoted by italicized text.

‘Selection operations (used to select one or more options provided by the CC Part 2 in stating a
requirement) are denoted also by italicized text. Unselected options are denoted by
Refinement operations (used to add details to a requirement, and thus further restricts a

requirement) are denoted by underlined text.

In this PP, there are operations to be completed in ST. They are denoted by shaded text. ST

author shall complete such operations.

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components.

Dependencies: No dependencies.
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FDP_RIP1.1
The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [deallocation of the resource from] the following objects: [assignment: list of objects].

Note: List all the objects to be deallocated.
FIA_BUA.2 Biometric user authentication before any action
Hierarchical to: FIA_BUA.1 Timing of biometric user authentication

Dependencies: FIA_UID.1 Timing of identification

FIA BUA.2.1 Biometric user authentication for Enroled Users

The TSF shall require each user to be successfully biometrically verified before allowing any
other TSF-mediated actions on behalf of that user with the error rates of FAR [assignment: X]
and FRR [assignment: Y.

FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
Dependencies: FIA_UID.1 Timing of identification

FIA UAU.2.1 User authentication for the BS Administrator
The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

Note: Authentication mechanism other than biometrics is required for user authentication for

the BS Administrator.

FIA_BUA.3 Unforgeable biometric user authentication
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_BUA.3.1
The TSF shall [selection- detect, prevent] use of biometric user authentication data that has
been forged by any user of the TSF.
Note: This PP does not specify the action against a forged authentication data presented. ST
author shall select the option as in the implementation. Either action will do if a forged

authentication data is not accepted by the TOE.
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FIA_UID.2(1) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification

Dependencies: No dependencies.

FIA_UID.2.1(1) User identification for Enroled Users
The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

Note: For the case that the identity is used fixed as for personal use of mobile devices such as

smartphones, identification may be regarded as successfully done.

FIA_UID.2(2) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification

Dependencies: No dependencies.

FIA_UID.2.1(2) User identification for the BS Administrator
The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

FMT _MTD.1 Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1

The TSF shall restrict the ability to [selection: change default, query, modify; delete, clear,

[assignment: other operations/| the [assignment: list of TSF datal to [the BS Administrator].
Note: The typical TSF data is the threshold value. The assignment is to be specified by ST

author.

FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT _SMF.1.1

The TSF shall be capable of performing the following management functions: [assignment: Zist

of management functions to be provided by the TSF].
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FMT_SMR.1 Security roles

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1

The TSF shall maintain the roles [BS Administrator].

FMT_SMR.1.2

The TSF shall be able to associate users with roles.

* 6.2. Security assurance requirements for the TOE

The following table summarizes security assurance requirements of this PP. EAL2 augmented
by ALC_FLR.1 is applied to this PP.

Table 3 Security Assurance Requirements

Assurance Class Assurance Component
ADV_ARC.1
Development ADV_FSP.2
ADV_TDS.1
AGD_OPE.1
AGD_PRE.1
ALC_CMC.2
ALC_CMS.2
ALC_DEL.1
ALC_FLR.1
ASE_CCL.1
ASE_ECD.1
ASE_INT.1
Security Target Evaluation ASE_OBJ .2
ASE_REQ.2
ASE_SPD.1
ASE_TSS.1
ATE_COV.1
Tests ATE_FUN.1
ATE_IND.2
Vulnerability Assessment AVA_VAN.2

Guidance documents

Life-cycle support
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+ 6.3. Security requirements rationale

* 6.3.1. Security functional requirements rationale

This chapter proves that the set of security functional requirements is suited to fulfill the
security objectives described in chapter 0 and that each SFR can be traced back to the security
objectives in 0. At least one security objective exists for each SFR. In 0, the fulfillment of

dependencies is shown.

+ 6.3.1.1. Fulfillment of the security objectives
The following Table 4 summarizes the fulfillment of the security objectives by the SFRs.

Table 4 Fulfilment of Security Objectives

= (O.CLEAR_RESIDUAL

O.CONMTROL_FALSE REJECT

O.CONTROL_FALSE ACCERT
OAUTH_ADMIN
O PREOTECT_TSFDATA

O.PAD

FDP_RIP.1
Fla,_BUA.2
Fla_UALL2
Fla_BUA.3
Fla_UID.2(1) X | X
Fla_UID.2(2) X
FMT_MTD.1 X
FMT_ShF .1 X
FMT_SMR.1 X

=
=

]

=

The following paragraphs contain more details on this mapping.

O.CONTROL_FALSE_ACCEPT
This security objective intends that the TOE satisfies a certain criteria for the FAR. To fulfill
this security objective, FIA_UID.2(1) requires that each user be successfully identified before
performing any action and FIA_BUA.2 requires that each user be successfully biometrically

verified with the error rates of FAR [assignment: X] where X is to be assigned in ST..
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O.PAD
This security objective intends that the TOE detects or rejects fake biometric characteristics
at a certain rate. To fulfill this security objective, FIA_UID.2(1) requires that each user be
successfully identified before performing any action and FIA_BUA.3 requires that the TOE

detect or prevent use of biometric user authentication data that has been forged.

O.AUTH_ADMIN
This security objective provides a mechanism to authenticate the BS Administrator. To fulfill
this security objective, FIA_UAU.2 requires that the BS Administrator be successfully
authenticated before performing any action and FIA_UID.2(2) requires that the BS

Administrator be successfully identified before performing any action.

O.PROTECT_TSFDATA
This security objective intends that the TOE restricts the access to the security relevant data
of the TOE only to the BS Administrator. To fulfill this security objective, FMT_SMF.1
requires that the TSF be capable of performing the management functions on which the

operations, the TSF data to be dealt, and the authorized role to access, namely the BS
Administrator which is maintained by FMT_SMR.1, are specified by FMT_MTD.1

O.CONTROL_FALSE_REJECT
This security objective intends that the TOE satisfies a certain criteria for the FRR. To fulfill
this security objective, FIA_BUA.2 requires that each user be successfully biometrically

verified with the error rates of FRR [assignment: ¥] where Y is to be assigned in ST.

O.CLEAR_RESIDUAL
This security objective intends that the TOE clears the residual data such as biometric data
and other relevant data to the Enroled User after every execution of biometric verification. To
fulfill this security objective, FDP_RIP.1 requires that the TSF ensure that any previous
information content of a resource is made unavailable upon the deallocation of the resource

from the relevant objects.
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* 6.3.1.2. Fulfillment of the dependencies
The following Table 5 summarizes all TOE security functional requirements dependencies of

this PP and demonstrates that they are fulfilled.

Table 5 Fulfillment of the dependencies

SFR Dependencies Fulfilled by
FDP_RIP.2
FIA_BUA.2 FIA_UID.1 FIA_UID.2(1)
FIA_UAU.2 FIA_UID.1 FIA_UID.2(2)
FIA_BUA.3

FIA_UID.2(1)
FIA_UID.2(2)

FMT_MTD.1 FMT_SMR.1, FMT_SMF.1 FMT_SMR.1, FMT_SMF.1
FMT_SMF'.1
FMT_SMR.1 FIA_UID.1 FIA_UID.2(2)

+ 6.3.2. Security assurance requirements rationale
This PP has selected EAL2 because it is appropriate for basic attack potential to the TOE and

the cost for evaluation and certification. ALC_FLR.1 is necessary to maintain the security.

* 6.3.2.1. Dependencies of assurance components
Security assurance requirements are as in EAL2 except ALC_FLR.1. Among SARs from EALZ2,
dependencies are fulfilled as defined in EAL2. As for ALC_FLR.1, there is no dependency.

Therefore all the dependencies are fulfilled.
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-7 Appendix
* 7.1 Glossary
Term Description
Attacker An Attacker is any individual who is attempting to subvert
the operation of the TOE to gain unauthorized access to the
assets protected by the portal.
Authentication Act of revalidating a claim to an identity before granting
access to a system or resources.
Biometric Pertaining to the field of biometrics.

Biometric feature

Digital representation of the information extracted from a
biometric sample (by the extraction function) that is to be
used to construct or compare against an enroled biometric

reference template.

Biometric Application in which a search of the enroled biometric

identification reference templates in storage is performed, and a candidate
list of 0, 1 or more identifiers is returned.

Biometric  reference | Biometric sample or combination of biometric samples that

template is suitable for storage as a reference for future comparison.

Biometric sample

Information obtained from a capture function.

Biometric system (BS)

The minimal system of systems which contain biometric

verification mechanism.

Biometric
Administrator

Administrator)

System

(BS

The Administrator authorized to perform the administrative
operations of the BS of which the TOE is a part, and able to
use the administrative functions of the TOE, and also
responsible for the installation, settings including HW if

necessary, and maintenance of the TOE.

Biometric verification

Application in which the user makes a positive claim to an
identity, features derived from the submitted sample
biometric measure are compared to the enroled biometric
reference template for the claimed identity, and an accept or

reject decision regarding the identity claim is returned.

Biometrics Automated recognition of individuals based on their
behavioural and biological characteristics.

CC Common Criteria - Common Criteria for Information
Technology Security Evaluation.

CEM Common Evaluation Methodology.

Comparison The process of comparing biometric data with a previously

stored biometric reference.
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Term Description

EAL Evaluation Assurance Level.

Enroled User A user whose biometric reference template is enroled to the
BS and accesses to the assets via the portal by biometrically
verified by the TOE.

FAR False Accept Rate (FAR) - proportion of verification
transactions with wrongful claims of identity that are
incorrectly confirmed.

FRR False Rejection Rate (FRR) - proportion of verification
transactions with truthful claims of identity that are
incorrectly denied.

0S Operating system.

Portal The physical or logical point beyond which information or
assets are protected by a biometric system.

PP Protection Profile - An implementation-independent set of

security requirements for a category of TOEs that meet

specific consumer needs.

Presentation attack

Presentation to the biometric capture function with the goal

of interfering with the operation of the biometric system.

Presentation  attack | Automated determination of a presentation attack.

detection (PAD)

Score Value indicating the degree of similarity or correlation
between a biometric sample and a biometric reference
template.

SFR Security Functional Requirement.

SmartCard Credit card sized chip card with embedded integrated
circuits, often used to store keys for authentication.

ST Security Target — A set of implementation-dependent
security requirements for a specific TOE.

Threshold Predefined value which establishes the degree of similarity
or correlation (that is, a score) necessary for a biometric
sample to be deemed a match with a biometric reference
template.

TOE Target of Evaluation.

TSF TOE Security Functionality.
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