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P.RESIDUAL
Bk — P —OERIGRE NEDOMOBIET — 2L, SAF A M v 7 BEERORED
RRPRDSHET L TR R IR o e R T, BIBRT 22 E L CRIATE RN S I LRT
AN ECAN SR AN
P.CONTROL_FALSE_REJECT
Bk —F—NH RO ORRE LIZGEOASA F A MY » 7 BEDORKIL, —ED
FELLFIC LT b e,
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4, X2 VT 4 xR E
4.1. TOE Ok F =2V T (%578t
O.PAD_ENROL
TOE X, "A A A MY v 7 BEIZENT, A SN=T — 2 BMEEER» RIS
H DT o TG E EIITMEMENBERARIER & 72D X0 ICH R ED R I
i, TNOOBERERGIE LT iudze b,
O.CLEAR_RESIDUAL
TOE if. A A A MU v 7 B OIRAE OUEEFE T %2, TOE WIZFERAET 2 AR
O OMOBET — % % Hibk L2 iud7e e,
O.CONTROL_FALSE_ACCEPT
TOE 1%, #3% A (FARNZXF T 2 FEHEZ 7= S 72 hd e B ey,
O.PAD_VERIFY
TOE 1%, dEMEWAERIE S & 7225 X 0 ICH RIS R ST E . R OMAEAR
DRSNS, NA A AN ZBRENKINTHZ EZFIELRTIER 700,
O.CONTROL_FALSE_REJECT
TOE 1%, #EAHE(FRR) (ZxF9 2 EHEA 7 S 721 ud7e S 720,

42, HEABRBEOY X2 U T 4 &K G
OE.ENROL_ADMINISTERED
BS HEH X BS BHLHE 721 23 TOE OGN A2 FITTE D L2 I LARITFUI R 6720,
OE.PROTECT_RESIDUAL_ENVIRONMENT
BS FEE L, —FFAICHEA LA RE RN HIUL, BER L 2o R CHIBRT 5 72
ELUTIRETE D EMRE 2 Bk — P — IR L e T e 6720,
OE.ACCESS_CONTROL
BS HBHIE X, "AA AN v 7 BAENKD LGSR T, 2—F—DR—=FL~D
TR RAEFAT HEMBRE AR L R TR R 57220,
OE.LIMIT_NUM_TRIAL
BS HHA L, ARFEHREERORIT RN —E RS, EICE L6, BEE KR35
TV = arEFALRTIER SR, £, N A A MY v 7 BEOBFITRIK
N—ERELL EICZE L2568, Y% ——D7 hv e heny 35770 r—va
YEFIF LT, TOE IZxtd 2 aATRER A MR L 72 1 Auid7e B 7w,
OE.ADMINISTRATION
BS HHF X, BEZFRTLRWETRITINIRLR, T72bb, WEFICRS20, K
BFICHERIEME LTI 5700, BSEHEIL, TOEDA VA h—/L (WhN—KRU =T 28dH
DHAITTO#RBEEET), RE, EHOELEZRL, FT LARTHIER S0,
OE.PROTECT_ASSETS
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BS EHLA (X, TOE @ 2 IWEPENWZE, W, 7 IFE SR K D IRiET 2 EH]
B ARt L2 uE e b,

OE.COMMUNICATION
BS A L. EMEREEDO AL F A MY 7 2O HFEREL TOE & DO DIEIE.
TOE DMERLE SR BRI /3B L TV D55 1L TOE O E R M OIBE % o 7 72id
15 & 72 DIEMBREE AL L2 T U2 57220,

OE.ENVIRONMENT

BS EH A 1L, TOE N IE L BERTBEIC 2 B 7200 D % o 7 72 tE AR 2 24E U 22 - 1uid
25720,

4.3. ¥ =2V T o RITEMRIL

T U T RTGENE, B VT o REE R TRUE LRiRAME, &El, ikt F =
U7 4 FEHHET 56D THD, £ 11T, BF =2 VT o xWGEH & &R flikot %=
U7 4 T5kh AT & ORISBRZ =T
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£ 1 ¥V T 4 RITEMRL

OE.ENROL_ADMINISTERED

OE.PROTECT_ASSETS

= |x |OE.ACCESS_CONTROL

OE ADMINISTRATION
OE.COMMUNICATION
OE ENWIRONMENT

O.PAD _VERIFY

x |x [OE.LIMIT_NUM_ TRIAL

OE.PROTECT_RESIDUAL ENVIRONMENT

» |O.CONTROL_FALSE_ACCEPT

O.CLEAR_RESIDUAL

O.CONTROL_FALSE_REJECT

O.PAD_ENROL

T.CASUAL_ATTACK
T.PRESENTATION_ATTACK
P ENROL_ADMIMISTERED
P RESIDUAL X X
P.CONTROL _FALSE_REJECT X
AADMIMISTRATION X
APROTECT__ASSETS X
A CONMMUNICATION X
A ENVIRONMENT X

.1
-

-

43.1. BREA~DXH

T.CASUAL_ATTACK
T.CASUAL_ATTACK Tid, WEBHN, B2 —HP—D ID ZfEWNTOEIZASA A A MY »
JREEINT 1 WEFEIZT 7 8ATHZ EEIN- T, BB OHIRFHREZIRRT 5
rtE, BELTWDS, Zhicx LTk, O.CONTROL FALSE ACCEPT &
OE.ACCESS_CONTROL & ®Ofl&+H KON OE.LIMIT_NUM_TRIAL 2k - T, ®$H11 5,
TOE B30IV itsz AZR(FAR) & R0 D T R EHE DA A A U w7 AR LT
EABRBENKEBE DR —XV~DT 7 A EFFalT DRI, iz, A4
A U v 7 REOBAT RIS —E B L, BT U 56125 BR B2 S T & f iy LT
o= —DT v vy 73505, T.CASUAL_ATTACK (ZxHid 5,

T.PRESENTATION_ATTACK
T.PRESENTATION_ATTACK Tid, KBEHMN, BIOKEHZIZ 1 WEHEIZT 7 BASED
ZEEIG, WEOROESAERERIC D X ICHROFF AR R L2 | (AIEER

fHek1-18



PHORL T, BkailAHd L2 BELTWD, Fio, WBEEN, Biga—V—D D %
FENWTOEIINA A A M) v 7ESNTLIREEILT 7 EATHZ EEA-T, WWED
RWAERERICZR D X9 ICHRNFEZIR R LT | BEAERERRT A L2, E
LTCW5, BEORTHCH LTk, O.PAD_ENROL TxHHIT 5, BEIFZ, 7 —F
BRI A AR R SV E F IR E MRS ERAR IS & 72 5 X 9 IS H R
DR SNTE%, TOE X2 OBEAPI LT 2D T, BIOBERE R LE DR
AERERIT D X ICH RO EIR R L2 AEAEREZIR R LD LT F A b
Uy Z7WBEENDZ L1T7R0, FIZ, OE.LIMIT_NUM_TRIAL IZ X » T, AEKIFHsED
ARATRID — B, FICHEE U735 A I BREE 2 B &I L C Y ik = —F — OBk
R E T 5, BTk LTk, O.PAD_VERIFY & OE.ACCESS _CONTROL &
DOAEE K OE.LIMIT_NUM_TRIAL (2Xk > T, 9115, 7 — X EREHEREIC SVE DI
WARIERIZZ D X0 ICHERPRHED R R SN0 | BEAENER SN 8A. TOE
IINAFA RN  ZBERKENTHZ L E2RIESHE, EHARRIIREE DR —ZL~D
TR AEFFA LRV, FIZ, OE.LIMIT_ NUM TRIALIZE > T, XA A A M) v 7 BE
DOFATIIEN — BRI L I U3 S BRI Lol L CS o —F— 7T
Ry TS5, koT, Zhbick - T, TPRESENTATION_ATTACK (2%
T2,

432. MfEOEX =2V T 4 HFEOED

P. ENROL_ADMINISTERED
P. ENROL_ADMINISTERED Ti&, Bk —H OAEMKIEREGHKEZ BS HHEZ T NEITT
XHLVICLARTNIERL RN EERD TS, ZhiE, OE.ENROL_ADMINISTERED
IZ& - T, BS BEHEZITHN TOE OBEFUIIZT 7 EATELHLHICTHZ LT, FEE
b,

P.RESIDUAL
P.RESIDUAL TiX, NA A A MU v 7 BERJIOHRE ORI D% IFRAFT D AREHR L)
Bk ——DZOMOERZHIBRT 272 E L THHTE RS THZEE2RDTND,
ZHhiE. O.CLEAR_RESIDUAL, OE.PROTECT_RESIDUAL_ENVIRONMENT DffHA
bEICL - T, #HEND, O.CLEAR_RESIDUAL (2 X - T, TOE NOALELIZfEH L7=
AR OBk —F—DZ OMOEFERIL, NA A A R v 7 BEEK OIRE OB
THIZ, HIBR S, OE.PROTECT_RESIDUAL_ENVIRONMENT (2 X » T, #EHEREN
—RERICEEH L2 AERIER A HAUE, LERRL o R THIBR T 272 & L CTIR#E S
NHMHThb,

P.CONTROL_FALSE_REJECT
P.CONTROL_FALSE_REJECT Ti, k=2 —W —NHENRHEOTRTZ LT2GE 0N
AFAN) v 7REOKZE, —EDOFRNELUTIZLR2TUIR LN L Z2RDOTND,

k1 - 19



Z i, O.CONTROL_FALSE_REJECT (2 X > T, TOE NEMIC K FED 22 GG R
(FRR)YZFfHOZ & T, EH b,

4.3.3. AR ~DXIL
A.ADMINISTRATION

A.ADMINISTRATION (Z}%. OE.ADMINISTRATION A5/ id" 5,
A.PROTECT_ASSETS

A.PROTECT_ASSETS (Zi%. OE.PROTECT_ASSETS %9 %,
A.COMMUNICATION

A.COMMUNICATION [Z/%, OE.COMMUNICATION 235t g%,
A.ENVIRONMENT
A.ENVIRONMENT (Z/%, OE.ENVIRONMENT 23%}i&3 %,

ETORHRRMFICK LT, T 28 F 2 U T 4 WG EHIRMHR SR ORI HIET 2 &
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5 R AR—xr NEFE

7 7 A FIA GBI EFRRE) OJER S 7-FRE~ 7 I U FIA_EBT (Enrolment of Biometric
Template) &% O'FIA_ BVR (Biometric VeRification) [X, Z® PP O%}5 L 72 % TOE O/
AFA N v 7 BEOMREEZ TR T H7-2DICERIND, TOE I, R—FL~DT 7 & A
DIZDIZ ANAF A MY v 7 REERUEELRITNITR B0, CC/R—F 2D 7 T A FIA Gk
B EFERE) CTEZRSNIAHERIEE A A AN v 7 BEICITERRNH LT, 7T A
FIA ~DJLiRZ IR L 72,

51. HKFEROEE FIA_EBT

T2 DSHEN
TDO77 IV TSE RHR— FFELFRA Y v 7 BE DT 5D AEKIEROBEERD
ANZALEERT D, ZOT7 7 IVIE ERFBROBRERD A T =X DR S RIETR
BV, BREINTEME D ERT D,

a VR — 2 hDT YL

[1]
| FIA_EBT : A (Kl #o 5bk <
(2]

FIA_LEBT.1 BERFFOLEMRIGMOMA X, B AR E OV ARG RO HZ B 1ET&
HZEEERTD,

FIA_ EBT.2 AREFHRSEFRLBEDORWAERGROBEEKIT, ZTONA A A N v 7 BEIZE
FARELZRL REb7-012, BESNS WAEKRERZFEHAT AL 2#IETXA &
ZERT D,

EH: FIA_ EBT.1

UUTFOT 7 v a AT FMT IZBI 2 E SRS B2 b d:

FHEIC ;5Taﬁrzﬂ”ﬁﬁ®EWhﬁ®@ﬁ®t@®:®®®£ﬁ
BHFZ LD TSF 77— ¥ (158 KRB A O 72 OF% EfE) D45 #L

& FIA_EBT.2

LFDOT 73 a X EMT ICBITA2EFSREL: ZEX b 5:
BEFIZ K D TSF 7 — & (B ERF O R IE M DR A D 72 O F% EAE) O & B
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B4 FIA_EBT.1

X2 T 4 BEET— X AERMFAU_GEN)2S PPIST IZE5ENTCWIUZ U FDOT 7 v a v %
EEARICTRETH D!

a) /N TSF 2L D, BAEKOREEERR ST — % O,

b) HA:TSF (25, BAKOMEEAEBRM ST — 2 OIS E7213% 0 AR,

C) Fffll: EFRINTZTSF 77— (AKX OMAE AR DT OREME) ([ZxT H5EH D
kAl

B4 FIA_EBT.2

X2V T AT — X ARFAU_GEN)A PPIST I ENTCOWIUE L TFOT 7 v a v %
EEAXRICTRETH D!

a) /N TSF 2L D, MAINT —& DS,

b) A TSF 2L b, BESNTT — ¥ DEGE-I1TZ T AR,

C) FFfll: BRI NI TSF 7 —% (BEIFOAMKIFROMAEDT- D ORREM) (TxT 54 H
DA,

FIA_EBT.1 BEFOAEMRIFEHROMRA
TR 7e L
BAFPE: 72 L

FIA_EBT.1.1 TSF %, TSF OF|HEIZ X 2 EIMRNEREERD 72 D O ARG HR O % B
1E L2RT LR B 720,

WA EOER -

EAMEWAERIER & 13, T HBUCE W T, Rk L TR, 7 — % BRI
Zxt L CRERZ N 2 74, 7 — X BB ER 3 5~ - D BEBE IS e D 72 Wi . B R4y
D—HREBNTNWDIRICE > TELNARERSE LS O, WEMEOAERERICK
T % TOE O EEHEIZ DUV Tk, TOE s%EHCiidl 5 2 &,

FIA_LEBT.1.2 TSF %, TSF OFHFIC L 28BED =D DEEEEROMBHZBIE L 72T
(EACP/AN

A EOER :

BIEER & 1X, TOE 23K 0 H IR Z N A G K O— 3 £ 121385 & AiE &
Nizbo L35, BEAERICRT D TOE ORI EEUEIC >V Cid, TOE %FHIRE#+5 =
B

FIA_ EBT.2 ARG EBERISHERE DR VE RS Bk
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TR 72 L
WAFME: 72 L

FIA_EBT.2.1 TSF %, FTE[HIfF : XILLT CEIWET 2 B8k 7200 OAERFEROZ T AL A 7
= AL ERE LR TER 5720,
1A _EOFEIR
FTE OEFIT, TOE OBERAR Y o —IKAFT 5, STARREIZZ DR Y o — g 2R S 72
TR B2,

52. NAF AU v BAFIA_BVR

77 IVDEHEN
ZOZ77 VL, TSF WY R =T EAF AN v ITBEDA NN = AL ETERT D,
ZO77IVIE A AA N IBED AN =X LNREIHRIE R LR, BRI
RS ERT D

a VR — 2 hD T YL

| FIABVR: A A A MU v 7 A

FIA BVR.1 HEDOEWANA A R v ZBEIX.TSF DRHBZDONSA F A Y v 7 BED
AR OBEIEGRNENEFN —EDEELU T THDH Z & HERT S,

FIA_LBVR.2 NA A A MY v 7 BEIZ X DFIAFRIAED ¥ A 7%, FIHF OFRBIEHO
NAFANY v 7 BAEICLDFHEREORNS, FIRER LT 7 v a v 2 T7T562 L
b,

FIA BVR.3 77 v a VREIO/NSA A A MY v 7 BAEICK DRIHEEGEL, TSF B2 Dftho 7
7> a Y EFFAT LN, N A AN v 7 BEIC L DRI HETRREE ERT 5,

FIA_BVR.4 A4 MRSEEZ T AN ASA A A R » 7 BAE, SEIMEW AR R0
EEROHERZ, "M AA RN v IBREDA I =ALNIT 5T L E2ERT D,

B FIA_BVR.1

LFD7 7 v a X FMT ICBIT2EHEEEE B2 b b:
BELEIZ LD TSF 7 — X (BiE %2 &) D&
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& FIA_BVR.2

UTOT 7y a  EFMT IZB T2 FESREE B2 D d:

a) BHF|CXD TSF 7 — X (HiE%E&Te)DEH,

b) FIHABEBNRIAESNDANCEDNDT 7 v a DU A NEEHRTH I L,

H: FIA_BVR.3
LLFDOT 73 a AL EMT ICBIT2EHRE: ZEX b D:
a) EHHEHIZ XD TSF 7~&(Eﬁ1ﬁ%a@)@ﬁiﬁ'&;

“H: FIA_BVR.4
LFDOT 73 a AL EMT ICBITA2EFIE: ZEX b b:
a) WELEIZ LD TSF 7*‘5’(%Jaiﬁ-‘*ﬁﬁ%ﬂ@?’:@@%&ﬁ?@)@%f@

B4 FIA_BVR.1

X2 VT 4 EBEET— X ERMFAU_GEN)2S PPIST IZ&ENTCWIUZ. UL FDT 7 v a v %
BEEXRICTRETH D!

a) i/ NAFA N v T HRE AT =X LDOREINT 72> T

b) AR NAFA RN » ZBEA TN =X LDTXTOMH

W54 FIA_BVR.2

T¥ 2T 4 BT — 2 AR (FAU_GEN)ZS PPIST IZ& £ CWHIE U FOT7 74 av %
BB RICT RETH D!

a) /h NAAF AN v 7 BAEICLDRHETRIEA B =X LD RN 72 - T-F H;

b) ZEA: NAFARNY v 7 BEIZLDRHABRIEA =X LOFTXTOMEH,

C) AfEMl: NA A A MY v 7 BAEIZ L DFIHERIELLENZA TON T FIAEZE DT X To TSF
fhfrr s va v,

545 FIA_BVR.3

tX 2 VT AT —ZERM(FAU_GEN)2S PPIST IZGFENTWIUE. LLTFDOT 7 v a vk
BB RICT RE Th 5!

a) i/ NAF AN v 7 BAEIZKDFIHBFRGEA =X LD 72> T H;

b) A NAF AR v 7 BEICKDHFHERGEA =X L DT TOREH,

B:45: FIA_BVR.4
XU 4 AT — 2 AR(FAU_GEN)S PPIST IC& N CWIUE. IFDT /v a vk
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BRI RIZT RE TH 5!

a) J/INTSF (2 XD, BA KR OMEEAERBRM S LT — % OIS,

b) A TSF (2L 5. MAEKRUREERRMSNIZT =X OB ELIRT AR,

c) #ffl: RSN TSF 7 —% (MRAEM ORELRRINIO 120 OBGEE) (S 2ELED
el

FIA BVR.1 WEDEWAA A A N v 7 BE
TAZFSRE: 72 L
KA FIA_EBT.1  BEkIFOEMRIGEROBA

FIA_EBT.2 AARIFHRBERIIER DR s ik

FIA_BVR.1.1 TSF %, &FIA#FIZ FAR[EIfF : XILLF. FRR[EIMF : YILLF TEMET 531
FA R v ZBEA D = XL ERME L 72T IR 5720,

FIA_LBVR2 A A A MY » 7 BEICLAFIHERGEOZ A I 7
TALFEE: FIA BVR.L FSED @ AL A A B Y v 7 IRE
RAFEME: FIA_ UID.A fBllo % A 2 2

FIA_EBT.1 BEKFOAMRE ROMA

FIA_EBT.2 AARIEHRRERIIER DR E ARG sk

FIA_ BVR.2.1 TSF L. FIFHEMNASA A A U v 7 BEIZ X 2R AERIEE S LD EHSH A
FHEMRITUTHTOND[EIN: TSF 72 > 920 U X NEZFR LT niEze S,

FIA_BVR.2.2 TSF (%, FAR[E|ft : X]PAF. FRR[EIF : YILLF CEMET DA A A R U w7
%A%ﬁ*XA%%ﬁL ZORRFEZRITTHMDOTXTOTSF 7T 7 > a v &iFa]
ﬁ_%)ﬁu %*IFH% }7»7 X\Afﬂlhﬂﬂzb)ﬁky‘]j—é k’%gikbfcﬁ j—j/b iiﬁEiﬁb\

FIA_BVR.3 77 v a VRIO/NSAF A R » 7 BAEIC K HFIHES
TArREJE: FIA_BVR.2 NA A A N » 7 BREICKDFHERGEO X A I 7
{RAFEME: FIA_ UID.A fBllD % A 2 7

FIA_EBT.1 BERFOAMRE ROMA

FIA_EBT.2 ARIFHRBRERIIER DR st ik
FIA_BVR.3.1 TSF (%, FAR[E|ft : X]PAF. FRR[EIS : YILLF CEMET DA A A U w7
EA T =X LERME L ZOFHEZRITT DM TSE 7 7 o a & FFa 2RI
ZOFHEIT YA N = XL TIPS D Z L 2 ZR L 2T UTR 5780,
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FIA_BVR.4 A& EEREESZ T ANIRNAL F A RN v 7 BE
TAZFSRE: 72 L
K7 FIA_EBT.1  BERIFOERIGROBA

FIA_BVR.4.1 TSF (X, TSF OFHEIZ X 2 MEPMERWRE D= DAEEHROFHIZ L 5
NAF AN v 7 BEDORKIZB I LT X b7,

T _EOEFIR

EAMEWAERER & 13, T RIS W T, IR LT RRWER, 7 — X BRI
WZxF L ClRERZ N 2 7o, 7 — Z BREEse 3 e n 3 D BB IS D 7 Wi, iR 4y
D—BRENTVDIRICE > TEHLNAREREELS 5, WE MO AERF RIS
+ % TOE OHIErEEHEIZ SV Cik, TOE % iHcitdi+ 5 2 &,

FIA_BVR.4.2
TSF 1%, TSF OFJHFEIZ L 2BEDT= O DEEEEDOHERIZ L 234 F A MY v 7 BRED
& B IE L2272 7,
1A EoER
BIEAER L 1E. TOE 23k 5 HIRMFHESC Z N A BT H IRy O—H £ 71385 2 (A S
NI=bD LT 5, BEAEICKT 5 TOE OHIWELHEIZ >\ Tid, TOE #FEHIE#T+5 =
L

53. fRE~ 7 2V FIA_EBT X U'FIA BVR EFDOHH

FIA UAU BNEFRT DHIHEZRIEL, 5RiET —Z 8 1E LA, J8EEIEL 3 msh L2
BV, ZHITH L, S A A Y v 7 BEDLEIT. FAR OFEXRRT L 912, FIH
FOEBRERDIER SINTZHE THRMT D AletEn & 5, FIA_UAU TIEFERET — & O
EE At —2RNCHEDITNDED, NAFA Y v 7 BETIEXmEEIIMEICXBTE R0,
Flo, N A AR v 7 BEIZ L DFIHEFRIEOSG S FIA_UAU & FIERIZFIHZE O ID %
H2B0, "AFAN) vy 7BERLTOEAIE. FIAZEO IDIZE X bT, BERIZED
NRBRET — Z TS T DR T — & L BERERIERE LT 50HTH D L0 9 ZH RS
Do PO LB I TAFIAIAAA AN v 7 BEEEUNCEKBT 27 7 I U R0
7=DT, LW 7Y FIABVR ZEF LT,

NAFTANY v VBEZFATT L7201, TPOEKRBRE BT 20LERND H, BEAE
RERPEEERICL D L ORMEMENLEDTH - TE, ELWWASAL A A M) v 7 BE
DETEINR, Flo, "M FA N v I7REICBITHARBEZRS AEL7-0IC, BES
NG WERIFERIE T EREGKTHZERH-o IR LR, TN OEAZEUNICEBLT S
T IUNRRNST-DT, HLWZ 73U FIAEBT 2E& LT,
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6. BXx=UT ¢ BEH
6.1. X2V T ¢ HREEM

#F 2IZ22OPP DT RTDOTOE X =2 U F ¢ MepeB D — & % R~7,

# 2 kX2 UT o HEREEME

7 A FDP: FIH#E T — & (i

FDP_RIP.1 T 7y MR E

77 A FIA: @l & 38

FIA_EBT.1 PRI D ARG RO

FIA_EBT.2 A R OBk S BB D AR AR AR Bk ik

FIA BVR.1 FEEEDENASA A AN » 7 HBE

FIA BVR.4 BEEREZZ T ANBRNASAL T AN v 7 BE

BENZEIT, 4 SFRIZBWTLL FORLHTETREND,

- UK LERMEIX. SFR AMDEZAICH v 2t E TRANDIZODOFEREZ R L, S bIZFHE4
I2(1). 2D &S IZEFEMT TRT,

CEHT B XXX X9 ICRHA TR,

CEPUT BRIR : XXX] O & D ICAHE TR T, RIS OTE B IE, BN TR,

C REMMEIE, EEMI{E A E L7 A FRR TR,

AKPP TlE, —f#MENRT THY, ZOMfEFTEZ~—F—Trd, STEEIX. RTHDO
BEZSE T SR TuE7e 2,

FDP_RIP.1YV 7t v MEFE HikE
TALMERE: 72 L
WAErE: 72 L

FDP_RIP.1.1TSF X, [Elifl: #7222 PO U X PDOAT V=7 b [ WD
L EDEWRDEFN Y THERZ BT, BIROLIATD EDFERONEBFIHTE R
D2 EREE LR TR B0,

WA EOER

ST E& L., EPYCTMIRT 247 V=7 M2 TE T X,
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FIA_EBT.1 &k O AEMRIGHROMBA
TALPERE: 72 L
wRAEME: 72 L

FIA_EBT.1.1 TSF /%, TSF OFIHEIC X 5 EIMRNEERD 72 D O ARG H O % B
1EL2RT R B 720,
1 H _EOEIR
EAMEWAERER & X, T RIS W T, LT RRWER, 7 — & BRI
WZxF L ClRRZ N 2 7o, 7 — Z BB s N e n 3 D IR IS D 7 Wi, iR 4y
D—BRENTVDIRICE > TEHLNAREREELS 5, WE MO AERF RIS
9% TOE OH|WrHHAEIC SVl TOE @R FHICREHEH T2 2 &,

FIA_EBT.1.2 TSF (%, TSF OFIHFIZ L 288D 7= DS EEROMEH ZBLIE LR T
X2 720,
1A _EOFIR
BIEAER L IE. TOE 234) 5 HIRMIRHESCZ N A G B IR/ O—H £ 7138 2 (A S
N-bO T 5, (BEEKICHT S TOE OWHEHEIZ SOV TIE, TOE &REHciidi+ 5 =
L

FIA_EBT.2 ZEIRIESRBERIBER DR IR 8RR
TALRERE: 72 L
efEME: 72 L

FIA_EBT.2.1 TSF (%, FTE[IfF : XILA T CEIET 5 58k 7230 DA RGOS T AL A 7
= AL ERE LR TER 5720,
1A _EOFIR
FTE OERIL, TOE DBEA Y 2 —IKAF T 5o STARMA LT DR Y v — 4l &~ S 72
TR B2,

FIA BVR.1 BEDEWAL A A MY v 7 BE
ThrpERE: 72 L
{RAEME: FIA EBT.1  BERIF O ARG RO REE

FIA_EBT.2 A A HOR G IR O AR A (AT ek dak

FIA_BVR.1.1 TSF (%, &FIHHFIC FAR[EIG : XIEA T, FRRIEISS : YIEL N CTEMET 534
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FA Y w7 BEA N =X L ERAE L 22T TR 570,

FIA_BVR.4 A& EREESZ T ANIRNAAL F A RN v 7 BE
TR 72 L
RIFVE: FIA_EBT.1  BEREFOERTE R O

FIA_BVR.4.1 TSF (X, TSF OFHEIZ L 2 EPMENRE OO DARIEROEHIZ LD
NAF AN v 7 BEDORKIZ I LT X b7au,

1A _EOEIR

R AMEWAERER & 13, T HBUZE W T, IR L TOWRWER, 7 — X RIS
WZxF L ClRERZ N 2 7o, 7 — Z BREEse 3 e n 3 D BERE IS D 7 Wi . iR 4y
D—BRENTVDIRICE > TELNARERE LS 5, WE MO AERF RIS
+ % TOE OHIErEEHEIZ DUV Cik, TOE % FHcit#i+ 5 2 &,

FIA_BVR.4.2
TSF 1%, TSF OFJHHFIZ L 2BEDT= O DEEEEDOERIZ L 234 F A MY v 7 RED
Ih & B IE L2 i 7,
T _EOFEIR
BIEAER L IE. TOE 23k 5 HIRMFHESS Z N A G H IRy O E 72138 2 (A S
Nt o L35, AEERICRT 5 TOE OHEEHEIC SV Tk, TOE s&iticiifi 2 =
L

6.2. X2 U T o RAEEN
A PP i SN D RFEEMIZONT, & 3177, RIE R —F% 2 M EAL2 2R
L., ALC_FLR.1 ZEBMOEL LT3,

# 3 X2 UT o RAEEM

RIEZ T R FREE=a R —% 2 b

ADV_ARC.1

B ADV_FSP.2

ADV_TDS.1

AGD_OPE.1

HA B A E
AGD_PRE.1

ALC_CMC.2

o ALC_CMS.2
TATYA 7R — |

ALC_DEL.1

ALC_FLR.1

fHk 1 - 29




ASE_CCL.1

ASE_ECD.1

ASE_INT.1

X2 VT 02 —5 > NEEMm ASE_0OBJ.2

ASE_REQ.2

ASE_SPD.1

ASE_TSS.1

ATE_COV.1

7 A K ATE_FUN.1

ATE_IND.2

fasatERE e AVA_VAN.2

6.3. X271 EHBER

6.3.1. &= U T ¢ HEREE R AL

ARE T, BRI SFR 2N 4 IZFR S/ TOE Ot X = U7 ¢ xR 7 #t A v)ic
KT D Z &, 6.3.1.1 TIE4 SFR 3W 1 d TOE B = U 7 o k5K FEH S oiEh
52 EEART, 6.3.1.2 Tl RFEMESEEIH - S TVWD Z & ZRT,

6.3.1.1. EX=UT xR G EEX =2 U T o BEREEAEOXIES
TOE OEF =V 7 4 x5 # SFR THEMEI D Z LE2EK 4177,
F 4 wX2 VT 4t RGE X2 VT 4 BEREEIE OIS

= —
& [
3] 0
g |
:_:EI LIJI LIJI
IEINE
=@ | = L
ArAEIAE
z | |9 |w|§
“IZIE|TE
21491828
oo Q| |o
OO0 |0 |0
FOP_RIP A X
FlA_EBT A X
FlA _EBT.2 X X
FlA_BVR.1 X X
FlA_BVR. 4 X

48k 1 - 30




LUt OFER 2 5l 9~ 5,

O.PAD_ENROL
ZOtX =2 U T ¢ xR GE O.PAD_ENROL &, B&RIFIZ, 7 — ¥ BREUSREI S A AR
R SN LA EITMEMRNBEAERIGR L 72D X0 ICHRRR SRR SN2
A, FNHE TOE I IBEZPIE LT b2 LTWnd, Z0'XaU T 3K
Fet a9 I1C, FIA_EBT.L (38 SN L 5 L2 REMmAE L, EREFEHROLE
DIERWGEE X ENEZBEZ LW & BEEROGAITENERFK LN &2, 21
ZTNERLTWD,

O.CLEAR_RESIDUAL
ZOeX2 VT A RRFENT, NAF A NY o 7 BEKORE OB T %12, TOE
WIZERFT 2 AKER LK OZOMORET — 2 %, HIfRT5E L TWE, Z0kEFal
T 4 ¥R ITEE T T 7201, FDP_RIP.L (%, /SA A A R U » 7 BER L OFREA O LR
T I, TOE WIZEATT D AEMREH L O OMOB# T — 4 2 TSF 83HIkRT 52 &
ZHERLTND,

O.CONTROL_FALSE_ACCEPT
DXV T 4% HITE O.CONTROL_FALSE_ACCEPT X, TOE 73#4% A (FAR)
DIEMEZ T Z L2 BET D, Z0OvF 2V T 4 /R SGE A2 7202, FIA_BVR.1
X FAR[EIfF : XA R TAA A A NY v ZRENKNT HZ LA ERTH, 2D XL, ST
THAEMICHES LD, LrL, FAR # B RED72DI2, BE IS WARERIZT
BREGTDHZENH - TR B2, FIA EBT.2 X202 L A2ERT 5,

0O.PAD_VERIFY
ZORFx 2 VT R RGET, WEMMEOWERERE 7D X ITH KRR SRR SN
Te%E . MOMEEARDR R ENTZGE, S AA N v VT RENEIT 2 Z & &2k
LR iEanant LTnd, Zotx= U7 06K i#t2i7= 972512, FIA BVR.4
XA DA E R M OB E AR OB I L D314 4 A U v 7 BEOE 2GR
HITERERLTWVD,

O.CONTROL_FALSE_REJECT
ZOEFX 2T 4 %K I5E O.CONTROL_FALSE_REJECT |Z. TOE iR fES R (FRR)D
KRG T-FT 2 L2 HET D, 20X U7 xR F#HEMT- 372912, FIA_BVR.1
X, FRRIEIM : YIAF TAAL A A MY v 7 BENKINTHZ L2 RTH, 2D Y I,
ST CREMICHESINS, L2 L, FRRZ B REL70I1C, BAE SIS WERE R
FEBEET L ENH-> IR B, FIA EBT2 X202 & 2#HRT 5,

6.3.1.2. &%=V T ¢ HEREEMH ORI
KPP D TOE Ot X = VT 4 BB DKM & DOXIRIZOVWTHER 5ITRT,

k1 - 31



# 5 SFR OR{FEMxIG

SFR BB T DIETFHEDOER 7 PP N C DXt
FDP_RIP.1 L ANEL
FIA_EBT.1 7L N
FIA_EBT.2 7L N
FIA_BVR.1 FIA_EBT.1, FIA_EBT.2 FIA_EBT.1, FIA_EBT.2
FIA_BVR.4 FIA_EBT.1 FIA_EBT.1

6.3.2. X2V T ¢ RAEERIL

AR PP TIFRFE L~V EAL2 28R L7z, BINOBEIT, HET D34 4 A B U 7 ZAHL A~
DUERE SN EAL2 ICHYS T 515 TH D, ALC_FLRAIIEF =2 U T 4 Z#EFFT 572012

VETH D,

6.3.2.1. X2 U T ¢ REEEADOIRIENE

XU T 4R

W, AR 2RV, Ko T R S D,

ek 1 - 32

AFEEEIE, ALC_FLR.1 &, EAL2 DE BV TH D, EAL2 26D % =
U T 4 RFEEMIC W T, RFEMEIX EAL2 TED BR- 2 BY THDH, ALC_FLR.1 1D




7. FEE

PLITFIZBWT, CC THEDLNAMEFEIZOWTIE, VAL E AARGERIE T 201, HET
EIZHOWTIEL, CC 2B L,

ik Bk
BS Biometric System (/NA A X RV w7 AT L)
CC (Common Criteria) | Common Criteria - Common Criteria for Information

Technology Security Evaluation.
aEIIATVT (FHEX2 )T o0 aE s
FATIVT)

EAL Evaluation Assurance Level GEfifRFEL L)

FAR False Accept Rate (R&sz A3, fil N &y STHERB RO IRE F Z
PP v a ATBWT, Ro TRET 5 )

FRR False Reject Rate GAIESL ., AADHLHEREROME 7
PP Vg TBWT, BRo THERT 5FR)

FTE Failure To Enrol (ZEMRIEEBGRRHCR, & LN L TRERk
PR ZAT S T35S, Y AT ARG A 52 T CTE Ieho Tz
ANEDOEIE)

oS Operating System (AL —F 4 > 7L 25 1)

PAD Presentation Attack Detection (F&~ B D4, BS OH#{E%
WETLZEEAMNE LT — X EHBUERE~D T — ¥ DR
DA, TR BI RO Ry 2R LT — & Of2
IR ELEENDN, AR PP TIIBIEAN & W OO AR
WMOPETRD IR ET D)

PP Protection Profile (v 7 27 v a7 a7 7 A)L)

SFR Security Functional Requirement (& = U 7 ¢ H§REZ )

ST Security Target (Z&% =V 7 4 % —7%>7 > )

TOE Target of Evaluation (FAffixf42)

TSF TOE Security Functionality (TOE & = U 7 ¢ ¥%#E

Ee MERRIR K N—=FNA~T 72 245 2 L& HIZ, BRI iE
AR DRV ARG Z BRI RRT 5 2 & 2l AT
v, BAKIZ TOE NIEFICEMELZRWVWE 12T 5 2 L2k
ZYN

R fiE Frl T — 2 3o 2 BB AERIERICH L T—B L HES LD T2

DB 72T OED LI HLSCHBEOES W, £T7—4 $£7-
WIAET — X OB BEARTER & LTl D56 1E, Bakt

48k 1 - 33



ik B

G, FrRhE S ek, FiT — 2 L O—EDHEN 2
b,

Av—hFA—F LR PHAARAENTZZ7 VY Yy P —ROREZDOF v
J1— R, FRAEH O#EE NI DI b Z L RE N,

ARG BT =4 KT — 2 BEAIREROMBIR

BRI T H] DHLDOIAE DT DB LT ST — % £ 135 T —
2 D, TOEIZ L TlE, FH8 7 — & L7138 8T — Z OFT
L, BT HERERAET X OMBHAVOEND Z LD D,

Bk —HF— BS IZAEMRIER 2B S, TOEIWZ A A A MY v BASH
HZLIZEoT, A= NVRATEENT 7 BEAT Ha—H—

R T — % BT —H B LI B IR R A RS T — ¥

ETF—4 F— A RBHEREEIC L > TE LN DT — 4

NAFARY 7 A N D RAFFERCAT B RS D W TR £ B BIRYICEE
D HN

NAFARNY v 7 NAFTA NI AD, NAF AR 7 2%l

NAFA Y w7580

B2 IV RHET — 21Tk LT A S VT B SR AR R 2
KL T—ET 2B (EEROGELRWEGELE
i) ZIRT TSV r—ay, BT —FEITET —F O/MN
BEAERERE L THEDN D513, BEAERERIT, R
HEni=th, F¥T —% L ORENERmES D,

NAFT AR w7 A
7 2 (BS)

NRAFTA RN ITBEDA TN = AL G AT 09 big
IND AT A

NAFA N w7 A
7 LEHE (BS EH
)

TOE DA VA b= (= RU =7 BNHLGHEITEORELE
te), BiE, MOEHOEMZFOEHEE, TOE 7 Bk

oA 1x. TOE & BS OEHAREDOFATHERN H Y |
TOE % &tr BS OFERIMRE AL+ 5 2 L 3 CT& 2 HAE,

NAFTANY v 7 BE

A=W =R LT RRRFE N S5 DN D R T — % & &
FRARIERE 2 L CRE— O = =Dt DO Th D00 % H
ETHT TV r—a v, BEROFST—5 %R\, #EE
O E L TCHEEZT 22 bbb, £ET X FFET—H
DR ERAERE R E L TlEb 25813, BEARERIT,
Frfdti S o, BT — & L OWLEERFER SN D,

e TOE ([CH R Zfr L, B KOG S D A, &K PP
TIHIFHE L BIEA TN D,
FHERRGE VAT ARGREILT 7B AR SNDHENC, ID A FEET H 21—

ek 1 - 34




ik =3

P=NRZD IDIZHIETHANTH L Z L 2l 2174

g K7 — 2 & & 2 B AERTEH & DR OBECAHB DAV,
BT —Z AT — 2 OMMNBREAERERE LTINS
HEE, BRARGERIT, FEiHsh®, BT -2 Lo
FHEOHB I B D,

48k 1 - 35







182 Y HR—bFXE

Evaluation Guidance
for
Biometric Verification Products

Version 1.0

March 2017

National Institute of Advanced Industrial Science and Technology
OKI Software Co., Ltd.

k2 -1



Contents

1. L o Yo 18 o3 410 o P 3
2. =100 0 FS= T o o 1) o USSR 3
3. Relation between ATE class and AVA class in PAD teSHING . .uuuuiieeiiiiciiriieeeeeiiiiiiieereee e e sseinneeneeaeeen 3
4. Workload for vulnerability @ValUALiON ........cuieeiiiiiiiiiiiie e ie st e e e e s s r e e e e e s s e e e e e e s snnnnrnneeeaeesanns 4
5. Complements to CEM on Class ASE: Security Target evaluation .........ccccccveveeeeiiicvinieeee s sseiineeeen 4
5.1. Evaluation of sub-activity (ASE INT.L) .uuuueiieeeiiiiiiiirereeesiintenereeessssstnsereeeeesssnnsssseeeseesssssssnseeeeessanns 4
5.2. Evaluation of sub-activity (ASE REQ.2) ..uuuiiieiiiiiiieiieee e iissttieee e e e e s ssstateeeeeeesssnstraeeeeeesssssnsnnneeeessanns 5
6. Complements to CEM on Class ADV: DEVEIODMENT ...uuvuiieeeeiiiiiiiiiieeeeeseiiieeeee e e s s sveeee e e e e e s s snnaneeees 6
6.1. Evaluation of sub-activity (ADV _ARC.1) ...uuiiiieeiiiiiiiieeee e e s ssiieeee e e e s e sstateeeae e e s s snstraeeeaeessnnnnssnneeaeessans 6
6.2. Evaluation of sub-activity (ADV FSP.2) . ...t iiiiiiiiieee e s seieee e e e s s s s e e e e e e s s st ae e e e e e e s s nnnnreneeeeeesanns 6
6.3. Evaluation of sub-activity (ADV _TDS.1) ..uuueeieeeiiiiiieireeeeeiisitieeeeeeesssssstnnereeeeesssnssssseeesesssnsnssseseeeeessanns 7
7. Complements to CEM on Class AGD: Guidance dOCUMENTES .....uuvvvveeeeiiiiirirereeeeeiiirienreeeeesssnnnvneneeas 8
7.1. Evaluation of sub-activity (AGD OPE.L)....uiieeiiiiiiiiiereeeiiiiiieer e e e s s ssintereeeeesssnsarareeaeessnssnseneeeeessanns 8
7.2. Evaluation of sub-activity (AGD PRE.L) ....uuuiiiiiiiiiiiieeeeeeiisiiieee e e e s s ssiateesseeesssnsaraeeeeeesssnnsneeneeeeessanns 8
8. Complement to CEM on Class ALC: Life-CYCIE SUPPOI .ivveeviieiiiiiiiee e ettt ee e e e e 9
8.1. Evaluation of sub-activity (ALC DEL.L)....uuuiiieeiiiiiieieere e sisiiieee e e e s s ssiateeeee e e s s snntraeeeeeeesnnnnnennneeeessanns 9
8.2. Evaluation of sub-activity (ALC FLR.L) ...uuuiiiiiiiiiiiiiieiie e ssiieee e e e s s st e e e e e e s s snnarae e e e e e s s nnnnnneneeeeeenanns 9
9. Complements t0 CEM 0N ClaSS ATE: TESES .uuuuiiieiiiiiiiiieiieeessiiiieereseeessssssteeeesaesssssssreseeeeesssnnsssseesees 9
9.1. Evaluation of sub-activity (ATE FUN.L)....uuuiiiieiiiiiieireee e iiiiiieee e e e e s sssiateeeeee e s s snsnnaeeeeeessnnnnsrnaeseeessanns 9
9.2. Evaluation of sub-activity (ATE TND.2) .....uuuuiiieeeiiiieiieieeeeeesisttieeeeeeeessssstateeeeeeesssnnrsaeeeeeeesssnnssnneeseees 10
10. Complements to CEM on Class AVA: Vulnerability aSSeSSMeNt........ccccvvvviveeeeeiiiciiiieeeeeeee e 12
10.1. Evaluation of sub-activity (AVA VAN.2) ....eeeiiiiiii ittt ettt et e et e e snbaee e s snbeeeessnbneee e 12
10.2. Calculating attack POTENTIAL . ..ciiueieiiiiiie ittt e et e e e s st e e e s srbeeeessrneeeeans 13
10.2.1. Phase (Identification/EXDPIOTEALION) «.ovuveiieiiiiiieeiiiiee ettt ettt e et e et e et e e e s snbe e e e s sebeeeeens 13
10.2.2. FACLOrS t0 D CONSIAEIEA .. uuiiiiiiiiie ettt ettt ettt et e e s sab e e e sabe e e e s sabe e e e e sabeeeessnbeeeessbneeeean 14
10.2.3. Calculation of attaCk POLENTIAL . ...eeeiiiiiiieiiiiiie et e st e e s sab e e s srneee e 18
10.2.4. Rating of vulnerabilities and TOE rESISTANCE ......ciiiiiiiie ittt e st e e sbre e e sbeee e 19
11. 21T o] Lo Yo =Y o] ST P PP 20

ek 2 - 2



1. Introduction

This document is the evaluation guidance for biometric verification products that claim a
conformance to "Protection Profile for Biometric Vefirication Products" certified as C0501 by
IPA (Information-technology Promotion Agency, Japan) and PPs or STs that define the same
or similar SFRs.

This document contains evaluation guidance for both performance evaluation and
presentation attack detection (PAD) evaluation. After addressing the relation between ATE
class and AVA class for PAD evaluation, the complements of evaluation methodology for
performance and PAD evaluations are specified. Because there are only five complements
for performance evaluation at ATE_FUN.1-1, ATE_IND.2-6, ATE_IND.2-7, ATE_IND.2-8,
and ATE_IND.2-10, the complements are for PAD evaluations unless otherwise specified as
"for performance evaluation". The complements contain mandatory activities that the
evaluator shall perform in order to assign verdicts. However all of them may not be
applicable to all type of the TOEs. Evaluator can provide a justification to assign pass
verdicts in such cases.

For the current version, there are two separate documents "Annex for Biometric Verification
Product Evaluation Guidance" to specify the details of performance evaluation and "Attack
Method for Vein Products" to specify more details of PAD evaluation for vein products.

Most of the contents of this document are based on Fingerprint Spoof Detection Evaluation
Guidance (FSDEG), which was a contribution to ISO/IEC JTC 1/SC 27, and D6.5: Towards
the Common Criteria evaluations of biometric systems of Biometric Evaluation and Testing
(BEAT) project in EU.

2. Terms and definitions

biometric characteristic
biological and behavioural characteristic of an individual from  which
distinguishing, repeatable biometric features can be extracted for the purpose of
biometric recognition

modality

type of biometric data

3. Relation between ATE class and AVA class in PAD testing

This clause addresses relevant aspects for Class ATE and Class AVA.

It is the objective of any testing activity conducted in the course of the ATE class to
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determine whether the PAD functionality is able to detect Presentation Attack Instruments
(PAIs) as specifed in Security Target, Functional Specification, and TOE Design. In the
deveopler testing (ATE_FUN), the developer prepares and constructs PAIs to test the PAD
functionality to show that it works as specified. In the independent testing (ATE_IND), the
evaluator samples and repeats the developer testing using and/or rebuilding the PAls
constructed by the developers. The evaluator also devises a test subset which is
appropriate and effective to the TOE and conducts the testing, The evaluator should modify
the PAls created by the developer.

While the testing activities in context of ATE allow an overall assessment about the
performance of the PAD mechanism for the tested PAls, they do not provide any assurance
about the PAD effectiveness for different PAIs. It falls to the vulnerability assessment to
evaluate whether the use of additional PAls that have not been part of the developer's PAls
can lead to exploitable vulnerabilities.

AVA testing extends the scope of ATE testing to add variations of the PAIs independently
prepared by the evaluator investigating potential vulnerabilities based on the information
that was found in the previous evaluation activities including ATE. The objective of AVA
testing is to further explore and probe the boundaries of errors discovered during ATE
testing, if there are, to estimate their applicability in the corresponding attack potential and to
search for vulnerabilities that ATE testing does not uncover. The evaluator identifies possible
areas of weakness and iteratively probes these areas using specially constructed PAls,

refining the PAIs and the presentation techniques in order to find vulnerabilities.

4. Workload for vulnerability evaluation

No rigid rules can be given on how much time should be spent on a typical biometric
verification product of AVA_VAN.2 evaluation by a competent lab, but the following guidance
shall none-the-less be provided in an effort to harmonise evaluations: Assuming the CC
vulnerability analysis has already been performed the evaluation testing from scratch for a
biometric verification product should take about 1 or 2 man weeks, depending on the
characteristic and complexity of the product etc..

5. Complements to CEM on Class ASE: Security Target evaluation

5.1. Evaluation of sub-activity (ASE_INT.1)

Table 1 lists the complements to the work units in ASE_INT.
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Table 1 — Complements to ASE_INT

Evaluator Work unit Complements
action element
ASE_INT.1.1E | ASE_INT.1-1 | None.

ASE_INT.1-2 | None.

ASE_INT.1-3 | None.

ASE_INT.1-4 | The evaluator shall also examine the TOE reference to
determine that it clearly identifies the modality that the
presentation attack detection system can be used for.

ASE_INT.1-5 | The evaluator shall also examine the TOE overview to
determine that it states that the TOE provides
presentation attack detection functionality. For
performance evaluation, the evaluator shall also
examine the TOE overview to determine that it states a
specific user profile that the TOE is not designed to work
with (e.g., over 65 years of age, right-handed or men).

ASE_INT.1-6 | None.

ASE_INT.1-7 | The evaluator shall also examine the TOE overview to
determine that it does not claim error rates for
presentation attack detection functionality.

ASE_INT.1-8 | None.

ASE_INT.1-9 | None.

ASE_INT.1-10 | None.

5.2. Evaluation of sub-activity (ASE_REQ.2)

Table 2 lists the complements to the work units in ASE_REQ.2-1E.

Table 2 — Complements to ASE_REQ.2.1E

Evaluator Work unit Complements
action element
ASE_REQ.2.1E | ASE_REQ.2-1 | None.
ASE_REQ.2-2 | None.
ASE_REQ.2-3 | The evaluator shall also examine the ST to determine

that a value equal to or greater than the upper bound of
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the 90%, 95%, or 99% confidence interval is assigned
for each of FTE, FAR, and FRR, and that a value equal
to or greater than the upper bound of the 95%
confidence interval is additionally described for each of
FTE, FAR, and FRR if 90% or 99% is selected as the

confidence level.

6. Complements to CEM on Class ADV: Development

6.1. Evaluation of sub-activity (ADV_ARC.1)

There are no complements to the work units in ADV_ARC.

6.2. Evaluation of sub-activity (ADV_FSP.2)

Table 3 lists the complements to the work units in ADV_FSP.2.1E. There are no
complements in ADV_FSP.2.2E.

Table 3 — Complements to ADV_FSP.2.1E

Evaluator Work unit Complements

action element

ADV_FSP.2.1E | ADV_FSP.2-1 | The evaluator shall also check the functional
specification to determine that the various mechanisms
used for presentation attack detection are described in
terms of TSFlIs.

ADV_FSP.2-2 | None.

ADV_FSP.2-3 | The evaluator shall also examine the functional
specification to determine how the capture devices are
used when biometric characteristics are presented if they
are part of the TOE.

ADV_FSP.2-4 | The evaluator shall also examine the presentation of
the TSFI to determine that it completely identifies security

relevant parameters for capture devices.

ADV_FSP.2-5 | The evaluator shall also examine the presentation of

the TSFI to determine that it completely and accurately

describes security relevant parameters for capture
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devices.

ADV_FSP.2-6 | None.

ADV_FSP.2-7 | The evaluator shall also examine the presentation of
the TSFI to determine that it does not provide feedback
on the decision of the presentation attack detection to the

user.

ADV_FSP.2-8 | None.

6.3. Evaluation of sub-activity (ADV_TDS.1)

Table 4 lists the complements to the work units in ADV_TDS.1.1E. There are no
complements in ADV_TDS.1.2E.

Table 4 — Complements to ADV_TDS.1.1E

Evaluator Work unit Complements

action element

ADV_TDS.1.1E | ADV_TDS.1-1 | None.

ADV_TDS.1-2 | None.

ADV_TDS.1-3 | None.

ADV_TDS.1-4 | The evaluator shall also examine the TOE design to
determine that it describes biometric properties and
mechanisms which are used to detect presentation
attacks at the subsystem layer, i.e., the processing of
signals acquired by the capture devices used for
presentation attack detection and the transformation of

these signals into classification of presentation attack.

ADV_TDS.1-5 | The evaluator shall also examine the TOE design to
determine that the interactions between the
presentation attack detection functionality and the
capturing functionality are described at the subsystem

layer.

ADV_TDS.1-6 | None.
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7. Complements to CEM on Class AGD: Guidance documents

7.1. Evaluation of sub-activity (AGD_OPE.1)

Table 5 lists the complements to the work units in AGD_OPE.1.1E. There are no
complements in AGD_OPE.1.2E.

Table 5 — Complements to AGD_OPE.1.1E

Evaluator action

element

Work unit

Complements

AGD_OPE.1.1E

AGD_OPE.1-1

None.

AGD_OPE.1-2

The evaluator shall also examine the operational user
guidance to determine that it describes the process of
presenting biometric characteristics to the TOE if the

capture devices are part of the TOE.

AGD_OPE.1-3

The evaluator shall also examine the operational user
guidance to determine that it describes the secure
configuration of presentation attack detection

parameters.

AGD_OPE.1-4

The evaluator shall also examine the operational user
guidance to determine that it describes alternative
procedures allow an operator to manually override the

decision of the presentation attack detection.

AGD_OPE.1-5

The evaluator shall also examine the operational user
guidance to determine that it describes mode of
operation of the TOE that an operator can manually
override the decision of the presentation attack
detection.

AGD_OPE.1-6

None.

AGD_OPE.1-7

None.

AGD_OPE.1-8

None.

7.2. Evaluation of sub-activity (AGD_PRE.1)

Table 6 lists the complements to the work units in AGD_PRE.1.1E. There are no
complements in AGD_PRE.1.2E.

4k 2 - 8




Table 6 — Complements to AGD_PRE.1.1E

Evaluator Work unit Complements
action element
AGD_PRE.1.1E | AGD_PRE.1-1 | None.
AGD_PRE.1-2 | The evaluator shall also examine the provided

installation procedures to determine that they describe,
in particular, parameters that modify the security
functionality of presentation attack detection (e.g. a
threshold) and that have to be configured before the

initial usage of the TOE.

8. Complement to CEM on Class ALC: Life-cycle support

8.1. Evaluation of sub-activity (ALC_DEL.1)

Table 7 lists the complements to the work units in ALC_DEL.1.1E.

Table 7 — Complements to ALC_DEL.1.1E

Evaluator Work unit Complements
action element
ALC_DEL.1.1E | ALC_DEL.1-1 | The evaluator shall also examine the delivery
documentation to determine that it describes whether
the TOE is readily available for all kind of customers or
only purchased Dby restricted customers.
ALC_DEL.1-2 | None.

8.2. Evaluation of sub-activity (ALC_FLR.1)

The following shall be applied to all the work units in ALC_FLR.

The evaluator shall determine that PAIs which are falsely accepted by the presentation

attack detection system are considered being security flaws in the developers' processes.

9. Complements to CEM on Class ATE: Tests

9.1. Evaluation of sub-activity (ATE_FUN.1)

Table 8 lists the complements to the work units in ATE_FUN.1.1E.
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Table 8 — Complements to ATE_FUN.1.1E

Evaluator

action element

Work unit

Complements

ATE_FUN.1.1E

ATE_FUN.1-1

For performance evaluation, the evaluator shall
particularly check that the test documentation satisfies
the relevant requirements from ISO/IEC 19795, listed in
1 of Annex. The evaluator shall explain any deviation
from the requirements from ISO/IEC 19795, listed in 1

of Annex, in the test documentation.

ATE_FUN.1-2

The evaluator shall also examine the test plan to
determine that it provides information on the attack type
that were created by the developer for the tests
including detailed information on the PAI species such
as material information and construction manuals, and

method of interaction with the capture device.

ATE_FUN.1-3

The evaluator shall also examine the test plan in
particular to determine that potential presentation attack
detection parameters are correctly configured according

to the TOE configuration described in the ST.

ATE_FUN.1-4

None.

ATE_FUN.1-5

None.

ATE_FUN.1-6

None.

ATE_FUN.1-7

In particular, the evaluator shall also report the
developer testing efforts for presentation attack
detection functionality in terms of number and
description of the attack types, PAI species, and test

size.

9.2. Evaluation of sub-activity (ATE_IND.2)

Table 9 lists the complements to the work units in ATE_IND.2.

Table 9 — Complements to ATE_IND.2.1E

Evaluator

action element

Work unit

Complements
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ATE_IND.2-1

The evaluator shall also examine to determine that
potential presentation attack detection parameters are
correctly configured according to the TOE configuration
described in the ST.

ATE_IND.2-2

None.

ATE_IND.2-3

None.

ATE_IND.2.2E

ATE_IND.2-4

The evaluator shall also conduct testing using or
rebuilding the PAls created by the developer.

ATE_IND.2-5

None.

ATE_IND.2.3E

ATE_IND.2-6

The evaluator shall particularly devise a test subset in
which the evaluator uses or rebuilds PAIs created by the
developer in a different manner from that done by the
developer, such as presenting PAls in a different
manner. The evaluator shall consider modifying PAIls
created by the developer for testing. The evaluator shall
also consider disabling the PAD mechanism in the
TOE to refine PAls so that they can falsely accepted by
the biometric verification mechanism of the TOE, if such
TOE is available for testing.

For performance evaluation, the evaluator shall devise
independent performance testing as described in 2 in

Annex.

ATE_IND.2-7

For performance evaluation, the evaluator shall
produce test documentation which satisfies the
relevant requirements from ISO/IEC 19795, listed in 2 of
Annex.

The evaluator shall explain any deviation from the
requirements in 2 of Annex in the test documentation.

ATE_IND.2-8

For performance evaluation, the evaluator shall
conduct independent performance testing as described
in 2 in Annex.

ATE_IND.2-9

The evaluator shall also record PAI modification and

its usage.

ATE_IND.2-10

For performance evaluation, the evaluator shall check

the test result using the method described in 2 in Annex.

ATE_IND.2-11

The evaluator shall particularly report in the ETR the
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evaluator testing effort on presentation attack detection
functionality in terms of number and description of

attack types, PAI species and test size.

10. Complements to CEM on Class AVA: Vulnerability assessment

The vulnerability analysis is an assessment to determine whether potential vulnerabilities

(as identified during the evaluation of the development and anticipated operation of the TOE

or by other methods) may allow attackers to violate the security functional requirements.

10.1. Evaluation of sub-activity (AVA_VAN.2)

Table 10 lists the complements to the work units in AVA_VAN.2.

Table 10 — Complements to AVA_VAN.2

Evaluator Work unit Complements

action element

AVA_VAN.2.1E | AVA_VAN.2-1 The evaluator shall also examine the TOE to
determine that potential presentation attack detection
parameters are correctly configured according to the
TOE configuration as described in the ST.

AVA VAN.2-2 None.

AVA VAN.2.2E | AVA VAN.2-3 None.

AVA_VAN.2.3E | AVA_VAN.2-4 The evaluator shall refer to Attack Method to identify
possible potential vulnerabilities in the TOE.

AVA_VAN.2-5 None.

AVA VAN.2.4E | AVA VAN.2-6 The evaluator shall refer to Attack Method to devise
penetration tests.

AVA_VAN.2-7 The evaluator shall produce penetration test
documentation particularly including construction
manuals of the PAls.

AVA_VAN.2-8 None.

AVA VAN.2-9 The evaluator shall also record the PAI construction
and usage.

AVA_VAN.2-10 | None.

AVA_VAN.2-11 | The evaluator shall refer to 10.2 to determine ratings of
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presentation attacks.

AVA_VAN.2-12 | The evaluator shall refer to 10.2 to determine ratings of

presentation attacks.

10.2. Calculating attack potential

To complete an attack potential calculation the points for identification and exploitation (see
10.2.1) have to be added as both phases together constitute the complete attack. When
presenting the attack potential calculation, the evaluators will make an argument for the
appropriateness of the parameter values used, and will therefore give the developer a
chance to challenge the calculation before certification. The final attack potential result will
therefore be based on discussions between the developer, the evaluator and the
certification body, with the certification body making the final decision if agreement cannot
be reached.

The calculation of attack potential given here is the one at the present and subject to change
as the biometric technologies and the attacks against them progress.

10.2.1. Phase (Identification/Exploitation)

Identification: corresponds to the effort required to create the attack, and to demonstrate that
it can be successfully applied to the TOE (including setting up or building any necessary test
equipment). The demonstration that the attack can be successfully applied needs to
consider any difficulties in expanding a result shown in the laboratory to create a useful
attack. One of the outputs from Identification could be a script that gives a step-by-step
description of how to carry out the attack. This script is assumed to be used in the
exploitation part.

Exploitation: corresponds to achieving the attack on an instance of the TOE in its
exploitation environment using the analysis and techniques defined in the identification
part. Could be assumed that a different attacker carries out the exploitation, the technique
(and relevant background information) could be available for the exploitation in the form of a
script or set of instructions defined during the identification step. This type of script is
assumed to identify the necessary equipment and, for example, mathematical techniques
used in the analysis, or presentation attack methods. Furthermore, this same information
may also reduce the exploitation requirement to one of time measurement, whereas the
identification phase may have required reverse engineering of hardware or software
information hence the expertise requirement may be reduced.

Notes:
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For the evaluator, the work of the Identification phase has to be fully performed: developing
HW and SW, creating presentation attack instruments (PAIS) if any, etc. The rating of this
phase corresponds to the "real spending” in defining the attack. For the Exploitation, it is not
necessary to perform the work again and the rating could correspond to an evaluation of the
necessary effort for each factor.

Exploitation consisting in applying scripts, it is expected that some factor values will be
reduced from the identification phase, in particular "Elapsed Time" and "Expertise”. For the
same reason, the "Knowledge of the TOE" factor is not applicable in the exploitation phase

(all the knowledge is scripted).

10.2.2. Factors to be considered

Elapsed Time

In the Identification phase, it corresponds to the time required to create the attack, and to
demonstrate that it can be successfully applied to the TOE (including setting up or building
any necessary hardware or software equipment). The demonstration that the attack can be
successfully applied needs to consider any difficulties in expanding a result shown in the
laboratory to create a useful attack. One of the outputs from Identification could be, for
instance, a script that gives a step-by-step description of how to carry out the attack this
script is assumed to be used in the exploitation part.

Applied to presentation attacks, elapsed time in identification corresponds to the time spent
to find the so called "golden fake" and to define the method to build it from for example a
fingerprint (with or without the collaboration of the user). "Golden fake" is defined as a PAI
that is reproducibly accepted by the TOE as being genuine.

In the exploitation phase, Elapsed Time corresponds to the time necessary to apply the
"script" to a specific biometrics. For example, for a presentation attack on fingerprints, it
corresponds to the time required to create a PAI from an image of a print (and not the
acquisition of this image which is taken into account in the "Access to biometric
characteristics" factor).

Potential difficulties to have an access to the TOE in exploitation environment are taken into

account in the " Window of opportunity / Access to the TOE " factor.

Expertise

This factor refers to the level of proficiency required by the attacker and the general
knowledge that he possesses, not specific of the TOE being attacked. A suggested rating for
this metric is:

Layman: no real expertise needed, any person with a regular level of education is capable of
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performing the attack. For example, creating a PAI in a known (published) way without
specific difficulties (specific or difficult to buy materials) is considered at a "Layman” level of
expertise.
Proficient: some advanced knowledge in certain specific topics (biometrics) is required as
well as good knowledge of the state-of-the-art of attacks. The person is capable of adapting
known attack methods to his needs. For example, adapting a known PAI type (published) by
the choice of specific (not published and sometimes difficult to find) materials in order to
bypass a presentation attack detection mechanism and/or finding a non-evident way to
present this PAI to the system can be considered at a "Proficient” level of expertise.
Expert: a specific preparation in multiple areas such as pattern recognition, computer vision
or optimization is needed in order to carry out the attack. The person is capable of
generating his own new attacking algorithms. For example, finding a new (unpublished) way
of creating a PAI type using new and specific materials (unpublished) to counter an
advanced presentation attack detection mechanism, can be considered at a "Expert" level.
In addition, this level can be associated with specific equipment (bespoke)
Multiple experts: the attack needs the collaboration of several people with high level
expertise in different fields (e.g., electronics, cryptanalysis, physics, etc.). It has to be
noticed that a specific competence in biometrics is not considered as "multiple expertise".
For example, building an "hill climbing" attack when the comparison score can only be
accessed indirectly (for example using power or electromagnetic analysis) and when this
attack requires electronic modification of the system (probing for example) can be
considered at a "multi expertise” level.

Notes:

As previously noted, Exploitation expertise is usually lower that Identification expertise.

Layman or Proficient can be considered as typical value for expertise in the exploitation

phase. For the same reason, the multiple expert level is excluded from the exploitation

phase.

As all the factors, higher rating would require specific justifications from the evaluator.

Knowledge for the TOE

This factor refers to the amount of knowledge of system required to perform the attack.

For instance, format of the acquired samples, size and resolution of acquisition systems,
specific format of templates, but also specifications and implementation of countermeasures
are knowledge that could be required to set up an attack.

This information could be publicly available at the website of the capture device
manufacturer or protected (distributed to stakeholders under NDA or even classified inside

%2 - 15



the company).

Ratings are:

Public: information which is fairly easy to obtain (e.g., on the web).

Restricted: information which is only shared by the developer and organizations which are
using the system, usually under a non-disclosure agreement.

Confidential: information which is only available within the organization that develops the
system and is in no case shared outside it.

Critical: it refers to information which is only available to certain people or groups within the
organization which develops the system.

Special attention should be paid in this point to possible countermeasures that may be
implemented in the system and whether it is necessary or not to have knowledge of their
existence in order to be successful in a given attack.

It is assumed that all the knowledge required to perform the attack is gained during the
identification phase and "scripted" for the exploitation. So, this factor is not used for the

exploitation phase.

Window of Opportunity/ Access to the TOE

This factor refers to measuring the difficulty to access the TOE either to prepare the attack
(Identification phase) or to perform it on the target system.

For the Identification phase, elements that should be taken into account include the
easiness to buy the same biometrics equipment (with and without countermeasures).

For exploitation phase, both technical (such known/unknown tuning) and organizational
measures (presence of a guard, ability to physically modify the target, limited number of tries,
etc.) should be taken into account.

The number and the level of equipment requested to build the attack is also part of the
rating.

This factor is not expressed in terms of time. Proposed values are:

Easy:

There is no strong constraint for the attacker to buy TOE (reasonable price) to prepare its
attack (identification phase).

For the exploitation phase, there is no limit in the number of tries and the presentation attack
is difficult to detect.

Medium:

For identification phase, specialized distribution schemes exist (not available to individuals).
For exploitation phase, either a tuning of the attack for the final system is required (unknown

parameterization of countermeasures for example), or there is a supervision of the
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biometrics system emitting, for example, an alert in case of numerous fail presentations.
Difficult:

For identification phase, the system is not available except for identified users and access
requires compromising of one of the actors.

For exploitation, for example PAIs must be adapted to the (unknown) specific tuning, or
there is a strong supervision (for example a guard), or the system needs physical
modification (for example physically accessing a hidden signal significant of the comparison
score). Compromising one actor involved in the use of the system (guard, administrator, and

maintenance) is often required.

Window of Opportunity/ Access to Biometric characteristics

Common Criteria evaluations are dedicated to evaluate the intrinsic resistance of a system.
Due to the potential number of attack paths (with or without the cooperation of a user for
example) the evaluation does not take into account the way a real biometric characteristic is
acquired. For presentation attack detection, the vulnerability analysis is based on the
hypothesis that a real "image" is available, and the rating only concerns the creation and the
presentation of a presentation attack instrument (PAl).

However, it seems important to be able to compare the resistance of various systems, even
based on different biometrics. In addition, getting a real "image" to build a PAl is clearly part
of an attack and it seems of interest, for the final user and the pertinence of a certificate to
add a factor related to this topic.

2D images can be found even without direct contact with a user (an exploration of the web
and the social networks is probably sufficient); 3D images require multiple acquisitions,
probably in a controlled way, without user collaboration but probably with a direct contact
with him; fingerprints are left on objects the user had in hand, but need to be revealed,
acquired and the corresponding images need a preprocessing; Iris images can be acquired
with a high resolution camera, but with some difficulties to get a complete high quality image
without user cooperation; veins are a hidden characteristic, but infra-red cameras, close to
the user, can acquire images to be used.

Multi-modality (e.g. finger and face) or multi-instances (e.g. several fingers) systems should
be rated at the upper level of the higher rate. For example, 2D images and Iris are rated
Difficult.

Note: As explained before, rating the resistance of a system is based on rating the
successful attacks and verifying that no successful attack is found at the targeted level.
Some attacks do not need real biometrics data to be available, for example, attacks based
on synthetic images or templates generation. In such a case, the value for this factor has to
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be setto 0.

Note: The aforementioned explanations assume that the legitimate user(s) are
noncooperative with the attacker. If - for some specific reason - there is reason to assume
that a user will give deliberately give access to their biometric characteristic, the rating value

for the access to this biometric characteristic would be 0.

Equipment

This factor refers to the type of equipment required to perform the attack. This includes the
biometric databases used (if any). A suggested rating is:

Standard: equipment which is affordable, easy to obtain and simple to operate (e.g.,
computer, video cameras, mobile phones, "do it yourself" material, artistic leisure
materials, ...).

Specialized: this refers to fairly expensive equipment, not available in standard markets and
which require of some specific formation to be used (e.g., laboratory equipment, advanced
printer specific materials and inks, advanced oscilloscopes, ...).

Bespoke: this refers to very expensive equipment with difficult and controlled access; for
example, research printing systems with specific ink definition and flexible support
adaptation. In addition, if more than one specialized equipment are required to perform
different parts of the attack, this value should be used. Before using this value, it has to be
carefully checked that no service is available (renting, limited time access, etc.). If such

service exists, the rating has probably to be moved down to "Specialized".

10.2.3. Calculation of attack potential

Table 11 Calculation of attack potential

Value

Factor Identification Exploitation Note
Elapsed Time
<= one day 0 0
<= one week 1 2
<= two weeks 2 4
<= one month 4 8
> one month 8 16
Expertise
Layman 0
Proficient 2 4
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Expert 4 8
Multiple experts 8 Not Applicable
Knowledge of TOE
Public 0 Not Applicable
Restricted 2 Not Applicable
Sensitive 4 Not Applicable
Critical 8 Not Applicable
Window of Opportunity

1) Access to TOE
Easy 0
Moderate 4
Difficult 4

Window of Opportunity

2) Access to Biometric Characteristics

Immediate Not Applicable 0| 2D, 3D (Face)
Easy Not Applicable 2 | Fingerprint
Moderate Not Applicable 4 | Iris

Difficult Not Applicable 8 | Vein
Equipment

Standard 0 0

Specialised 4

Bespoke 4

Important note: Where a factor falls close to the boundary of a range the evaluator should

consider use of an intermediate value to those in the table. The table is also intended to

be used as a guide.

10.2.4. Rating of vulnerabilities and TOE resistance

Table 12 Rating of vulnerabilities and TOE resistance

Attack )
] TOE resistant
Potential )
] to attackers Meets assurance | Failure of
Values required to .
] with attack components: components:
exploit .
] potential of:
scenario:
<10 Basic No rating - AVA VAN.],
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AVA VAN.2,
AVA VAN.3,
VA_VAN.4,
AVA _VAN.5
AVA VAN.3,
Enhanced- . AVA VAN.1, -
10-19 ) Basic AVA VAN.4,
Basic AVA_VAN.2
- AVA _VAN.5
AVA_VAN.1,
Enhanced- - AVA VAN,
20-29 Moderate . AVA VAN.2,
Basic AVA VAN.5
AVA VAN.3 -
AVA_VAN.1,
) AVA_VAN.2,
30-39 High Moderate - AVA_VAN.5
AVA_VAN.3,
AVA VAN.4
AVA_VAN.1,
AVA _VAN.2,
=>40 Beyond-High High AVA_VAN.3, -
AVA VAN,
AVA VAN.S
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H2) BERESEMTHERHEL, 08D OWEBREDOL SOHEEYOBE ST F 7 v a Bt 1ElE
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(3) 18 A PN Eig o> 52 it A7 f
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0001, R, Middle, 0002, R, Point, Reject, 33, 10,

0001, R, Middle, 0002, R, Ring, Reject, 7, 10,

0001, R, Middle, 0002, L, Middle, Reject, 22, 10,

0001, R, Middle, 0002, L, Point, Reject, 21, 10,
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