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WebSocket D =1~ > RAVEME LRV & W) BBEA IR L7z, ZOEFITHE, Web H— 3 & 1R
B AW O A v —IfdkE LT BIP Oz F1k L7z, BIP (3 BioAPI ORECCRE YV HE A >
=ML LR D SFERAT 5 Z I LERBREL DR L FATTE 2B — N — R
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TN BYEERFE IR AR DA, T D OB ORERE H S EBRE IR CEITS N DB FEATHE
RNV LOOILEL U THBRE IR DD Web h— N2EHNL 5D,

H2AFERFES AT L SEEHSEE)RAEIRATL
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TN matsgs Fy40B TN matestzs +)40B
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RBREROFTBANEDOIEL I ZMFEL7Z ETary M Ba—a U EAERTHZ L & LT,
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PLFICER 83 2D RAT v 7 Z Licati a4 5,

(A7 7 1) SRBREAEROS R BRI O RE S OBt

A b Ea—dard LTRETOHBENP IR E T HEROREICH->TE LLTD
TtEEDDH L LT D,

VERARR OB AR5 &3 2,
@ JFAlE L CRIR LB DT R CONRT A —F 2l BHE BT 5,
@ FHIE LTRIA—=Z DT R TCOEXRMARBEB LT D,
@ BSPHINOT 7Y r—a EMOHT 2 —/8y 7 BERRIC DUV TUITERBR AT & L7220,

O N AAR) I VAT HZBWTEHNOND 1 1 1BEV AT LEMET 572012

ERGEHCAE S TS A O, RS & 72 D BioSPI B A LA RIS,
O #IHUEHE TR (4 B0
+ BioSPI_BSPLoad / BioSPI_BSPUnload
+ BioSPI_BSPAttach / BioSPI_BSPDetach
Q@ NAFA MY 7B (6 %)
+ BioSPI_Capture / BioSPI_Enroll / BioSPI_Verify
+ BioSPI_CreateTemplate / BioSPI_Process / BioSPI_VerifyMatch
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@ T —F > FERERRE (1 B3%0
* BioSPI_GetBIRFromHandle

(AT v 7" 2) WBREAIERUT T > TOBREMR

AR D & 350 BRI 4 & 9% BioSPI B AR L 72, RERF IR H Tz - TOMBEDH
WAPE L, RBREIL. 77 40 MATMER, AT A—2FK, HFHERO 3FEEOEK T
B END, TNENDOROERIZLLTOLEEBY TH D,

O 774+ FADEE
RERI SR L 72 D BioSPI BA3kIc T, CTS 2SO URFIZERET 5 AN 5% T
ZH/NVMATMEE L TR LEERETH S,

@ AT A—=5F
BRI S & 72 % BioSPI BASICE W T, 1 DDRTF A—Z|(ZEH LT, Y 5 AL
ZADTZNCERZL2FRBRER E LTRIALIZRTH D, KO 11708 1 DORBREH 1THHY
TH, AIRTA—=2FD 1ITHICIE, ERRODT 7 4 /v M ATMER TR ENDIEHEE
EEhbd,

@ HifrE
RBRxt g & 72 5 BioSPI BB\ T, ERR@D AN RT A —F R TRINDEERE
L T BioSPI BB MO L 7235812, WA & U THIRF S L2 BIEUR 0 -2 3
TA—HEERBLE-RTHD, RO 1IN 1 SORBEHITHY L, &7 ERR@D
FATIHIET D,

1]

PLUFIZ BioAPI V2.0 @ BioSPI_Capture B D 7= OB EOREHERE LTT 741 b
AR, AS"T A—=5FK WFHEROBIZ =T,
% 5.3 BioSPI_Capture B3%Z81F 57 7 4+ /v K AJIMEZR D

No | Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 Purpose __BioAPI_NO_PURPOSE_AVAILABLE
3 Left False
4 Right False
5 Thumb False
6 PointerFinger False
7 MiddleFinger False
8 RingFinger False
9 LittleFinger False
10 Multiple False
11 OutputFormatOwner N/A
12 OutputFormatType N/A
13 no_CapturedBIR False
14 TimeOut -1
15 no_AuditData true
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7% 5.4 BioSPI_Capture B IIT H AT) /3T A —Z R D

No Input parameter name Input parameter value
040101 BSPHandle Valid BSPHandle
040102 BSPHandle Invalid BSPHandle
040103 Purpose __BioAPI_PURPOSE_VERIFY
040104 Purpose __BioAP|_PURPOSE_IDENTIFY
040105 Purpose __BioAPI_PURPOSE_ENROLL
040108 Pursoss ~FoR VERIHCATIOR ONLY
40107 Pupose FOR, IDENTIFICATION MY
040108 Purpose __BioAPI_PURPOSE_AUDIT
040109 Purpose Invalid Purpose
040110 Left true
040111 Right true
040112 (Left, Thumb) (true, true)

040113 (Left, PointerFinger) (true, true)
040114 (Left, MiddleFinger) (true, true)
040115 (Left, RingFinger) (true, true)
040116 (Left, LittleFinger) (true, true)
040117 (Right, Thumb) (true, true)
040118 (Right, PointerFinger) (true, true)
040119 (Right, MiddleFinger) (true, true)
040120 (Right, RingFinger) (true, true)
040121 (Right, LittleFinger) (true, true)
040122 Muttiple true
040123 Thumb true
040124 PointerFinger true
040125 MiddleFinger true
040126 RingFinger true
040127 LittleFinger true
l—
040133 no_AuditData false

7% 5.5 BioSPI_Capture B% 35T 5 HIFHER O 4]

N

BioAPIFRI& 1ML TNV =ELTH,
BSPOIRHHERED Y R—MEEIZKY .
BEMNERETIHIBEEETT—RT

TREENEET D,

~_*

@ BT OBIOAPRIEDEEL, BE
HHBRY—ILIERVENEE TLT
F—TLEEELD,

@ 7)o —av [EBSPEUHLT
MO THLHEEDYR—k-KY
R—IEEB LIS,

i Output parameter name
No S‘t"pgggegc?‘z‘:ﬁzs Return value Output parameter value
Parameter Member
040101 OK CapturedBIR Valid BIRHandle
BSP_INVALID_
040102 BSP_HANDLE
CapturedBIR Valid BIRHandle -
OK NO_PURPOSE_AVAILABLE or
BIR Header Purpose PURPOSE_VERIFY or
040103 PURPOSE_IDENTIFY
PURPOSE_NOT_
SUPPORTED
CapturedBIR Valid BIRHandle
(o] NO_PURPOSE_AVAILABLE or
BIR Header Purpose PURPOSE_VERIFY or
040104 PURPOSE_IDENTIFY
PURPOSE_NOT_
SUPPORTED
CapturedBIR Valid BIRHandle -
OK
NO_PURPOSE_AVAILABLE or
040105 BIR Header Purpose PURPOSE_ENROLL
PURPOSE_NOT_
SUPPORTED
CapturedBIR Valid BIRHandle -
oK NO_PURPOSE_AVAILABLE or
PURPOSE_ENROLL or
040106 BIR Header Purpose PURPOSE_ENROLL_FOR_
VERIFICATION_ONLY
PURPOSE_NOT_
SUPPORTED
—~ - —~
AuditData Valid BIRHandle
Raw OK
040133 BIR Header Purpose PURPOSE_AUDIT
UNABLE_TO_
CAPTURE

BioAPI V2.0 DAL IZHEVY BioSPI_Capture Btz Bl B K 2 ER L= 2 A, T 7 4V
MATMEFR, NIRRT A—=2FD 2 DO TIRER S ER T 5 2 E 3T 7228, BFHEE

IZOWTIEREEN R 2oz, & 55 TRaIND

MR & T, A RT A=ZDIRY 5 ZEN

BSP 2L » THHR— FENTWHDENNRWDE CTS NEANCEMT 2 Z LN TE RNz,
AN LTAEIHT 2R 0 7 (RYVERCH S NT A—=2) BRHETERNENI D THD, K
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KTRINDHHEHA 040103 2 & D & ANTJRT A= FRKIZEWT Purpose & FRIN D /NT
A —21Z__BioAPI_PURPOSE_VERIFY & W9 {E%%E L. BioSPI_Capture BI%% FEON
TRBRIHE & 72> T D, ZOHEABIZET A2WFRFIN DRV EIX, Purpose /X7 A —H TR IE
7 %__ BioAPI_PURPOSE_VERIFY & W)z #7177 A THDH BSP YA — T
LMLV TEDLVED, BSP 3R — M 255813 BRVEE LT OK BNIfFF 575,
HFAR— b LZenaid PURPOSE_NOT_SUPPORTED 2#iffESins, Zo kX Hic, BUTD
BioAPI Ji#& TIlE BSP IZ L 5 /37 A =X DEOV R — MEENEH LS CTE 57, HIFFHEN
OK 0¥y & =7 —DHE T CTS NG HEMNE S N E ELHET D Z LN TER,
ZOZ EiE, BSP ORBNEIZEET 2B S 2 AT L RIRFIC, 7Y r— 3 L BSP A2
BOELBECET 7Y r— g U ERNS BSP O #N AR TE b v D R 4T
LEZBLND,

AR DOFLH OB S 24T Z OB Z S BIZFHMIZ T 5 7201 BioAPI V2.0 Ok
RIZBWTLLUT O 2 A G A 2 F2 i L7z,

@ BioSPI B /3T A —% @ BSP IZ L AV — MHEIZOWTOFHA
CTS (£72137 7V r—ay) S BioSPIEMOA T > a v /T A—2 DY HR— Mg
% BSP ORE/EEH (BSP_Schema) (2 & 0 HANHE T 20l T 5,

@ BioSPI BAD /T A= HTRIET HEERMD BSP (2 &L 5 ¥R — MAEIZ OV TOHRA
CTS (£72137 7V r—3a ) 23 BioSPI B D /NT A —% (MWAHABLIOF 7 3 )
IR E SN D EFRMO YR — N F %A BSP ORENEE# (BSP_Schema) 12K Y Haf
(ZHER T X D 0MlEsE T Do
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LIFIZ, AERRETNENE 56, £5.7L LTRT,

# 5.6 BioAPI V2.0 #i#&(2351F % BioSPI B3 T A — & OHE /T8 Ak S5

=i BioSPIBS ¥ 1R’5A—5 /0 | M/O

Eio’(A\PLEnumESPs BioAPL EnumBSPs BioAPLBSPAttach

9.3.1.1 BioSPI BSPLoad *BSPUuid

BioAPINotifyCallback
[BFPE:

MemoryFreeHandler
BioSPI BSPUnload [¥BSPUuid
BioSPI BSPAttach *BSPUuid

Version

9.3.1.2
9.3.1.3

*ACBioParameters 0 ityOptic
[UnitList
[*SecurityProfileList

NumUnits
[BSPHandle
BioSPI BSPDetach [BSPHandle

BioSPIQueryUnits *Uuid
[rUni
*NumberOfElements (o]
BioSPL QueryBFPs [*BSPUuid 1
[++BFPList Q
*NumberOfElements
BioSPI_ControlUnit [BSPHandle
UnitiD
[*ControlCod:
[*InputData
[*OutputData
BioSPI FreeBIRHandle [BSPHandle
Handle
BioSPI GetBIRFromHandle [BSPHandle
Handle
*BIR
[BioSPI_GETHeaderFromHandle [BSPHandle
Handle
*Header
[BioSPI_SubscribeToGUIEvents [¥BSPUuid
FwGUI!
FwGUIStateEventHandler
FwGUIP; r
9332 BioSPLL it JIEvent: [BSPUuid
9.3.4.1 BioSPL Capture [BSPHandle
Purpose

9.3.1.4
9.3.1.5

9.3.1.6

9.32.2

9.323

of~|-|o

9.33.1

|EoApl GUL PROGRESS EVENTS
I

EQAFI SUBTYPE TO_CAPTURE

[Subtype
[*OutputFormat
NumBIRs L
*CapturedBIRList
Timeout

[*AuditData

9.3.4.2 |BioSPI CreateTemplate [BSPHandle
NumBIRs
[*CapturedBIRList
*ReferenceTemplate
[*OutputFormat.
*NewTemplate [e]

BSPSupportedFormats

ol

BioAPI RAW

BSPSupportedFormats

*Payload 1
¥ TemplateUUID
9343 [BioSPlCreateTemplateUsingAuxBIRs _ [BSPHandle
NumBIRs
[*CapturedBIRList
[#Reference Template
NumberOfAuxBIRs
[AwBIRs
*OutputFormat
[NewTemplate 0
[xPayload 1
T lateUUID o

BioAPI PAYLOAD

lﬁpswnanammaas

BioAP] PAYLOAD |
1

ololz[olz|zlelz[z[z|o[o[zlofoz | [ lo [k [z 8ol 2 [ |2 |0

AREOFITRTEEY, BioAPI V2.0 TEFH SN TV 5T TD BioSPI B3z >\ T, <
VAL DY R— FBMEETHLHTNTOAF T 3 85 A=K 250 T, BSP Schema &
FEZAL D BSP O RMEIEHRA LD 2T — Z ERIZB N TR — M EORBN TE TN D
EOMERME LT, TOME, RATHEOIENR220 XTA—FDOIH, AT a /" TF A—
20T 37T fHTHY, ZDH2H T EHDONT A—=ZIZONWTHR— MNFHEOEFRE) BSP
Schema ODHFIZEFT I N TN ENb o7,

INDDNTG A—=F OV R— MRIEZ CTS °7 7'V 7 — a U BRI HE T 572
DITIE, BSP Schema ~OIEHGENA LI L 722 &b s, AR OEHEREETEE)T BioAPI
V3.0 x5 & LT A 728, BioAPI V3.0 IZkT 25002 Y Ba—v a UBARKEID
D ENTREINT,
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# 5.7 BioAPI V2.0 Hi#&(Z3651F 5 BioSPI B%/ T A — 2 (ZRE ¥ 2 7E 0B 0D BE /7 15 S Al
B

E8 4 BioSPIR# 13545 RSA—5OR vo | mo
9311 |BioSPLBSPLoad [+BSPULid BioAPLUUID
[BioAPINotifyCallback BioAP] EventHandler
[BFPEnumerationt BioSPL BFP_ENUMERATION HANDLER
[Memory| v BioSPT MEMORY FREE HANDLER
9312 _[BioSPI BSPURload +BSPULid BioAP! UUID
9313 [BioSPLBSPAtach [+BSPULid BioAPLUUID
Version BioaP Version
[*ACBioParameters BioAPI ACBio PARAMETERS 0
[*UnitList BioAPL UNIT LIST ELEMENT
rSecurityProfileList BioAP] SECURITY PROFILE
[NumUnits unit32
[BSPHandle BioAP| HANDLE
9314 [BioSPI BSPDetach [BSPHandle BioAP! HANDLE
9315 [BioSPLQueryUnits ¥Uuid BioAPLUUID
BioAPI UNIT SCHEMA
9316 [BioSPLQueryBFPs [+BSPULid BioAPLUUD
BioAPI BFP LIST ELEMENT
[#NumberOfElements unita? ¢
9317 [BioSPLControlUnit [BSPHandle BioAPI HANDLE
UnitiD BioAPL UNIT ID
| BioAP! UUID
[HnputDat BioAP| DATA
[*OutputData BioAPL DATA
9.32.1 BioSPI FreeBIRHandle [BSPHandle BioAP] HANDLE
Handle BioAP BIR HANDLE
9322 [BioSPLGetBIRFromHandle [BSPHandle BioAPL HANDLE
Hande — [BioAPIBIR HANDLE
9323 |BioSPLGETHeaderFromHandle [BSPHandle BioAP! HANDLE
[Handle BioAPL BIR HANDLE
[ +Header BioAP! BIR HEADER
9331 [BioSPL SubscribeToGUIEvents [+BSPULd BioAPLUUID
[FwGUISelectEventHandier BioSPL GUI SELECT EVENT HANLDER
[FwGUIStateEventHandler BioSPI GUI STATE EVENT HANLDER
FwGUIPr BioSPI GUI PROGRESS EVENT HANLDER 0
9332 [BioSPl beFromGUIEvents [BSPULid BioAPLUUID
9341 |BioSPL Capture [BSPHandle BioAP! HANDLE
[Purpose BioAPI BIR PURPOSE
[Subtype BioAPI BIR SUBTYPE. )
[*OutputFormat BioAP BIR BIOMETRIC DATA FORMAT 0
[NumBIRs unit32.t 1 o
[*CapturedBIRUist BioAP| BIR HANDLE
[Timeout unit32 ¢
[*AuditData BioAP] BIR HANDLE 7]
9342 [BioSPLCreateTemplate @me BioAP] HANDLE
[NumBIRs unit32 ¢
[*CapturedBIRList BioAPLINPUT BIR
[ +ReferenceTemplate BioAPI INPUT BIR 0
[*OutputFormat BioAP| BIR BIOMETRIC DATA FORMAT 0
[<NewTemplate BioAPL BIR HANDLE
[*Payload BioAP] DATA [
[+ TemplateUUID BioAPL UUID 0
9343 [BioSPL ingAuxBIRs _|BSPHandle BioAP! HANDLE
[NumBIRs unit32 t
[*CapturedBIRList BioAP! INPUT BIR
[#ReferenceTemplate BioAPLINPUT BIR [}
[NumberOfAuxBIRs unit32
[+AuxBIRs BioAPI INPUT BIR
[*OutputFormat BioAP| BIR BIOMETRIC DATA FORMAT )
[¥NewTemplate BioAPL BIR HANDLE
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1. Preface

This text describes the messaging specification using HTTP and WebSocket between the two nodes shown

below:

(a) Messaging between Test Web Server and Test Subject Terminal (Browser) using HTTP
(b) Messaging between Test Subject Terminal (Browser) and BSP Controller using WebSocket

Test Web Server

Web Server

| Message Send/Recv

| (JavaScript)

| Web Contents 1
(HTML) |

1
1
eSS e 1

Test Subject Terminal

Browser
Contents of HTML

__________________

| HTTP Message

| Send/Recv (JavaScript)
L e - = 1
D BSP 1 Websocket Message :
1
& BSP [ Controller e :
| (WebSocket) !
Device [ 9 | ~T/TTTTUUmmmmmmmTT

Figure 1-1 Overall Structure

2. Message Format
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2.1 Format Syntax
In this specification, message syntax is as follows:
- XML Format (XML declaration is not included.)
- Character code: UTF-8

During sending and receiving, the following characters are referred their entities.

Table 0-1 Entity reference characters

No Characters Entity Reference
1 < &It;

2 > &gt;

3 & &amp;

4 *“ (Double Quotation) &quot;

5 “(Single Quotation) &apos;

2.2 Message Structure
The structure of the messages is as follows:

Common Block

Command Block

Parameter Block

Figure 0-1 Message Structure

Copyright © 2013 Oki Software Ltd.
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3. Message Contents

3.1 Common Block

The format of the Common Block in the messages is as follows:

Table 0-2 Common Block

No | Indent Element Name M/O Explanation

1 1 WEBSOCKETBIPMessage M -

2 2 magicNumber M Indicates it is the BCAS message.
Fixed value: 3C472AFA

3 2 version M Version Number
Fixed value: 0

4 2 content M -

5 3 management M Needed if it is the test control message.

Example (Test Control Message) :

<WEBSOCKETB IPMessage>
<magicNumber>3C 47 2A FA</magicNumber>
<version>0</version>
<content>
<management>
Test Control Message
</management>
</content>
</WEBSOCKETBIPMessage>

3.2 Test Control Message

3.2.1 Command Block

The format of the Command Block of the Test Control message is as follows:

Table 0-3 Command Block of Test Control Message

No | Indent Element Name M/O Explanation
1 4 command M Command for control

2 5 getBspinfos Acquisition of BSP information
3 5 bspinfos Notification of BSP information
4 5 bspinfosResponse Response for BSP information
5 5 selectTest Selection of Test

6 5 startTest One  of | Start of Test

7 5 testStatus them  is | Test Status

8 5 instruction mandatory | User instruction

9 5 instructionResponse Response from User

10 5 testResult Test Result

11 5 testResultResponse Response to Test Result

12 5 cancel Cancellation of Test

Example (Acquisition of BSP Information) :

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<getBsplInfos/>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Copyright © 2013 Oki Software Ltd.
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3.2.2 Parameter Block
The format of Parameter Block of each command is as follows:

(1) Acquisition of BSP Information (getBspInfos)
Overview:
The BSP information is submitted when requested.

Message Format is as follows:

Table 0-4 Test Control Message Command for Acquisition of BSP Information
No | Indent Element Name M/O Explanation
1 5 getBsplinfos M -
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<getBsplnfos/>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Detail description:
Sender (Browser):
Submits the message when it needs the BSP Information.
Receiver (BSP Controller):

On reception, sends the message Notification of BSP Information (2) based on the BSP
information obtained from the BSPSchema stored in the Test Subject Terminal.

Communication:

N Test Subject Terminal
a1 —
BSP
Browser |———— >
‘ Controller

Copyright © 2013 Oki Software Ltd.

5/ B 1



(2) Notification of BSP Information (bspInfos)

Overview:
On reception of the message Acquisition of BSP Information, this message is used as a reply to the

caller.

Message Format:

Table 0-5 Test Control Message Command: Notification of BSP Information

No | Indent Element Name M/O Data Type Explanation

1 5 bspInfos M - -

2 6 info M - Information (this element is needed

per BSP Information)

3 7 bspUuid M Character UUID

4 7 bspDescription M Character Description

5 7 path M Character Installation Path

6 7 specVersion M Character BioAPI Version

7 7 productVersion M Character Product Version

8 7 vendor M Character Vendor Name

9 7 bspSupportedFormats M Character Supported Formats

10 7 numSupportedFormats M Character Number of Supported Formants
11 7 factorsMask M Character Supported Biometric Types

12 7 operations M Character Supported BioAPI functions

13 7 payloadPolicy M Character Payload Policy

14 7 maxPayloadSize M Character Maximum Payload size

15 7 defaultVerify Timeout M Character Default timeout for verification
16 7 defaultldentify Timeout M Character Default timeout for identification
17 7 defaultCapture Timeout M Character Default timeout for capture

18 7 defaultEnrollTimeout M Character Default timeout for enrollment
19 7 defaultCalibrate Timeout M Character Default timeout for calibration
20 7 maxBspDbSize M Character Maximum database size

21 7 maxldentify M Character Maximum population at identification
22 7 valuePurposeMask M Character Supported Purposes

23 7 valueSubtypeMask M Character Supported Subtypes

Copyright © 2013 Oki Software Ltd.

6/ B 1



Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<bsplInfos>
<info>
<bspUuid>25B44EBF35A64A43234BBCEFE24A1137</bspUuid>
<bspDescription>ABC Company Fingerprint Device</bspDescription>
<vendor>ABC Company</vendor>
<productVersion>1.20.3352</productVersion>
<specVersion>20</specVersion>

</info>

<info>
<bspUuid>1234567890ABCDEF1234567890ABCDEF</bspUuid>
<bspDescription>ABC Company Face Recognition Device</bspDescription>
<vendor>ABC Company</vendor>
<productVersion>3.50</productVersion>
<specVersion>22</specVersion>

</info>
</bspInfos>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (BSP Controller):

On receiving the message Acquisition of BSP Information, it sends the BSP Information created

from the BSP Schema.
Receiver (Browser):

On receiving this message, it shows the test operator which BSP to choose or includes the

obtained information in the test report.

Communication:

N Test Subject Terminal

€ —

<'l:| BSP
‘ Controller

Copyright © 2013 Oki Software Ltd.
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(3) Response for BSP Information (bspInfoResponse)
Overview:
On reception of Notification of BSP Information (2), Test Web Server replies with this message.
Message Format:

Table 0-6 Test Control Message Command: Response for BSP Information

No | Indent Element Name M/O Data Type Explanation
1 5 bspInfoResponse M -
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<bsplInfoResponse/>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Test Web Server):
On reception of Notification of BSP Information (2), it replies with this message.
Receiver (Browser):
Nothing to do.

Communication:

Test Web Server Browser

Copyright © 2013 Oki Software Ltd.
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(4) Selection of Test (selectTests)

Overview:
When a user selects test item(s) on Browser, it submits the test item information to Test Web Server.

Message Format:

Table 0-7 Test Control Message Command: Selection of Test

No | Indent | Element Name M/O Data Type Explanation
1 5 selectTests M - -
2 6 test M Character Selected Test item(s)
Attribute:
Name M/O | Data Explanation
Type
seqNumber | M Number Test will be
done in the
listed order.
3 6 testNo M Character Test Number
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<selectTests>
<test seqNumber="1"">
<testNo>040101</testNo>
</test>
<test segNumber="2">
<testNo>060201</testNo>
</test>
</selectTests>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Browser):
Edits the test numbers selected by the user and submits the message.

Receiver (Test Web Server):
On reception, it starts the test by sending Start of Test message.
Communication:

Test Web Server Browser
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(5) Start of Test (startTest)
Overview:
On receiving Selection of Test message, it submits the Browser the necessary information to start
the test.

Message Format:

Table 0-8 Test Control Message: Start of Test

No | Indent Element Name M/O | Data Type Explanation
1 5 startTest M - -
2 6 targetBspUuid M Character | UUID of the BSP under test
3 6 testinfo M - Selected Test(s)
Attributes:
Name M/O | Data Explanation
Type
seqNumber | M Number | Test will be
done in the
listed order.
4 7 number M Character | Test number
5 7 bioSpiName M Character | Name of BioSPI function
6 7 testName M Character Test Name
7 7 testFileName M Character Test Table Name
8 6 testFile M Character | Test Table File(s)
Attribute:
Name M/O Format Explanation
name M Character File Name
9 7 value M Character Contents of Test Table file
10 6 scenarioFile @] Character | Scenario File(s)
Attribute:
Name M/O Format Explanation
name M Character File Name
11 7 value M Character Contents of Scenario File
12 6 symbolFile @] Character | Symbol File(s)
Attribute:
Name M/O Format Explanation
name M Character File Name
13 7 value M Contents of Scenario file
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<startTest>
<targetBspUuid>25B44EBF35A64A43234BBCEFE24A1137</targetBspUuid>
<testInfo segNumber=1>
<bioSpiName>BioSP1_Capture</bioSpiName>
<testName>040101 BSPHandle - Valid BSPHandle</testName>
<testFileName>06_CaptureTest.xml</testFileName>
</testinfo>
<testFile name="06_CaptureTest.xml“> FILE CONTENTS </testFile>
<scenarioFile name="06_CaptureScenario.xml*“> FILE CONTENTS </scenarioFile>
<symbolFile name="06_CaptureSymbol .xml“> FILE CONTENTS </symbolFile >
</startTest>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>
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Details:

Sender (Test Web Server):
On receiving Selection of Test message (4), it edits and sends the Test Table file and the Test
Scenario file.

Receiver and Sender (Browser):
On reception, it transfers the message to the BSP Controller.

Receiver (BSPController) :
On reception, it starts the test.

Communication:

N Test Subject Terminal

€3 —

Browser

¥

Test Web Server

— R
Controller

(6) User Instruction
Overview:
This message indicates the instructions to the user while running the test scenario.
Message Format:

Table 0-9 Test Control Message command (User instruction)

No | Indent Element Name M/O Data Type Explanation
1 5 instruction M - -
2 6 message M Character Texts for instruction to the user.
3 6 buttons M Character Title of the buttons for response separated with comma.
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<instruction>
<message>After the biometric enrollment GUI shows up, capture your biometrics and
complete the enrollment window successfully.</message>
<buttons>Continue,Cancel</buttons>
</instruction>
<command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (BSP Controller):
Sends the instruction to the Browser when needed.
Receiver (Browser):
On reception, it shows a dialog box as the instruction.
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Communication:

N Test Subject Terminal

€ —

<l:| BSP
‘ Controller

(7) Response from User (instructionResponse)
Overview:
On receiving User Instruction message (6), Browser sends this message to inform the result of user
operation.

Message Format:

Table 0-10 Test Control Message command: Response from User

No | Indent Element Name M/O Data Type Explanation
1 5 instructionResponse M - -
2 6 clickButton M Character Name of the button clicked.
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<instructionResponse>
<clickButton>Continue</clickButton>
</instructionResponse>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Browser)
Edits the information when the button has been clicked by the user and submits this message to
Test Web Server.
Receiver (BSP Controller):
On reception, the test scenario runs based on the decision by the user.

Communication:

N Test Subject Terminal

=

‘ Controller
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(8) Test Status
Overview:
This message is used to inform the test status to Browser.

Message Format:

Table 0-11 Test Control Message command: Test status

No | Indent Element Name M/O Data Type Explanation
1 5 testStatus M - -
2 6 number M Number Test Number
3 6 status M Character Current Status
«"start” : Started
-“end” : Ended
+”complete” : Test Completed
4 6 result 0 Character Test Result
+”’pass” : passed
- "fail” : failed
”undecided” : undecided
«”cancel” : cancelled by User
Examples:
<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<testStatus>
<number>1</number>
<status>start</status>
</testStatus>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:

Sender (BSP Controller):

This message is submitted when the test has been started, ended or when the notification to
Browser or Test Web Server is needed.

Receiver (Browser):
On reception, the current test status will be shown on the browser screen.
If the status is complete, all the test results are put together and the test result message will be
submitted to the Test Web Server (9).

Communication:

N Test Subject Terminal
. \'i —

BSP
| ot = contte
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(9) Test Result
Overview:
This message is submitted in order to inform the test results from Browser to Test Web Server.
Message Format:

Table 0-12 Test Control Message command: Test Result

No | Indent | Element Name | M/O Data Type | Explanation
1 5 testResult M - -
2 6 name 0 Character | Executed test name
3 6 test M - Executed test(s)
Attribute:
Name M/O Data Type Explanation
seqNumber | M Number Test will be
done in the
listed order.
4 7 testNo M Character | Test Number
5 7 result M Character | Test Result
+”pass” : passed
«"fail” : failed
+”undecided” : undecided
-”cancel” : cancelled by User
6 7 startDate M Date Start Date (YYYY/MM/DD HH/MI/SS)
7 7 endDate M Date End Date (YYYY/MM/DD HH/MI/SS)
Examples:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<testResult name="Capture Test”>
<test seqNumber="1">
<testNo0>040101</testNo>
<result>pass</result>
</test>
<test seqNumber="2">
<testNo>060201</testNo>
<result>fail</result>
</test>
</testResult>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Browser):
When the test has been completed, this message is submitted by putting together all the test
status messages.
Receiver (Test Web Server):
On receiving, it replies the test completion to Browser.

Communication:

Test Web Server Browser
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(10) Response to Test Result
Overview:

When Test Web Server receives Test Result message (9), it replies to Browser by sending this

message.
Message Format:

Table 0-13 Test Control Message command: Response to Test Result

No | Indent Data Element BHAS Data Type Explanation
1 5 testResultResponse M - -
2 6 testResultNumber M Number Test number given by Test Web Server when
stored.
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<testResultResponse>
<testResultNumber>1</testResultNumber>
</testResultResponse>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Test Web Server):
When received Test Status message from Browser (8), it sends this message as reply.
Receiver (Browser):

It stores a number, and uses when it gets and shows the test number stored in Test Web Server.

Communication:

Test Web Server Browser
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(11) Cancellation of Test
Overview:
This message is submitted when User request cancellation of the test.

Message Format:

Table 0-14 Test Control Message command: Cancellation of Test

No Indent Element Name M/O Explanation
1 5 cancel M -
Example:

<WEBSOCKETBIPMessage>
<magicNumber>3C472AFA</magicNumber>
<version>0</version>
<content>
<management>
<command>
<cancel/>
</command>
</management>
</content>
</WEBSOCKETBIPMessage>

Details:
Sender (Browser):
Submits when User has cancelled the test.
Receiver (BSP Controller):
On reception, it stops the test.

Communication:

N Test Subject Terminal

\‘i

— BSP
| O ot
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4. Sequence Diagram

Explanatory Note:

Browser Screen:

User Operation:

Web Contents
(HTTP Response)

Get/Post
(HTTP Request)

Websocket Message

HTTP Request
Message:

HTTP Response
Message:
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| Web Contents_| 11
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!
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N
Browser
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(User Operation)
One BSP is
selected

Copyright © 2013 Oki Software Ltd.

Notification of BSP
Info
bsplnfos

17/ B 1



4.2 Test: Test selection, start of test then end of test

e N oo e N :___VGe:b___: s N\
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' i i i
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4.3 User notification and cancellation
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7.x. BioAPI_VALUE_PURPOSE_MASK

7.x.1 Information about the values of the Purpose parameter acceptable to the BSP via corresponding BioSPI
calls.

typedef uint16_t BioAPI_VALUE_PURPOSE_MASK;

#define BioAPI VALUE PURPOSE_VERIFY (0x0001)
#define BioAPI VALUE PURPOSE IDENTIFY (0x0002)
#define BioAPI_VALUE PURPOSE_ENROLL (0x0004)
#define BioAPI VALUE PURPOSE ENROLL_FOR_VERIFICATION ONLY (0x0008)
#define BioAPI VALUE PURPOSE_ENROLL _FOR IDENTIFICATION_ONLY (0x0010)
#define BioAPI_VALUE _PURPOSE_AUDIT (0x0020)
#define BioAPI_VALUE _PURPOSE_DECIDE (0x0040)
#define BioAPI_ VALUE _NO_PURPOSE_AVAILABLE (0x0000)

7.x.2 This information indicates one of the capabilities of the BSP to show which values for the Purpose
parameter can be allowed to set. One or more bits can be set simultaneously except for
BioAPI_VALUE_NO_PURPOSE_AVAILABLE, which shall be an only bit when set. This information is included
in the BSP Schema. If one or more bits are set to one, it shows that the corresponding parameter values for those
bits are supported by the BSP. The application reads this information and invokes BioAPI_Capture or
BioAPI_Enroll with giving an appropriate value to the Purpose parameter. If a BioSPI call is made with the
value for the Purpose parameter not allowed by the BSP, the BSP shall return the error code
BioAPIERR_INVALID_PARAMETER.

7.x. BioAPI_VALUE_SUBTYPE_MASK

7.x.1 Information about the values of the Subtype parameter acceptable to the BSP via corresponding BioSPI
calls.

typedef uint16_t BioAPI_VALUE_SUBTYPE_MASK;

#define BioAPI VALUE_SUBTYPE_EXTENDED (0x0080)
#define BioAPI_VALUE SUBTYPE LEFT (0x0001)
#define BioAPI_VALUE_SUBTYPE RIGHT (0x0002)
#define BioAPI_VALUE_SUBTYPE THUMB (0x0004)
#define BioAPI VALUE_SUBTYPE_POINTERFINGER (0x0008)
#define BioAPI VALUE_SUBTYPE_MIDDLEFINGER (0x0010)
#define BioAPI_ VALUE_SUBTYPE_RINGFINGER (0x0020)
#define BioAPI VALUE_SUBTYPE_LITTLEFINGER (0x0040)
#define BioAPI VALUE_SUBTYPE_PALM (0x0004)
#define BioAPI VALUE_SUBTYPE_BACKOFHAND (0x0008)
#define BioAPI VALUE_SUBTYPE_WRIST (0x0010)
#define BioAPI VALUE_SUBTYPE MULTIPLE (0x0040)
#define BioAPI VALUE NO SUBTYPE AVAILABLE (0x0000)

7.x.2 This information indicates one of the capabilities of the BSP to show which values for the Subtype
parameter can be allowed to set. One or more bits can be set simultaneously except for
BioAPI_VALUE_NO_SUBTYPE_AVAILABLE, which shall be an only bit when set. This information is included
in the BSP Schema. If one or more bits are set to one, it shows that the corresponding parameter values for those
bits are supported by the BSP. The application reads this information then invokes BioAPI_Capture,
BioAPI_Enroll, BioAPI_Verify or BioAPI_Identify with giving an appropriate value to the Subtype parameter. If
a BioSPI call is made with the value for the Subtype parameter not allowed by the BSP, the BSP shall return the
error code BioAPIERR_INVALID_PARAMETER.

7.x. BioAPI VALUE_POWER_MODE_MASK

7.x.1 Information about acceptable values of the power mode parameter when given to the BSP via corresponding
BioSPI calls such as BioSPI_SetPowerMode.
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typedef int16_t BioAPI_VALUE_POWER_MODE_MASK;

#define BioAPI_VALUE_POWER_MODE_POWER_NORMAL (0x0001)
#define BioAPI_VALUE_POWER_MODE_POWER_DETECT (0x0002)
#define BioAPI_VALUE_POWER_MODE_POWER_SLEEP (0x0004)

7.x.2 This information indicates one of the capabilities of the BSP to show which values for the power mode
parameter can be allowed to set. One or more bits can be set simultaneously This information is included in the
BSP Schema. If one or more bits are set to one, it shows that the corresponding parameter values for those bits
are supported by the BSP. The application reads this information and invokes the BioSPI functions with giving
an appropriate value to the power mode parameter. If a BioSPI call is made with the value for the power mode
parameter not allowed by the BSP, the BSP shall return the error code BioAPIERR_INVALID_PARAMETER..

7.x. BioAPI_VALUE_INDICATOR_STATUS_MASK

7.x.1 Information about acceptable values of the indicator status parameter when given to the BSP via
corresponding BioSPI calls such as BioSPI_SetIndicatorStatus.

typedef int16_t BioAPI_VALUE_INDICATOR_STATUS_MASK;

#define BioAPI_VALUE_INDICATOR_STATUS_INDICATOR_ACCEPT (0x0001)
#define BioAPI_VALUE_INDICATOR_STATUS_INDICATOR_REJECT (0x0002)
#define BioAPI_VALUE_INDICATOR_STATUS_INDICATOR_READY (0x0004)
#define BioAPI_VALUE_INDICATOR_STATUS_INDICATOR_BUSY (0x0008)
#define BioAPI_VALUE_INDICATOR_STATUS_INDICATOR_FAILURE (0x0010)

7.x.2 This information indicates one of the capabilities of the BSP to show which values for the indicator status
parameter can be allowed to set. One or more bits can be set simultaneously This information is included in the
BSP Schema. If one or more bits are set to one, it shows that the corresponding parameter values for those bits
are supported by the BSP. The application reads this information and invokes the BioSPI functions with giving
an appropriate value to the indicator status parameter. If a BioSPI call is made with the value for the indicator
status parameter not allowed by the BSP, the BSP shall return the error code
BioAPIERR_INVALID_PARAMETER.
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Contribution from Japan National Body on BioAPI Conformance Testing:
Test Assertions for BSPs

Notes for this contribution:

1. This contribution has been created from ISO/IEC 24709-3, BioAP|l Conformance Test:

Test assertions for BioAPI Frameworks, which describes the test cases with using
test tables.

2. This contribution is based on the Japanese comments on WD 19784-1 BioAPI Part 1
(37N5706), in which the addition of some elements in BSP Schema is proposed.

3. This contribution can be a normative annex to 19784-1, then the revision process for
ISO/IEC 24709-2 (BioAPI Conformance Testing Part 2: Test Assertions for BSPs) will
not be needed. The addition of this text to 19784-1 can have some merits such as:

- defining test cases along with the interface specification can help eliminate
ambiguity in BioAPI specification.

- vendors can get the conformance test cases just by obtaining 19784-1, so it may
improve compatibility.
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1. Testing the conformance of BSPs
1.1 General

1.1.1 This subclause describes the principles of the test conditions of the conformance test for BSPs
and the criteria to create pass/fail results.

1.1.2 The principles of the conformance testing for BSPs are as follows:
- 11 BioSPI functions which may be important to develop biometric systems shall be tested.
- All the parameters defined in each function shall be tested.

- All the values that are able to be specified in each of the parameters shall be tested.

1.1.3 The criteria to create pass/fails results of the test cases of the BSPs are as follows:

- The return value shall be checked. If ISO/IEC 19784-1 specifies an error value for a BioSPI
function, the test shall pass if the specified error values has been returned.

- The output parameters also shall be checked if ISO/IEC 19784-1 specifies that the BSP sets the
values to the output parameters when the BioSPI function has been returned.

NOTE: In this edition of ISO/IEC 24709-2, the test assertions do not contain (i) the test cases with combinations of
various parameters, (ii) the test cases with various sequences of BioSPI functions, (iii) the test cases with the callback
functions and (iv) the test cases related to asynchronous behaviors, (v) error cases derived from the incorrect
implementation of the testing application. The excluded test cases will be considered in the next edition of this text.

1.2 Configuration of test assertions

121 A test assertion consists of the three tables that exist per target BioSPI function. The conversion
from the descriptions in those tables to the actual test codes such as XML is up to the implementations of
the testing application and not specified in this text.

1.2.2 The three tables that create test assertions are (i) Default Input Table, which assembles the
default values for all the input parameters of the BioSPI function, (ii) Input Parameter Table, which
assembles all the conditions given during the BSP is tested, and (iii) Expected Result Table, which is used
to create pass/fail results by comparing the expected test results in the table with the values returned from
the BSP. In Input Parameter Table, each row shows a test case and each column shows the values given
to the parameters of the BioSPI function. In Expected Result Table, each row shows a test case same as
Input Parameter Table and each column shows the information that is used to make a pass/fail decision by
referring to it.

1.2.3 Before calling a BioSPI function to be tested, the testing application shall read the values
described in the Default Input Table first then read one of test conditions described in the Input Parameter
Table by picking up one of the rows in the table, which means that all the input parameters are set by the
testing application by referring to the Default Input Table but one of the parameters is overwritten by the
value described in the Input Parameter Table. The testing application shall repeat reading the two tables
every time it executes a test case.

1.2.4 In Default Input Table, the input parameter names and the input parameter values for the BioSPI
function are described. The sequence of the parameters is the same as the one described in ISO/IEC
24709-1.

1.2.5 In Input Parameter Table, each row indicates the individual test cases, which has some columns.
The first column ‘Test Number’ is a unique number for each test case and the second and third columns
show the input parameter and its value to overwrite the contents in Default Input Table.
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1.2.6 In Expected Result Table, the first column ‘Test Number’' is the same as the one in Input
Parameter Table. The second column is the name of the options supported by the BSP, which may affect
the test result for the test case. If the content of this column is ‘- (hyphen), it indicates that the test case
does not care about the options supported by the BSP. From the third to the fifth columns are the
expected return value, the related output parameter and its value. After the testing application gets a return
from the BSP under test, it can make a pass/fail decision with referring to this table.

1.2.7 The structure of the testing application for BSPs is depicted in Figure - 1.

1.2.7.1 The testing system consists of the testing application, the test code, the three test tables and the
BSP under test. The testing application reads the test code and the test tables and invokes the BioSPI
functions according to the test scenarios. On receiving a return from the BSP, the testing application
checks the return value and the output parameters to make a pass/fail decision.

—-: LOgicC flow

Testing application ——> : Data flow

Pass/fail
2 report

Test Start

(1. Selects a test)

Gets Gets Default Input, Test
Test Scenario Conditions & Expected
Results

Test code Test tables

Function A Function A

ki
package aaa Default | Input | Expected

Input Result

invoke
BioAPI_aaa

Function Z

Default| Test Expected
Input | Condition |  Result

BSP
(Implementation Under Test)

Figure 1 — Structure of CTS for BSP

1.3 Test flow
1.3.1 Prior to executing a test, one test case is selected (see the number 1 in Figure —1).

1.3.2 The testing application may read a test code corresponding to the selected test case then reads
the test tables and prepares for the parameters of the BioSPI function to be tested (see the number 2 in
Figure — 1).

[Note] Creation of the test code is up to the developers of the testing application. The content of the test code is out of scope in this
part of 24709.

1.3.3 The testing application calls the BioSPI function after setting the parameters corresponding to
the selected test case.

134 The testing application checks whether the information returned from the BSP is consistent with
the descriptions in Expected Result Table. If all the members of the information are correct, it creates a
pass report. If one or more members are not correct, it creates a fail report. In other cases such as an error
caused by the human behaviour, it may create an undecided report.
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2. Test assertions
2.1 Description of Test Tables

2.1.1 Default Input Table

2.1.1.1 This table describes the default input parameters of the BioSPI function. This table has the
columns "Input parameter name" and "Input parameter value", which indicate the parameters and their
default values of the target BioSPI function.

2.1.1.2 The parameter values described in this table shall be set by the testing application every time
before executing each test case.

2.1.2 Input Parameter Table

2.1.2.1 Each test number indicates an individual test case in the test assertion. It forms a specific test
case by giving a different value to one of the parameters of the target BioSPI function.

2.1.2.2 The name of each parameter is described in the column ‘Input parameter name’, and each
parameter value is described in the column ‘Input parameter value’'.

2.1.2.3 In each test case, after setting all the parameters by referring to the Default Input Table as
mentioned in 2.1.1, the testing application refers to the columns "Input parameter name" and "Input
parameter value" in Input Parameter Table and prepares for each parameter to form an individual test
case.

2.1.2.4 If a parameter of the BioSPI function consists of a combination of more than one value such as
Biometric Subtype, it is expressed with a combination of a group of parameters and a group of values with
using the parenthesis and commas. (e.g. As for Biometric Subtype, left and pointer fingers are expressed
with the combination of the parameter name “(Left, PointerFinger)’ and the parameter value “(true, true)”.)

2.1.3 Expected Result Table

2.1.3.1 Each test number is corresponding to the same test number in Input Parameter Table; therefore
the contents of the cells in each number indicate the expected results of the test case given by Input
Parameter Table.

2.1.3.2 The column ‘Supported options in BSP Schema’ describes an option supported by the BSP,
indicated in the BSP Schema. As the expected result may differ if such an option is supported or not
supported by the BSP, a row may be divided into two sub-rows indicating the one is the case where the
option is supported and the other is the case where the option is not supported. If the option name is
prefixed by the word ‘not’, it means that the option is not supported by the BSP. If it is not prefixed by the
word ‘not’, then it is supported. The column ‘Return value’ indicates the return value of the BioSPI function
and the column ‘Output parameter name’ indicates the name of the output parameter to be checked. The
column ‘Output parameter value’ indicates the expected value of the output parameter.
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Expressions in Test Tables

2.1.4.1 The detail expressions in the Test Tables are based on ISO/IEC 24709-1 with some exceptions
as described as follows.

Table 1 — Expressions in Test Tables

Column of Test Tables
No Reference from ISO/IEC 24709-1
Test Table DIT® IPT® ERT®
1 Input Character strings defined in ISO/IEC 24709-1 are used as is basis. X X
parameter
name
2 Input (a) The parameter values that ISO/IEC 24709-1 defines specific character X X
parameter strings are used as is basis.
value (b) For some parameter values, the character strings for simplified
expressions are defined in this text and shown in the tables with italic fonts.
The details of these parameter values are described in Table 2 “Simplified
expressions in Test Tables”.
(c) The word “N/A” indicates the parameter is not covered by this text.
3 Supported The options supported (or not supported) by the BSP. If the option name is X
options in BSP | preceded by ‘not’, it indicates that this option is not supported by the BSP.
Schema See also Table 2 “Simplified expressions in Test Tables”.
4 Return value Character strings for simplified expressions are defined in this text and X
shown in the tables with italic fonts. The details of these parameter values
are described in Table 2 “Simplified expressions in Test Tables”.
5 Output Character strings defined in ISO/IEC 24709-1 are used as is basis. X
parameter
name
6 Output (a) The parameter values that ISO/IEC 24709-1 defines specific character X
parameter strings are used as is basis.
value (b) For some parameter values, the character strings for simplified
expressions are defined in this text and shown in the tables with italic fonts.
The details of these parameter values are described in Table 3 “Simplified
expressions in Test Tables”.

Note 1: Default Input Table

Note 2: Input Parameter Table
Note 3: Expected Result Table
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2.1.4.2

In this text, the descriptions of some of the parameter values or return values are simplified in

order to make the table more comprehensible. The table below explains the meanings of the simplified
expressions used in the tables.

Table 2 — Simplified expressions in Test Tables

No Simplified names Test Tables Name of Explanation
P DIt | IPT? [ERTO Column P
1 OK X X Return value __BioAPI_OK
E ithout th X . . .
2 p:reoﬁrxn"aiqgisovp\v:mg;R_? X X Return value The prefix "__BioAPIERR_" is omitted.
Supported ) . . . ) - .
) T Th fix "Options" tted. Th fix “not” indicates it t
3 Element(s) in BSP Schema X options in BSP e prefix "Options" is omitte e prefix “not” indicates it is nof
supported by the BSP under test.
Schema
’ . Input parameter | This value shall be a valid representation of a UUID (see.
4 Valid Uuid X X value ISO/IEC24709-1 7.6)
5 Invalid Uuid X Input parameter | .. i< 1 be used for the invalid value.
value
i Input parameter | This value shall be a valid value of the output parameter
6 Valid BSPHandle X X value NewBSPHandle when BioSPI_BSPAttach is invoked.
) Input Y : .
7 Invalid BSPHandle X npu \f’;[;me " | This value shall be BioAPI_INVALID_BSP_HANDLE.
8 Valid Purpose X Input parameter | This value shall be a valid representation of the parameter Purpose
value and supported by the BSP under test.
9 Invalid Purpose X Input parameter | This value shall be 8, calculated by _BioAPI_PURPOSE_DECIDE(7)
value plus one.
This value shall be a valid value of the output parameter for a BIR
handle in a BioSPI call such as BioSPI_Capture. As for the validity
i Input parameter | check of the BIR Handle, the testing application shall call the
10 Valid BIRHandle X X value BioSPI_GetHeaderFromHandle and check that the function returns
BioAPI_OK, not BioAPIERR_INVALID_BIR_HANDLE, then it indicates
that the BIR Handle is valid.
. | t t . .
11 Invalid BIRHandle X npu \f;[;me €' | This value shall be -1 (BioAPI_INVALID_BIR_HANDLE).

Note 1: Default Input Table

Note 2: Input Parameter Table
Note 3: Expected Result Table
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Assertion 1.1 — BioSPI_BSPLoad

Scenario:

1) Calls BioSPI_BSPLoad then checks the return value and the output parameters.

2) Unloads the BSP under test.

Test tables: This assertion uses test tables as follows.

Table 3 — Default Input Table for BioSPI_BSPLoad

Number Input parameter name Input parameter value
1 BSPUuid Valid Uuid
2 no_BioAPINotifyCallback false
3 no_BFPEnumerationHandle false
4 no_MemoryFreeHandler false

Table 4 — Input Parameter Table for BioSPI_BSPLoad

Test
number

Input parameter name

Input parameter value
(underscore: invalid test case)

010101

BSPUuid

Valid Uuid

Table 5 — Expected Result Table for BioSPI_BSPLoad

Test Supported options in
number BSP Schema Return value Output parameter name Output parameter value
010101 - OK
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Assertion 1.2 — BioSPI_BSPUnload

Scenario:

1) Loads the BSP under test.
2) Calls BioSPI_BSPUnload then checks the return value and the output parameters.

Test tables: This assertion uses test tables as follows:

Table 6 — Default Input Table for BioSPI_BSPUnload

Number

Input parameter name

Input parameter value

1

BSPUuid

Valid Uuid

Table 7 — Input Parameter Table for BioSPI_BSPUnload

Test Inbut parameter name Input parameter value
number put p (underscore: invalid test case)
010201 BSPUuid Valid Uuid

Table 8 — Expected Result Table for BioSPI_BSPUnload

Test Supported options in
number BSP Schema Return value Output parameter name Output parameter value
010201 OK
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Assertion 1.3 — BioSPI_BSPAttach

Scenario:

1) Loads the BSP under test.

2) Calls BioSPI_BSPAttach then checks the return value and the output parameters.

3) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 9 — Default Input Table for BioSPI_BSPAttach

Number Input parameter name Input parameter value

1 BSPUuid *

2 Version 32

3 UnitList_1_UnitCategory “" (empty string)
4 UnitList_1_UnitID “" (empty string)
5 UnitList_2_UnitCategory “" (empty string)
6 UnitList_2_UnitID “" (empty string)
7 UnitList_3_UnitCategory “" (empty string)
8 UnitList_3_UnitID “" (empty string)
9 UnitList_4_UnitCategory “" (empty string)
10 UnitList_4_UnitID “" (empty string)
11 NumUnits 0

12 no_BSPHandle false

Table 10 — Input Parameter Table for BioSPI_BSPAttach

Test Input parameter value
number Input parameter name (underscore: invalid test case)
010301 BSPUuid Valid Uuid
010302 Version 16

Table 11 — Expected Result Table for BioSPI_BSPAttach

Test number

Supported options
in BSP Schema

Return value

Output parameter name

Output parameter value

010301

OK

010302

INCOMPATIBLE_VERSION
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Assertion 1.4 — BioSPI_BSPDetach

Scenario:

1) Loads and attaches the BSP under test.

2) Calls BioSPI_BSPDetach then checks the return value and the output parameters.
3) Unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 12 — Default Input Table for BioSPI_BSPDetach

Number

Input parameter name

Input parameter value

1

BSPHandle

Valid BSPHandle

Table 13 — Input Parameter Table for BioSPI_BSPDetach

Test Input parameter value
number Input parameter name (underscore: invalid test case)
010401 BSPHandle Valid BSPHandle
010402 BSPHandle Invalid BSPHandle

Table 14 — Expected Result Table for BioSPI_BSPDetach

Test Supported options in
number BSP Schema Return value Output parameter name Output parameter value
010401 OK
010402 INVALID_BSP_HANDLE
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Assertion 1.5 — BioSPI_GetBIRFromHandle

Scenario:

1) Loads and attaches the BSP under test.
2) Calls a biometric function which creates BIR inside the BSP under test
3) Calls BioSPI_GetBIRFromHandle then checks the return value and the output parameters.
4) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 15 — Default Input Table for BioSPI_GetBIRFromHandle

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 Handle Valid BIRHandle
3 no_BIR false

Table 16 — Input Parameter Table for BioSPI_GetBIRFromHandle

Test Input parameter name Input parameter value
number (underscore: invalid test case)
010501 BSPHandle Valid BSPHandle
010502 BSPHandle Invalid BSPHandle
010503 Handle Invalid BIRHandle
010504 no_BIR true

Table 17 — Expected Result Table for BioSPI_GetBIRFromHandle

an?nsbter Sngggegc?gr'sgs in Return value Output parameter name | Output parameter value
010501 - OK

010502 INVALID_BSP_HANDLE

010503 INVALID_BIR_HANDLE

010504 INVALID_OUTPUT_POINTER
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Assertion 1.6 — BioSPI_Capture

Scenario:

1) Loads and attaches the BSP under test.
2) Calls BioSPI_Capture then checks the return value and the output parameters.

3) Calls BioSPI_GetBIRFromHandle then checks the return value and the output parameters.

4) Detaches and unloads the BSP under test.

Parameters: This assertion uses test tables as follows:

Table 18 — Default Input Table for BioSPI_Capture

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 Purpose Valid Purpose
3 Left false
4 Right false
5 Thumb false
6 PointerFinger false
7 MiddleFinger false
8 RingFinger false
9 LittleFinger false
10 Multiple false
11 no_Disabilities true
12 OutputFormatOwner N/A
13 OutputFormatType N/A
14 NumBIRs 0
15 no_CapturedBIRList false
16 TimeOut -1
17 no_AuditData true
18 no_Payload true

Table 19 — Input Parameter Table for BioSPI_Capture

Test Input parameter name Input parameter value
Number (underscore: invalid test case)
010601 BSPHandle Valid BSPHandle
010602 BSPHandle Invalid BSPHandle
010603 Purpose __BioAPI_PURPOSE_VERIFY
010604 Purpose BioAPI_PURPOSE_IDENTIFY
010605 Purpose __BioAPI_PURPOSE_ENROLL

BioAPI_PURPOSE_ENROLL
010606 Purpose FOR_VERIFICATION_ONLY
BioAPI_PURPOSE_ENROLL
010607 Purpose FOR_IDENTIFICATION_ONLY
010608 Purpose BioAP| PURPOSE_AUDIT
010609 Purpose BioAPI NO PURPOSE_AVAILABLE
010610 Purpose Invalid Purpose
010611 Left true
010612 Right true
010613 (Left, Thumb) (true, true)
010614 (Left, PointerFinger) (true, true)
010615 (Left, MiddleFinger) (true, true)
010616 (Left, RingFinger) (true, true)
010617 (Left, LittleFinger) (true, true)
010618 (Right, Thumb) (true, true)
010619 (Right, PointerFinger) (true, true)
010620 (Right, MiddleFinger) (true, true)
010621 (Right, RingFinger) (true, true)
010622 (Right, LittleFinger) (true, true)
010623 Thumb true
010624 PointerFinger true
010625 MiddleFinger true
010626 RingFinger true
010627 LittleFinger true
010628 no_Disabilities no
010629 NumBIRs 1
010630 NumBIRs 2
010631 NumBIRs 4
010632 no_CapturedBIRList true
010633 Timeout -2
010634 no_AuditData false
010635 no_Payload false
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Table 20 — Expected Result Table for BioSPI_Capture

NIrf]Zter Supported options in BSP Schema Return value® Output parameter name | Output parameter value
010601 - OK CapturedBIR Valid BIRHandle
010602 - INVALID_BSP_HANDLE - -
VALUE_PURPOSE_VERIFY oK CapturedBIR Valid BIRHandle
010603 Not VALUE_PURPOSE_VERIFY PURPOSE_NOT_SUPPORTED - -
VALUE_PURPOSE_IDENTIFY OK CapturedBIR Valid BIRHandle
010604 Not VALUE_PURPOSE_IDENTIFY PURPOSE_NOT_SUPPORTED - -
010605 VALUE_PURPOSE_ENROLL OK CapturedBIR Valid BIRHandle
Not VALUE_PURPOSE_ENROLL PURPOSE_NOT_SUPPORTED - -
VALUE—Pgﬁ:fgsTE@EEgﬁtb—FOR—VE oK CapturedBIR valid BIRHandle
010606 Not
VALUE_PURPOSE_ENROLL_FOR_VE | PURPOSE_NOT SUPPORTED - -
RIFICATION_ONLY
VALUE—Ek"TFTEOCSA'%CE),Z‘ngLbFOR—'D oK CapturedBIR valid BIRHandle
010607 Not
VALUE_PURPOSE_ENROLL_FOR_ID | PURPOSE_NOT SUPPORTED - -
ENTIFICATION_ONLY
010608 - PURPOSE_NOT_SUPPORTED - -
010609 - PURPOSE_NOT_SUPPORTED - -
010610 - INVALID_PARAMETER - -
010611 VALUE_SUBTYPE_LEFT OK CapturedBIR Valid BIRHandle
Not VALUE_SUBTYPE_LEFT UNABLE_TO_CAPTURE - -
010612 VALUE_SUBTYPE_RIGHT oK CapturedBIR Valid BIRHandle
Not VALUE_SUBTYPE_RIGHT UNABLE_TO_CAPTURE - -
(VALUE—SETBJ;(E_ET—bLEJDTé\)’ALUE—SU oK CapturedBIR valid BIRHandle
010613 Not
(VALUE_SUBTYPE_LEFT,VALUE_SU UNABLE_TO_CAPTURE - -
BTYPE_THUMB)
(VALlé%i“éggﬁfégim\@é%—sU oK CapturedBIR valid BIRHandle
010614 Not
(VALUE_SUBTYPE_LEFT,VALUE_SU UNABLE_TO_CAPTURE - -
BTYPE_POINTERFINGER)
(VALUBET\S(;JE_TJEED—LLEE;L*ZQE)’E—SU oK CapturedBIR valid BIRHandle
010615 Not
(VALUE_SUBTYPE_LEFT,VALUE_SU UNABLE_TO_CAPTURE - -
BTYPE_MIDDLEFINGER)
(VALUEﬁgggjgﬁégﬁg\é%w—su oK CapturedBIR valid BIRHandle
010616 Not
(VALUE_SUBTYPE_LEFT,VALUE_SU UNABLE_TO_CAPTURE - -
BTYPE_RINGFINGER)
(VALUEB_T?(L;BETIE?LLEEF'E g’é\l'i;JE—SU oK CapturedBIR valid BIRHandle
010617 Not
(VALUE_SUBTYPE_LEFT,VALUE_SU UNABLE_TO_CAPTURE - -
BTYPE_LITTLEFINGER)
(VALUE—SUUB'?FTYLPEE_—T'T_"SHE')VALUE—S oK CapturedBIR valid BIRHandle
010618 Not
(VALUE_SUBTYPE_RIGHT,VALUE_S UNABLE_TO_CAPTURE - -
UBTYPE_THUMB)
(VALSBET\S(;JE_TJSE\‘—T'ESHL'&LRL;E—S oK CapturedBIR valid BIRHandle
010619 Not
(VALUE_SUBTYPE_RIGHT VALUE_S UNABLE_TO_CAPTURE - -
UBTYPE_POINTERFINGER)
(VAL%EB—TSY%BET_L'TSBTS:TJ(;VS%UE—S oK CapturedBIR valid BIRHandle
010620 Not
(VALUE_SUBTYPE_RIGHT VALUE_S UNABLE_TO_CAPTURE - -
UBTYPE_MIDDLEFINGER)
(VALUEESFL:(?:E{E?N_E::?S;Q/QLUE_S oK CapturedBIR valid BIRHandle
010621 Not
(VALUE_SUBTYPE_RIGHT VALUE_S UNABLE_TO_CAPTURE - -
UBTYPE_RINGFINGER)
(VALqugTs\L(JfETjL'TTET—I_RéIE:;'“Té\é%uE—S oK CapturedBIR valid BIRHandle
010622 Not
(VALUE_SUBTYPE_RIGHT VALUE_S UNABLE_TO_CAPTURE - -
UBTYPE_LITTLEFINGER)
010623 VALUE_SUBTYPE_THUMB OK CapturedBIR Valid BIRHandle
Not VALUE_SUBTYPE_THUMB UNABLE_TO_CAPTURE - -
VALUE_SUBTYPE_POINTERFINGER oK CapturedBIR Valid BIRHandle
010624 Not UNABLE_TO_CAPTURE - -
VALUE_SUBTYPE_POINTERFINGER _TO_!
010625 | VALUE SUBTYPE MIDDLEFINGER OK CapturedBIR Valid BIRHandle
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NLTr?]Zter Supported options in BSP Schema Return value® Output parameter name | Output parameter value
Not
VALUE_SUBTYPE_MIDDLEFINGER UNABLE_TO_CAPTURE ] ]
010626 VALUE_SUBTYPE_RINGFINGER OK CapturedBIR Valid BIRHandle
Not VALUE_SUBTYPE_RINGFINGER UNABLE_TO_CAPTURE - -
VALUE_SUBTYPE_LITTLEFINGER OK CapturedBIR Valid BIRHandle
010627 Not
VALUE_SUBTYPE_LITTLEFINGER UNABLE_TO_CAPTURE ] ]
0106282 DISABILITIES UNABLE_TO_CAPTURE - -
Not DISABILITIES UNABLE_TO_CAPTURE - -
010629 - OK NumBIRs 1
<greater_than_or_equal
010630 - oK NUmBIRS —to> 1 <and>
<less_than_or_equal_to
>2
<greater_than_or_equal
010631 - oK NumBIRs —{o> 1 <and>
<less_than_or_equal_to
>4
010632 - INVALID_OUTPUT_POINTER - -
010633 - INVALID_ PARAMETER - -
. Valid BIRHandle
010634 Raw OK AuditData or Invalid BIRHandle
. __BioAPI_UNSUPPOR
Not Raw OK AuditData TED BIR HANDLE
010635 Payload OK - -
Not Payload INVALID_PARAMETER -

Note 1: At the test items where the return value is expected to be OK, but if the actual return value has been either BioAPIERR_USER_CANCELLED,
BioAPIERR_UNABLE_TO_CAPTURE or BioAPIERR_TIMEOUT_EXPIRED, the test result shall be ‘Undecided’ with which another capture may be
needed.

Note 2: In this test, the parameter Disabilities includes all the available subtypes indicated in the BioAPI_VALUE_SUBTYPE_MASK in the BSPSchema,
assuming that all the subtypes available with the BSP are not available with the test subject.
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Assertion 1.7 — BioSPI_CreateTemplate

Scenario:

1) Loads and attaches the BSP under test.
2) Captures with the enroll purpose

3) Calls BioSPI_CreateTemplate then checks the return value and the output parameters.
4) Calls BioSPI_GetBIRFromHandle then checks the return value and the output parameters.

5) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 21 — Default Input Table for BioSPI_CreateTemplate

Number Input parameter name Input parameter value

1 BSPHandle Valid BSPHandle

2 NumBIRs 0

3 CapturedBIRList Valid BIR Handle

4 ReferenceTemplate NULL

5 OutputFormatOwner N/A

6 OutputFormatType N/A

7 no_NewTemplate false

8 no_Payload true

9 no_TemplateUUID true

Table 22 — Input Parameter Table for BioSPI_CreateTemplate

Test Input parameter name Input parameter value

Number (underscore: invalid test case)

010701 BSPHandle Valid BSPHandle

010702 BSPHandle Invalid BSPHandle

010703 Ca”;ﬂ:‘;gggust (2, (Valid BIRHandle, Valid BIRHandle))

010704 Ca;,)\iﬂ?;ggf;\_ist (2, (Valid BIRHandle, Invalid BIRHandle))

010705 NumBIRs, ) 4, O(alid BIRHandle, \(alid BIRHandle,
CapturedBIRList Valid BIRHandle, Valid BIRHandle))

010706 NumBIRs, (4, (valid BIRHandle, Valid BIRHandle,
CapturedBIRList Valid BIRHandle, Invalid BIRHandle))

010707 ReferenceTemplate Valid BIR Handle

010708 ReferenceTemplate Invalid BIRHandle

010709 ReferenceTemplate Valid BIR

010710 no_NewTemplate true

010711 no_Payload false

Table 23 — Expected Result Table for BioSPI_CreateTemplate

NIr?i)ter Supportegc?];()et:ggs in BSP Return value1 Output parameter name Output parameter value
010701 - OK NewTemplate Valid BIRHandle
010702 INVALID_BSP_HANDLE - -
010703 OK NewTemplate Valid BIR Handle-
010704 INVALID_BIR_HANDLE
010705 OK NewTemplate Valid BIR Handle-
010706 - INVALID_BIR_HANDLE -
010707 TemplateUpdate OK NewTemplate Valid BIR Handle
Not TemplateUpdate INVALID_PARAMETER -
010708 TemplateUpdate INVALID_BIR_HANDLE
Not TemplateUpdate INVALID_PARAMETER - -
010709 TemplateUpdate OK NewTemplate Valid BIR Handle
Not TemplateUpdate INVALID_PARAMETER -
010710 - INVALID_OUTPUT_POINTER - -
Payload OK NewTemplate Valid BIR Handle
010711 Not Payload UNABLE_TO_SI;I'ORE_PAYLOA

Note 1: At the test items where the return value is expected to be OK, but if the actual return value has been BioAPIERR_QUALITY_ERROR, the test
result shall be ‘Undecided’ with which another capture may be needed.
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Assertion 1.8 — BioSPI_Enroll

Scenario:

1) Loads and attaches the BSP under test.
2) Calls BioSPI_Enroll then checks the return value and the output parameters.

3) Calls BioSPI_GetBIRFromHandle then checks the return value and the output parameters.

4) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 24 — Default Input Table for BioSPI_Enroll

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 Purpose BioAPI_PURPOSE_ENROLL
3 Left false
4 Right false
5 Thumb false
6 PointerFinger false
7 MiddleFinger false
8 RingFinger false
9 LittleFinger false
10 Multiple false
11 no_Disabilities true
12 OutputFormatOwner N/A
13 OutputFormatType N/A
14 ReferenceTemplate NULL
15 NumTemplates 0
16 no_NewTemplateList false
17 no_Payload true
18 Timeout -1
19 no_AuditData true
20 no_TemplateUUID true

Table 25 — Input Parameter Table for BioSPI_Enroll

Test Input parameter name Input parameter value

Number

010801 BSPHandle Valid BSPHandle

010802 BSPHandle Invalid BSPHandle

010803 Purpose BioAPI PURPOSE VERIFY

010804 Purpose BioAP| PURPOSE IDENTIFY
BioAPI_PURPOSE_ENROLL

010805 Purpose FOR_VERIFICATION_ONLY
BioAPI_PURPOSE_ENROLL

010806 Purpose FOR_IDENTIFICATION_ONLY

010807 Purpose BioAPI PURPOSE AUDIT

010808 Purpose BioAPI NO PURPOSE AVAILABLE

010809 Purpose Invalid Purpose

010810 Left true

010811 Right true

010812 (Left, Thumb) (true, true)

010813 (Left, PointerFinger) (true, true)

010814 (Left, MiddleFinger) (true, true)

010815 (Left, RingFinger) (true, true)

010816 (Left, LittleFinger) (true, true)

010817 (Right, Thumb) (true, true)

010818 (Right, PointerFinger) (true, true)

010819 (Right, MiddleFinger) (true, true)

010820 (Right, RingFinger) (true, true)

010821 (Right, LittleFinger) (true, true)

010822 Thumb true

010823 PointerFinger true

010824 MiddleFinger true

010825 RingFinger true

010826 LittleFinger true

010827 no_Disabilities no

010828 ReferenceTemplate Valid BIR Handle

010829 ReferenceTemplate Invalid BIR Handle

010830 ReferenceTemplate Valid BIR

010831 NumTemplates 1

010832 NumTemplates 2

010833 NumTemplates 4

010834 No_ReferenceTemplateList true

010835 no_Payload false

010836 Timeout -2

010837 no_AuditData false
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Table 26 — Expected Result Table for BioSPI_Enroll

NJrf]Zter Supported options in BSP Schema Return value® Output parameter name | Output parameter value
010801 - OK NewTemplate Valid BIRHandle
010802 - INVALID_BSP_HANDLE - -
010803 VALUE_PURPOSE_VERIFY INCONSISTENT_PURPOSE - -
Not VALUE_PURPOSE_VERIFY PURPOSE_NOT_SUPPORTED - -
010804 VALUE_PURPOSE_IDENTIFY INCONSISTENT_PURPOSE - -
Not VALUE_PURPOSE_IDENTIFY PURPOSE_NOT_SUPPORTED - -
VALUE_PURPOSE_ENROLL_FOR_ ’ }
VERIEICATION ONLY OK NewTemplate Valid BIRHandle
010805 Not
VALUE_PURPOSE_ENROLL_FOR_ PURPOSE_NOT_SUPPORTED - -
VERIFICATION_ONLY
VALUE_PURPOSE_ENROLL_FOR_ .
IDENTIFICATION ONLY OK NewTemplate Valid BIRHandle
010806 Not
VALUE_PURPOSE_ENROLL_FOR_ PURPOSE_NOT_SUPPORTED - -
IDENTIFICATION_ONLY
010807 - INCONSISTENT_PURPOSE - -
010808 - INCONSISTENT_PURPOSE - -
010809 - INVALID_ PARAMETER - -
010810 VALUE_SUBTYPE_LEFT OK NewTemplate Valid BIRHandle
Not VALUE_SUBTYPE_LEFT UNABLE_TO_CAPTURE - -
010811 VALUE_SUBTYPE_RIGHT OK NewTemplate Valid BIRHandle
Not VALUE_SUBTYPE_RIGHT UNABLE_TO_CAPTURE - -
NALUEgSLBJ.?;—;EthEDTé\)/ALUE— OK NewTemplate Valid BIRHandle
010812 Not
(VALUE_SUBTYPE_LEFT,VALUE_ UNABLE_TO_CAPTURE - -
SUBTYPE_THUMB)
(VALUE_SUBTYPE_LEFT,VALUE_ )
SUBTYPE_POINTERFINGER) OK NewTemplate Valid BIRHandle
010813 Not
(VALUE_SUBTYPE_LEFT,VALUE_ UNABLE_TO_CAPTURE - -
SUBTYPE_POINTERFINGER)
(VALUE_SUBTYPE_LEFT,VALUE_ )
SUBTYPE MIDDLEFINGER) OK NewTemplate Valid BIRHandle
010814 Not
(VALUE_SUBTYPE_LEFT,VALUE_ UNABLE_TO_CAPTURE - -
SUBTYPE_MIDDLEFINGER)
(VALUE_SUBTYPE_LEFT,VALUE_ )
SUBTYPE_RINGFINGER) OK NewTemplate Valid BIRHandle
010815 Not
(VALUE_SUBTYPE_LEFT,VALUE_ UNABLE_TO_CAPTURE - -
SUBTYPE_RINGFINGER)
(VALUE_SUBTYPE_LEFT,VALUE_ .
SUBTYPE_LITTLEFINGER) OK NewTemplate Valid BIRHandle
010816 Not
(VALUE_SUBTYPE_LEFT,VALUE_ UNABLE_TO_CAPTURE - -
SUBTYPE_LITTLEFINGER)
(VALUE—SSUUB?’I_RTDZETIESHE’)VALUE OK NewTemplate Valid BIRHandle
010817 Not
(VALUE_SUBTYPE_RIGHT,VALUE UNABLE_TO_CAPTURE - -
SUBTYPE_THUMB)
(VALUE_SUBTYPE_RIGHT,VALUE .
SUBTYPE_POINTERFINGER) OK NewTemplate Valid BIRHandle
010818 Not
(VALUE_SUBTYPE_RIGHT,VALUE UNABLE_TO_CAPTURE - -
_SUBTYPE_POINTERFINGER)
(VALUE_SUBTYPE_RIGHT VALUE .
SUBTYPE_MIDDLEFINGER) OK NewTemplate Valid BIRHandle
010819 Not
(VALUE_SUBTYPE_RIGHT,VALUE UNABLE_TO_CAPTURE - -
_SUBTYPE_MIDDLEFINGER)
(VALUE_SUBTYPE_RIGHT,VALUE .
_SUBTYPE_RINGFINGER) OK NewTemplate Valid BIRHandle
010820 Not
(VALUE_SUBTYPE_RIGHT,VALUE UNABLE_TO_CAPTURE - -
_SUBTYPE_RINGFINGER)
(VALUE_SUBTYPE_RIGHT,VALUE .
_SUBTYPE_LITTLEFINGER) OK NewTemplate Valid BIRHandle
010821 Not
(VALUE_SUBTYPE_RIGHT,VALUE UNABLE_TO_CAPTURE - -
_SUBTYPE_LITTLEFINGER)
010822 VALUE_SUBTYPE_THUMB OK NewTemplate Valid BIRHandle
Not VALUE_SUBTYPE_THUMB UNABLE_TO_CAPTURE - -
VALUE—SUBTYPER—POINTERFINGE OK NewTemplate Valid BIRHandle
010823 Not
VALUE_SUBTYPE_POINTERFINGE UNABLE_TO_CAPTURE - -
R
010824 VALUE—SUBTYP&—M'DDLEF'NGE oK NewTemplate valid BIRHandle
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NLTr?]Zter Supported options in BSP Schema Return value® Output parameter name | Output parameter value
Not
VALUE_SUBTYPE_MIDDLEFINGE UNABLE_TO_CAPTURE - -
R
VALUE_SUBTYPE_RINGFINGER OK NewTemplate Valid BIRHandle
010825 Not
VALUE_SUBTYPE_RINGFINGER UNABLE_TO_CAPTURE ) )
VALUE_SUBTYPE_LITTLEFINGER OK NewTemplate Valid BIRHandle
010826 Not
VALUE_SUBTYPE_LITTLEFINGER UNABLE_TO_CAPTURE ) )
010827 DISABILITIES UNABLE_TO_CAPTURE - -
Not DISABILITIES UNABLE_TO_CAPTURE - -
010828 TemplateUpdate OK NewTemplate Valid BIRHandle
Not TemplateUpdate INVALID_PARAMETER - -
010829 TemplateUpdate INVALID_BIR_HANDLE - -
Not TemplateUpdate INVALID_PARAMETER - -
010830 TemplateUpdate OK NewTemplate Valid BIRHandle
Not TemplateUpdate INVALID_PARAMETER - -
010831 - OK NumTemplates 1
<greater_than_or_equal
_to> 1 <and>
010832 - OK NumTemplates <less_than_or_equal_to
>2
<greater_than_or_equal
010833 ; oK NumTemplates —to>1 <and>
<less_than_or_equal_to
>4
010834 - INVALID_OUTPUT_POINTER - -
Payload OK NewTemplate Valid BIRHandle
010835 UNABLE_TO_STORE_PAYLOA
Not Payload D - -
010836 - INVALID_PARAMETER - -
. Valid BIRHandle
010837 Raw OK AuditData or Invalid BIRHandle
. __BioAPI_UNSUPPOR
Not Raw OK AuditData- TED BIR HANDLE

Note 1 At the test items where the return value is expected to be OK, but if the actual return value has been either BioAPIERR_USER_CANCELLED,
BioAPIERR_UNABLE_TO_CAPTURE, BioAPIERR_TIMEOUT_EXPIRED or BioAPIERR_QUALITY_ERROR, the test result shall be ‘Undecided’ with
which another capture may be needed.

Note 2: In this test, the parameter Disabilities includes all the available subtypes indicated in the BioAPI_VALUE_SUBTYPE_MASK in the BSPSchema,
assuming that all the subtypes available with the BSP are not available with the test subject.
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Assertion 1.9 — BioSPI_Process

Scenario:

1) Loads and attaches the BSP under test.
2) Captures with the enroll purpose

3) Calls BioSPI_Process then checks the return value and the output parameters.
4) Calls BioSPI_GetBIRFromHandle then checks the return value and the output parameters.
5) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 27 — Default Input Table for BioSPI_Process

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 NumBIRs 0
3 CapturedBIRList Valid BIRHandle
4 OutputFormatOwner N/A
5 OutputFormatType N/A
6 no_ProcessedBIR false

Table 28 — Input Parameter Table for BioSPI_Process

Test Input parameter name Input parameter value

Number (underscore: invalid test case)

010901 BSPHandle Valid BSPHandle

010902 BSPHandle Invalid BSPHandle

010903 NumBIRs, (2, (Valid BIRHandle, Valid BIRHandle))
CapturedBIRList ' '

010904 Cagﬂgggﬁ]_ig (2, (Valid BIRHandle, Invalid BIRHandle))

010905 NumBIRs, ) 4, O(alid BIRHandle, \(alid BIRHandle,
CapturedBIRList Valid BIRHandle, Valid BIRHandle))

010906 NumBIRs, (4, (valid BIRHandle, Valid BIRHandle,
CapturedBIRList Valid BIRHandle, Invalid BIRHandle))

010907 no_ProcessedBIR true

Table 29 — Expected Result Table for BioSPI_Process

Test
Number

Supported options
in BSP Schema

Return value®

Output parameter name

Output parameter value

010901

OK

ProcessedBIR

Valid BIR Handle

010902

INVALID_BSP_HANDLE -

010903

OK

ProcessedBIR

Valid BIR Handle

010904

INVALID_BIR_HANDLE -

010905

OK

ProcessedBIR

Valid BIR Handle

010906

INVALID_BIR_HANDLE -

010907

INVALID_OUTPUT_POINTER -

Note 1: At the test items where the return value is expected to be OK, but if the actual return value has been BioAPIERR_QUALITY_ERROR, the test
result shall be ‘Undecided’ with which another capture may be needed.
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Assertion 1.10 — BioSPI_Verify

Scenario:

1) Loads and attaches the BSP under test.

2) Enrolls biometrics.

3) Calls BioSPI_Verify then checks the return value and the output parameters.
4) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 30 — Default Input Table for BioSPI_Verify

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 MaxFMRRequested __BioAPI_NOT_SET
3 NumReferenceTemplates 0
4 ReferenceTemplates Valid BIRHandle
5 Left false
6 Right false
7 Thumb false
8 PointerFinger false
9 MiddleFinger false
10 RingFinger false
11 LittleFinger false
12 Multiple false
13 no_Disabilities true
14 no_AdaptedBIR true
15 no_Result false
16 no_FMRAchieved false
17 no_AuxResult true
18 no_Payload true
19 Timeout -1
20 no_AuditData true
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Table 31 — Input Parameter Table for BioSPI_Verify

Test Input parameter value
number Input parameter name (underpscor:e: invalid test case)
011001 BSPHandle Valid BSPHandle
011002 BSPHandle Invalid BSPHandle
011003 MaxFMRRequested -2
011004 MaxFMRRequested 0
011005 (NumReferenceTemplates, (2, (Valid BIRHandle, Valid

ReferenceTemplates) BIRHandle))
011006 (NumReferenceTemplates, (2, (valid BIRHandle, Invalid

ReferenceTemplates) BIRHandle))

4, (Valid BIRHandle, Valid
011007 (N"‘q“;feffei'fe”ﬁs;erl‘;{’ges' B(lRl-(iandle, Valid BIRHandle,
P Valid BIRHandle))
(4, (Valid BIRHandle, Valid
011008 (NumReferenceT empiates, BIRHandle, Valid BIRHandle,
plates) Invalid BIRHandle))

011009 Left true
011010 Right true
011011 (Left, Thumb) (true, true)
011012 (Left, PointerFinger) (true, true)
011013 (Left, MiddleFinger) (true, true)
011014 (Left, RingFinger) (true, true)
011015 (Left, LittleFinger) (true, true)
011016 (Right, Thumb) (true, true)
011017 (Right, PointerFinger) (true, true)
011018 (Right, MiddleFinger) (true, true)
011019 (Right, RingFinger) (true, true)
011020 (Right, LittleFinger) (true, true)
011021 Thumb true
011022 PointerFinger true
011023 MiddleFinger true
011024 RingFinger true
011025 LittleFinger true
011026 no_Disabilities false
011027 no_AdaptedBIR false
011028 no_Result true
011029 no_FMRAchieved true
011030 no_AuxResult no
011031 Timeout -2
011032 no_AuditData false
011033 no_Payload false
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Table 32 — Expected Result Table for BioSPI_Verify

Test

number Supponegc?][;trlg;s in BSP Return value® Output parameter name | Output parameter value
011001 - OK Result TRUE (1)
011002 : INVALID_BSP_HANDLE - -
011003 : INVALID_PARAMETER : :
011004 : OK Result FALSE (0)
011005 oK Resul? TRUE (1)
011006 INVALID_BIR_HANDLE : :
011007 OK Result TRUE (1)
011008 INVALID_BIR_HANDLE : B
011009 VALUE_SUBTYPE_LEFT OK Result TRUE (1)
Not VALUE_SUBTYPE_LEFT | INVALID PARAMETER - -
011010 |__VALUE_SUBTYPE RIGHT oK Resulr TRUE (1)
Not VALUE_SUBTYPE_RIGHT | INVALID_PARAMETER : -
(VALUE_SUBTYPE_LEFT, 2
011011 VAI(_UE_SUBTYPE_THUMB) OK Result TRUE (1)
Not (VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_THUMB) INVALID_PARAMETER ) )
(VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_POINTERF oK Result TRUE (1)
INGER)
011012 ot (VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_POINTERF | INVALID_PARAMETER ; ;
INGER)
(VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_MIDDLEFI oK Resul? TRUE (1)
NGER)
011013 ot (VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_MIDDLEFI | INVALID_PARAMETER ; ;
NGER)
(VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_RINGFING oK Result TRUE (1)
ER)
011014 ot (VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_RINGFING | INVALID_PARAMETER ; ;
ER)
(VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_LITTLEFIN oK Result TRUE (1)
GER)
011015 ot (VALUE_SUBTYPE_LEFT,
VALUE_SUBTYPE_LITTLEFIN | INVALID_PARAMETER ; ;
GER)
VALUE_SUBTYPE_RIGHT, 2
\(/ALUE__SUBTYPE_TI'HUMB) OK Result TRUE (1)
011016 Not
(VALUE_SUBTYPE_RIGHT, | INVALID_PARAMETER ; ;
VALUE_SUBTYPE_THUMB)
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_POINTERF oK Result TRUE (1)
INGER)
011017 Not
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_POINTERF | NVALID_PARAMETER - -
INGER)
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_MIDDLEFI oK Result TRUE (1)
NGER)
011018 Not
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_MIDDLEFI | 'NVALID_PARAMETER - -
NGER)
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_RINGFING oK Result TRUE (1)
ER)
011019 Not
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_RINGFING | 'NVALID_PARAMETER - -
ER)
(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_LITTLEFIN oK Result TRUE (1)
GER)
011020 Not

(VALUE_SUBTYPE_RIGHT,
VALUE_SUBTYPE_LITTLEFIN
GER)

INVALID_PARAMETER
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nJmeZte ; Supponeg C?]petrlg;s in BSP Return value® Output parameter name Output parameter value
VALUE_SUBTYPE_THUMB OK Result TRUE (1)
011021 Not
VALUE_SUBTYPE_THUMB INVALID_PARAMETER ) )
VALUE_SUBTYPE_POINTERF 2
INGER OK Result TRUE (1)
011022 Not
VALUE_SUBTYPE_POINTERF INVALID_PARAMETER - -
INGER
VALUE_SUBTYPE_MIDDLEFI 2
NGER OK Result TRUE (1)
011023 Not
VALUE_SUBTYPE_MIDDLEFI INVALID_PARAMETER - -
NGER
VALUE_SUBTYPE_RINGFING oK Result? TRUE (1)
011024 ER
Not VALUE_SUBTYPE__ : :
RINGEINGER INVALID_PARAMETER
VALUE_SUBTYPE_LITTLEFIN oK Result? TRUE (1)
GER
011025 Not
VALUE_SUBTYPE_LITTLEFIN INVALID_PARAMETER - -
GER
011026* DISABILITIES UNABLE_TO_CAPTURE - -
Not DISABILITIES UNABLE_TO_CAPTURE - -
) Result’ TRUE (1)
Adaptation oK AdaptedBIR Valid BIRHandle
011027 Result’ TRUE (1)
Not Adaptation OK __BioAPI_UNSUPPORT
AdaptedBIR ED_BIR_HANDLE
INVALID_OUTPUT_POI : :
011028 - NTER
INVALID_OUTPUT_POI : :
011029 - NTER
Result’ TRUE (1)
<greater_or_equal_to>
N AuxiliaryResultBestValue
011030 AuxliriaryResults OK AchievedValue <and>
<less_or_equal_to>
AuxiliaryResultWorstValu
e
No AuxiliaryResults OK Result’ TRUE (1)
011031 - INVALID_PARAMETER - -
Result TRUE (1)
Raw OK I Valid BIRHandle
011032 AuditData or _Invalid BIRHandle
Result’ TRUE (1)
Not Raw OK AuditData __BioAPI_UNSUPPORT
ED_BIR_HANDLE
Result’ TRUE (1)
011033 Payload oK Payload Payload Value®
Not Payload INVALID_PARAMETER - -

Note 1: At the test items where the return value is expected to be OK, but if the actual return value has been either BioAPIERR_USER_CANCELLED,
BioAPIERR_UNABLE_TO_CAPTURE, BioAPIERR_TIMEOUT_EXPIRED or BioAPIERR_QUALITY_ERROR, the test result shall be ‘Undecided’ with
which another capture may be needed.

Note 2: At the test items where the Result value is expected to be TRUE, but if the actual value has been FALSE, the test result shall be ‘Undecided’
with which another capture may be needed.

Note 3: At the test items where the Result value is expected to be FALSE, but if the actual value has been TRUE, the test result shall be ‘Undecided’
with which another capture may be needed.

Note 4: In this test, the parameter Disabilities includes all the available subtypes indicated in the BioAPI_VALUE_SUBTYPE_MASK in the BSPSchema,
assuming that all the subtypes available with the BSP are not available with the test subject.

Note 5: The Payload Value is the value specified as the Payload parameter at the BioSPI_Enroll during the earlier stage in this test.
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Assertion 1.11 — BioSPI_VerifyMatch

Scenario:

1) Loads and attaches the BSP under test.

2) Enrolls biometrics.

3) Captures with the verification purpose.

4) Processes the captured BIR.
5) Calls BioSPI_VerifyMatch then checks the return value and the output parameters.

6) Detaches and unloads the BSP under test.

Test tables: This assertion uses test tables as follows:

Table 33 — Default Input Table for BioSPI_VerifyMatch

Number Input parameter name Input parameter value
1 BSPHandle Valid BSPHandle
2 MaxFMRRequested __BioAPI_NOT_SET
3 ProcessedBIR Valid BIRHandle
4 ReferenceTemplate Valid BIRHandle
5 no_AdaptedBIR true
6 no_Result false
7 no_FMRAchieved false
8 no_AuxResult true
9 no_Payload true

Table 34 — Input Parameter Table for BioSPI_VerifyMatch

Test Input parameter value
number Input parameter name (undefsco?e: invalid test case)
011101 BSPHandle Valid BSPHandle
011102 BSPHandle Invalid BSPHandle
011103 MaxFMRRequested -2
011104 MaxFMRRequested 0
011105 ProcessedBIR Invalid BIR Handle
011106 ProcessedBIR Valid BIR
011107 ReferenceTemplate Invalid BIR Handle
011108 ReferenceTemplate Valid BIR
011109 no_AdaptedBIR false
011110 no_Result true
011111 no_FMRAchieved true
011112 no_AuxResult false
011113 no_Payload false
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Table 35 — Expected Result Table for BioSPI_VerifyMatch

nuTriEter Supggr;egccr)gggs in Return value® Output parameter name Output parameter value
011101 - OK Result’ TRUE (1)
011102 - INVALID_BSP_HANDLE - -
011103 - INVALID_PARAMETER Result’ -
011104 - OK Result® FALSE (0)
011105 - INVALID_BIR_HANDLE - -
011106 - OK Result? TRUE (1)
011107 - INVALID_BIR_HANDLE - -
011108 - OK Result’ TRUE (1)
. Result TRUE (1)
Adaptation OK AdaptedBIR Valid BIRHandle
011109 Result’ TRUE (1)
Not Adaptation OK __BioAPI_UNSUPPORT
AdaptedBIR ED_BIR_HANDLE
011110 - INVALID_OUTPUT_POINTER - -
011111 - INVALID_OUTPUT_POINTER - -
Result? TRUE (1)
<greater_or_equal_to>
AuxliriaryResults oK AuxiliaryResultBestValue
AchievedValue <and>
011112 <less_or_equal_to>
AuxiliaryResultWorstValu
e
No AuxiliaryResults OK Result? TRUE (1)
Result’ TRUE (1)
011113 Payload OK Payload Payload Value”
Not Payload INVALID_PARAMETER - -

Note 1: At the test items where the return value is expected to be OK, but if the actual return value has been BioAPIERR_QUALITY_ERROR, the test
result shall be ‘Undecided’ with which another capture may be needed.

Note 2: At the test items where the Result value is expected to be TRUE, but if the actual value has been FALSE, the test result shall be ‘Undecided’
with which another capture may be needed.

Note 3: At the test items where the Result value is expected to be FALSE, but if the actual value has been TRUE, the test result shall be ‘Undecided’
with which another capture may be needed.

Note 4: The Payload Value is the value specified as the Payload parameter at the BioSPI_Enroll during the earlier stage in this test.
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